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Efficient Dummy Generation for Protecting Location Privacy
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Abstract The researches protecting user’s location in location—based services(LBS) have received much
attention. Especially k-anonymity is the most popular privacy preservation method. k-anonymization means
that it selects k-1 other dummies or clients to make the cloaking region. This reduced the probability of
the query issuer’s location being exposed to untrusted parties to 1/k. But query’s location may expose to
adversary when k-1 dummies are concentrated in query’s location or there is dummy in where query can
not exist. Therefore, we proposed the dummy system model and algorithm taking the real environment into
account to protect user’'s location privacy. And we proved the efficiency of our method in terms of
experiment result.
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Fig. 1. Circle—divided Dummy Generation
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06:  continue;

07: end if
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09: CRsl] = result;
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14: end if
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