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[Abstract]

MD-5 has been the hash algorithm to encrypt the user's password on Linux from the beginning. Recently the more reliable password
management was demanded and SHA-512 algorithm became the hash algorithm on the recent Enterprise Linux which is more reliable than
MD-5. This paper researching the characteristics of the hashing and encryption algorithms and find out about Linux User information
management. Based on this analysis, and analysis of the security of the hashing algorithm is applied to the user password. In addition,
analyzes the cases used hash algorithm applied to the validation of Open Source Software file, such as Apache, PHP, MySQL. Finally, by
analyzing the security tool John The Ripper this paper suggests the enhanced security with the administrative management of passwords.

Key word : Hash algorithm, Encryption algorithm, MD algorithm, SHA algorithm, Linux security.

http://dx.doi.org/10.12673/jant.2016.20.1.72 Received 18 January 2016; Revised 5 February 2016

Accepted (Publication) 11 February 2016 (28 February 2016
® @ This is an Open Access article distributed under pted ( ) y ( y )

@ the terms of the Creative Commons Attribution
e NonCommercialLicense(http://creativecommons.
orgllicenses/bync/3.0/) which permits unrestricted noncommercial i
use, distribution, and reproduction in any medium, provided the Tel: +82-42-629-7657
original work is properly cited. Email: wsoh@hnu.kr

*Corresponding Author; Wooyoung Soh

Copyright (©) 2016 The Korea Navigation Institute 72 www.koni.or.kr pISSN: 1226-9026  elSSN: 2288-842X



.M 2

A 15 Fo & A A8 2
S7he AHBARIAE A sl 4 AT 2
o B ol 913 A5 ol

A A o]x}oﬂz\i‘— PAES-ITS| Eo]_o ‘?’]OH
= ofolrnris sjg= et g ?S-OP‘jr el g
A= 9] e AFEAPTT Bl E(text) 2 QB RE w29
0] U2 %7)% R012 & 3L, o] Wl AHgH =
o] 3| A](hash) ¥ ¥ & 3Hencryption) L2l FO)TH1].

2 =rol A ) 71 Bol AT gl Qle)Eefo) =
2% 2201 CentOS 6.7 WAL 7|uro 2 A85 s & ol5 3}
QL) ol tla] ohu L, @)%z A} A4l s
ole ] AFEA AR A A o] 9)ol] AREA Al 2w
Tl ] dolr i ARS Wit

A&

1. sHA| & etS35} ¢ma|

1k

al
=

2-1 A (hash)
Aole] dlo|eFE UdFo] e A A&
PHS et} 1BF sS4 S E o]gste] HlolEE
F231 XA 91X E vHrE B0 S AREEIA A
WHEa1 o] ARghS e A #k (hash value)2kaL FC) 4] &+
g FollA] 7P T8 212 AL grell A e vlolEE
= Aol Brbssfof ghrh= loth2).
A1l el disf AR o] 71x] o] ARg-o] 91X
TP B AR S WAl o] 8a Zlot) ol B
123456789 21= 5=} & 2}2] S=uk thE 12348678921= =7} 2l
T 7S W F E 1H 13 2ol TR HIE YRR E
2 Esle] 2 45 A2 SR vheth 1% o exkEe] At
E W72 & A gho® HAshs slelth Al gRke.
234 do] def 5 Lol A2 Brbsel 7ML, 24
S o3 deA et W ehexte] 5 & gl7] Wil ¢

o @2 FES AL ol L) 53 gho] 2w ek

j =
la=

3l
=

2

Al
HO

>~l
mln i‘J

ol K mm

Axfglo] 52 “FolsiA gt
s
12345
————— = 1.81838 2677861 -
6789
12348
————— = 1.81882 4569155 -
6789
N S
3 1. sHAl L3alEel of

Fig. 1. Examples of Hash algorithm.

73

abcde fghij kimno parst uvwxy z

xyzab cdefg hijkl mnopq rstuv w

Wish to be free from myself — tfpk ol yb cobb colj jvpbic

T8 2. gest Li2(E2| of
Fig. 2. Examples of encryption algorithm.
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Fig. 3. The difference between Hash and encryption

algorithms.
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ZEmE ol A SGAAZ oiFEe] FRE
2<E g}l A 3|A He] gl A8 AR AHE vz EA]
2 Jetc/passwdehs BIAE w} 2 A7) fete/passwd= E)
2E u}elo]7] uiol cat, head, tail 53} 2 €2E A
o] & gRlo] 7hgslar, Wato] S 9ol vit} emacs &
I 22 HY7IE o] &3l o] 7Fs3ltt fete/passwd ] 71
T EAES BE AR 3] W8-S B S ke ol
o} o]l gk TAIH S Betal] 9l dA| o] 252 vl
ol A= fetc/shadow Aol AHgafe] mjAQug HEEE o

geta, A AL root ©]€]e] HEE E3Istal U
[31-[4].
3-2 2 md

1) /etc/passwd

Jetc/passwd = AFEAF AR ARE At Qe Hdg =
E(O)E AR 3] ‘useranme:password:UID:GID:fullname:
home-directory:shell” I} 7+o] 772] 7] 22|91 AW = 7] =3}

(5]

root@www:~
TELH

BUF) BUE =7IV) WS o))
[root@www ~]# tail -5 /etc/passwd
xitem:x:503:504::/home/xitem: /bin/bash
1in:x:504:505::/home/1in:/bin/bash
joon:x:505:506: : /home/joon: /bin/bash
testuser:x:506:507:: /home/testuser:/bin/bash
hacker:x:507:508: : /home/hacker: /bin/bash
[root@www ~]1#

38 4. /etc/passwd Ii!o| of

Fig. 4. Examples of /etc/passwd.

E 1. /etc/passwd2| &= AW
Table 1. Field description of /etc/passwd.

Field Descriptions
) Account, the name of the user on system.
posein
ID called a one people
« The encrypted user password. Currently
managed separately from the /etc/shadow
500 The numerical user ID
500 The numerical primary group ID for this

user

This filed is optional and only used fro

System Engineer | . )
informational purposes.

/home/posein The user’s Home Directory

/bin/bash The program to run at login

http://dx.doi.org/10.12673/jant.2016.20.1.72

74

root@www:~

) BYE 27Y) A4S Efoldm
[root@uww ~1# grep posein /etc/shadow

posein:$6$K2MtStzEhjIUFIB1$040uQkPPxRhLeAseamV4wESFYNAP7wY
/eY0aoXI5zELDPuYLv7MBXCSVGau8wZ6yuKQ9odEcVOGHt5U1tBk/0:1651

E8UH)

J8 5. /etc/shadow mH!2| of
Fig. 5. Examples of /etc/shadow.

E 2. /etc/shadow?| &5 MY
Table 2. Field description of /etc/shadow.

Field Descriptions
posein Login name.
Encrypted password. Initially, the hash
$6% algorithm is MD5 that was used, in recent
""" years, the hash algorithm is used that
SHA512.
Date of last rd chan r
15917 ate of last password change, expressed as

the number of since Jan 1, 1970

Minimum password age, An empty filed and
0 value 0 mean that there are no minimum
password age.

99999 Maximum password age.
7 Password warning period
3 Password inactivity period
16070 Account expiration date
reserved P
: This field is reserved for future use.
field
2) /etc/shadow

Jetc/passwd= AREALE] ofo|t] H A9 5o ARE
2 S 8% gdo|u BE AREAP) o] dfde] W8-S 2
V25 T Agko] A w] o] vk AREAe] =9 =0] A
Folli= B ARHEo] dolr 4 Qle FH R tsstete] A7
7= s AAH R Aol EABHTh
Jetc/shadow= Jetc/passwd®] F HA D=9l wA9= HES
s sto] #elehis FURE root AREA} o] Qo= Aol 7}
SoleE AAE o] ) o] 3L ‘username:password:last:
may:must: warn:expire:disable:reserved’ 2} o] 9719] A==
TgEo] A 19 5 2 ;29 Ak

¥O

4k
;0

=3

=

3-3 YNE A Al 2N

AREAL] T A =T AT = fete/passwd s E AR
el 7hs gk stdojnw sjA] v ohe st dare]EE o] 8%
e F7177F e ow a7 ) gl s AR
Ape] A= eE w717] A siA] dare]Eel MD ¢ate
¥ SHA ¢hare]5& o] &3t

1) MD (message digest) &312]&
MD ¢ue|Ee 4a3t &a1z]E<l RSA (rivest shamir
adleman) & 7N v|= MITS| 29= 2o AE w57 A



U BYE 22V) AYE) EoET S8UH)

[root@wm ~]# grep lin /etc/shadow

1in; $15dQMvzZSPigKxVsWN45cfEpdYByiwj01:16743:0:99999:7:::
a8 6. MD5 L1125 X2 of

Fig. 6. Examples of MD5 algorithm.

7ask 6HA] 2arg]Eo|th MD2, MD4, MD5, MD6$} Z+o] U]
7HA E57F EA) 3 MD2E 1989\d0)] EE L, §RE 7
FFE 4@&}% darE]Folth. MD4= 19901 7HE 1AL,
128B] E(16byte)2] 3] LS ZH=T) MDSE MD4 2] 3o,
2 19926l A ar, AlE]AdS AIZ T MD6T 2009
Woll 7= RA5L, 5120 E 9] A g Zhed] S5 A I
gk o]q77F EABITE Bl At 247 HE MDS €alElEE o]
B AREALS] s ARE w0 Hed Ad B
2 7] 2.2 RHEIL(red hat enterprise linux) 5 W2 7}4] AF&-5]
At

2) SHA (secure hash algorithm) &38|

SHA ¢#]ES 19931 1|=F NIST(national institute of
standard and technology)°ll 4] SHA-0.2.2 7J %] A7 1] F- 7|
B 593 A%to 7 218 SHA-12.% tA| ¥ 21tH6]. SHA-1-2>
1= =710k H =91 NSA(national security agency)oll 23l 7wt
1607 E 4] 2ar]Fotl. NSAClA = 3712 SHA2ES
ksl thE el &ae|Ee = SHA-2567} SHA-5127}
oItk SHA-256S 32 HE 9]=(8*32=256H] E) 9] 3l|A] 42
AR, SHA-512 641 E 9 E(8*64=5120|E)2] &A] g
5 A3 6). 20154 8€ ol NISTOl A SHA-3S 7313
=, 16001 E2] || g ARggitt 22 oiite] 2
2= W E A= AREALe] A9 =F 7H5=H] SHA-512 3
Al & §-5ka1 Utk ATH] Eofoll A Ho] ALE-E=
=3} A #3204 E RHEL 6 HAR-E 7P4 H wHel
RHEL 77}4] SHA-5125 7|22 o 2 #8531 gt}

3) Ak g =) 248 s el 2

AR A B QHahl naks) Sl A
o ABE 71 7% o|9lo] AHgAFEe] g i sE A
Aafeiehs ase ghe Gelol dtk et a4 Qe
2 AHEIE QhEst dm §S1E 712191 el
AR BoFs sk @A) A Rkl A 71 ol AH85]

B root@viww:~
IF) BUE 21V) 246 Hidl) £3YH)

[root@www ~]# grep joon /etc/shadow

joon: $6$896voZE5$e8ﬁsts310KnlONYMOfptan7b/W05M]VGKV]Z9FKu
NiNat3191d12P96sv3BOYHFyShaNXktk776KGHUXSpLL: 16811:0:99999:
L

38 7. SHA-512 212|Z ME of

Fig. 7. Examples of SHA-512 algorithm.

-0x

75

E root@www:~ -ox
U BYE 271V) #4S) HldM E8H)

[root@www ~]# egrep 'lin|joon' /etc/shadow
Lin:$6$50C65eIR$FKPd. . ICdvrDABkgN8 fgxh6MVTzcgyTdajmDGeMUASX
SUVUTWBOAWBBRKXZVT3KQcnF /WGIbPROXIH30CY7fT. :16811:0:99999:7

joon: $6$8¢6voZE5$e80yZss3LQKn1QNYMQfptalo7b/WOsMjVGKYjZIFKu
MtNat3191d12P9Gsv3BOyHTyShaNXktk776KGHUXSpll:16811:0:99999:

Titi

[root@www ~]#

a8 8. SHAl gt Hlm

Fig. 8. Comparing a Hash value.
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A7F gk s )=o) F HAl Heof Wr)e SEGS A7}
sto] AAdETE 29 8ollAl B 1in¥ joonolEhH= Al BT
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kRO90A1t2} QHGixINwE AFE-3A A2 T2 S|4 3he THe
ol 1S & = Adrk

3-4 2l52 #Z0IM SHA| 2102|E AR 24

1) MD 5 &a1el&E

252 247)5H ARSEH T MD-5 2aE]5E o] 85 5
Al FhE Lol ey 724 o 2 X openssl HH S A5}
W ) H# 3ol A openssl passwd -1°S ©]-&-5hd HE=d), A}
THoR £EZIo] 8o AAHL] ek dejHor LE
S Hrkste] Al akS AJ4d38le™ openssl passwd —1 -salt
FEZL P2 o2 Hashd Hr

I 9+= 252 3ol A 12342 Fholl tisk siA] 3k
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oiUF) HEE =27|Vi HAS) EO/GT) =2ZHH)
[root@www ~]# openssl passwd -1
Password:

Verifying - Password:
$1$fIeJNApD$ILVIIOX5D2.6G.M70EbLB/
[root@www ~]# openssl passwd -1
Password:

Verifying - Password:
$1$DHXAnNKbK$X.Up73MCBphBuMDu2Aviwbhl

T8 9. openssl W ALZ of
Fig. 9. Examples of openssl command.

7|RZA o7 L% SHA-512 Yaug)Ee o3sl 9 sk
Q1 crypt() S o834 E1E = Urt. ol A= perl HH
< o] gallA 1 = ATk AR -2 perl —e ‘print crypt(“T 2~
ﬂC&“%&v-)ﬂ-ﬁﬂiﬁ5ﬂ7F%Wk1%w%

g o] AL-8-2121 lin & joon AFEA}R] F AL EE 12347 A
O]—J_ perl BHE crypt()EF5E B3 AS k= ootk

V. Al LTBIE HR Al L B =7
4-1 B £=E9J|0{2] £~ (Source) W HE

32 T AZE o]l o}u}X|(apache), PHP, MySQL

5 & we ZRaggel MENE 22 1 43S 98

MD&%SHA%MOHRst}oiﬂ;rgnﬂﬁ:ﬁnz
‘%Eﬂk*4m°wrﬁﬂﬂﬂﬁ%ﬂﬂﬂﬂwgag
mtiﬂ ﬂ [8]-[10].

md5Ssum, shalsum, sha256sum, sha512sum &
A=e 4= Qal, 17 145 PHP A2 9l S

o
O =
=

th o] BN AT E 0152 4] dare]EE o

918 3191912 S8t 9]

B root@www:~ Ao
TR BIE V) 2NE) HodT 8K

[root@wm ~]# egrep 'Lin|joon' /etc/shadow )
1in:$6§kRO9OALLS]6tDeAdReHc/ MAlNOdvdPBnC4GpR181BXSn6S FpCu3vztqLZHs. nz316T8s2Ls
STAOFVI3ThEVUSYNBj20h0:16743:0:99999:7:

joon:$65QHGIx fNwsjt06tgYDtzhlttl/ZNYnR3v5lyBnczsLI, rGaciTATNLN6G2IXCRxz128XAHR
aalvndddeq0Yc(. tXQ8PoJ0:16743:0:99999:7:::

[root@wm ~]#

[root@wuw ~]# perl -e 'print crypt("1234","\$6\$kRO90ALt");"
§6kRO9I0ALLS j 6tDeARCHe/ . NAWNOdvdPBCAGPRIB1BXSNOS FpCw3vztqLLZMs . nz316T8s2LsSfdo
FV93ThEVuSYNB]20h0[ root@ww ~]#

[root@ww ~]# perl -e 'print crypt("1234","\$6\$QHGIxfNu");"
$65QHG1xFNu$]tQ6tgYDtzb1ttl/ZNYnR3v5yBnezsLIw, rGaci)TOTNLNGG21XCRxz 28 XAHRaaLvn
44deq0YcQ. tXQ8PoJO[ root@w ~#

I8 10. crypt SE 0|&SH HZ o
Fig. 10. Examples of verification using the crypt function.
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Apache HTTP Server 2.2.31 (httpd)

The Apache HTTP Server Project is pleased to announce the release c

For details see the Official Announcement and the CHANGES 22 orc

Add-in modules for Apache 2.0 are not compatible with Apache 2.2. If y
upgrade from these previous versions. Modules compiled for Apache 2

« Source: httpd-2.2.31.tar.gz [ PGP ] [ MD5 ] [ SHA1]

« Source: httpd-2.2.31 tarbz2 [ PGP ][ MD5 ] [ SHA1 ]

a8 1. obkx] M A Tl of
Fig. 11. Examples of Apache web server’s source file.

Current Stable PHP 5.6.15 (Changelog)

® php-5.6.15.tar.bz2 (sig) [13,731Kb] 29 Oct 2015
md5: bdfa8fb1b895a25elccO5c1629aes e
sha256: 11a0645c4d4b749e256da1e0d6d89ddBB6D5bO6LBICO14d942653661dbd1c38

® php-5.6.15.tar.gz (sig) [17,884Kb] 29 Oct 2015
md5: hec2fe201e24c6765bf7bd4bac1bcesd
sha256: bb2d4c226a4897b7c3659c2538a87aef7ec104f58f5ae930a263dd77fb8ebcso

® php-5.6.15.tar.xz (sig) [11,297Kb] 29 0¢ct 2015

md5: ¢726a86238017c2d9db0171b14d360e7
sha256: cf52e2€621e60997269663fatbc06253191fa2a41dc9be8c8c911435b3ebccag
® Windows downloads

38 12. PHP &4 I of
Fig. 12. Examples of PHP source file.

Generic Linux (Architecture Independent), 579 48.1M

Compressed TAR Archive

(mysql-5.79.tar.gz) MDS: 6d782dda8046achB16949341 613983 | Signature

3 13. MySQL & mid of
Fig. 13. Examples of MySQL source file.

B root@www:/usr/local/src ENEeY
U BEE W) AN HOET E8EH)
[root@uww src]# sha256sum php-5.6.15.tar.xz F

cf52e2e621260997269663adbc062531917a2a41dcIh08cBcI11435h3e
bccad php-5.6.15.tar.xz

38 14. PHP &4 IR AHZ
Fig. 14. Verification of PHP source file.

E 3. F2 3 ~ZEQole 43
Table 3. Verification comparison of leading open source
software.
Algorithm Command
Apache MD5, SHA-1 mdbsum, shalsum
PHP MD5, SHA-256 md5sum, sha256sum
MySQL MD5 mdbsum

4-2 John The Ripper

John The Ripper+= Solar Designer”} 71|23+
2= A3 T (password crack tool)©| T} &%
<& o] 9]l = Windows A4, DOS, BeOS, OpenVMS 5 T}t



root@www:/usrjlocal/src/john-L.8.0jrun

TUF) BHFE =IIV) ZAS) EO0 LT EH

[root@www run]# ./john /etc/shadow

Loaded 6 password hashes with 6 different salts (crypt, gen
eric crypt(3) [?7/64])

Press 'q' or Ctrl-C to abort, almost any other key for stat

1

(joon)
(lin)

38 15. John the Ripper ALE o
Fig. 15. Examples of John the Ripper.

EHFE A1) A $EE wol7] 918 cPuel 55
7SES o83 HAslE TEw kelEleit) 7122l g
= AREAE =] HA] gh Al AREERE erypt) S
o]-g3}e] Abd < (dictionary file)oll =% ¥ADL 253
5 fete/shadowel] 7|55 SIA] HS vl aLs|A] ARgAe] B 2-9)
=5 doliit) 213 15 John The RipperS ©]-&-3A =3t
WA =S 553Hin 2 joon AHEANY] T AW E Zohl=

o]t

V.

m“

1 E

e 27 RE AREAL s 9= 0] ke shE E @
| &arE]5] MD-5E ARE-SIITh @A) AR ot
AEZalo]= 2)EE MD-5HTFE S 58 A4S Hole
SHA-512 34 dare]5g AREalA] AREAS] S|~ =g 1
SkaL Aok 371 AZEgojo]al Freh= o|w|A| 7} gtk
G A A o] A R F-g 7] oL} 7] e] Aol FTtshH
QE] e} = gl 2ol A= U A £ 84 darels
A8 Bl Heks Aslstar vk wgh g7 A ES o] 3t
A ATl o] 85 ar glat, ¥ Bk =521 John The Ripper
T afA] gare]ES o83kl otk

AREAL SR = fE R Q13 Bl AlaHo] AT dEFe
W= AL 7E o] i El) o] gk EA1 S FH As)e)]
Al % Al o] w2 Al Gare]Fo] ARE-E AL QLA
A5 ANAM = 5714 2 2 John The Ripper$} 2 HOF =15
o] &3l A fraat7] FAY AR T ol 5% AREA; 3 8
S5 Aol & gl ey 7MY T8k 31 7o ARE-

S

77

AEo| fr538H7] FE WA EE AASES A HH o=
S8ta g shs Ao) 71 g e.ete]ela dhakE)
ZALe| 2

o] =22 21055 Ftigtal S yra/dn] Al €]

ato] AT

31} %I_l

]
Ao
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