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I. INTRODUCTION 
 
These days, smartphones have very powerful network 

connections and a high computing power. However, recently, 
malicious attacks based on a remote control system (RCS) 
have shown that a user’s confidential information can be 
easily exposed to the attacker. Once malware codes are 
installed in the user’s smartphone, they try to get root 
authority and access the confidential information coming 
through the event receiver. For example, in 2015, the 
National Intelligence Agency (NIS) bought some RCS code 
from an Italian hacking team for gathering someone’s 
confidential information. Thereafter, a number of virus 
vaccine companies developed a vaccine to detect whether a 
user’s smartphone is infected by a malware code such as the 
RCS. However, these vaccines can detect malware by using 

the existing malware’s signature or pattern; therefore, if the 
user’s smartphone is infected by a new RCS code, they 
cannot detect this new code. Hence, we need to develop a 
high-security technology for secure message transactions. 
Here, we suggest some secure message transmission 
methods through a special secure medium. This medium is 
not connected to the Internet but communicates with a 
smartphone only through QR code channels and can support 
security by using a symmetric key block cipher and public 
key cryptography. If the user communicates with a friend by 
using the special secure medium, the RCS code in the user’s 
smartphone cannot detect any confidential information. 
Therefore, the proposed method ensures complete security 
against any potential and possible attacks. The remainder of 
this paper is organized as follows: In Section II, we 
introduce the related works. In Section III, we present some 
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Abstract 
A remote control system (RCS) can monitor a user’s confidential information by using the broadcast receivers in Android OS. 
However, the current RCS detection methods are based only on a virus vaccine. Therefore, if the user’s smartphone is infected 
by a brand new RCS, these methods cannot detect this new RCS immediately. In this paper, we present a secure message 
transmission medium. This medium is completely isolated from networks and can communicate securely through a QR code 
channel by using symmetric key cryptography such as the AES block cipher and public key cryptography such as elliptic 
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elliptic curve Diffie–Hellman method and message transmission protocols; the proposed protocol has high usability and is 
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secure message transaction technologies against RCS 
attacks. In Section IV, we provide insights on how to present 
numerical results or applications that illustrate the results. In 
Section V, we conclude the paper. 

 
 

II. RELATED WORKS 
 
A. Remote Control System 

 
In this section, we describe RCS working procedures for 

eavesdropping the information of SMS, SNS, and telephonic 
conversations (see Fig. 1). Adversaries install RCS malware 
in the user’s smartphones by using a phishing URL or other 
hacking methods. Once the RCS malware is installed on the 
user’s smartphone, this malware tries to transfer the user’s 
SMS and SNS contents and telephonic conversations to the 
attacker’s server through the Android broadcast receiver and 
network. 

In the RCS malware, a number of authorities to access 
events and functions are taken over by attackers [1]. In 
particular, the broadcast receiver recognizes events such as 
phone calls and SMS send/receive. These features can start 
activities on Android OS explicitly (class assign method) or 
implicitly (request action on data). The various intents 
are exploited, and the detailed intents are described in Table 
1. This RCS malware can operate a specific event by using 
the Android OnReceive function and an intent filter when 
the specific intent occurs. The architecture of the RCS 
source code enables actions per specific intent as defined in 
the OnReceive function and uses it. In this study, we have 
analyzed the RCS working procedures for an SMS attack. 
 

 
Fig. 1. Remote Control System (RCS) malware operating procedures. 

 
Table 1. Required intents for RCS 

Type Function Authority 

intent.action.BOOT_COMPLETED OS booting - 
action.USER_PRESENT User unlock - 

provider.Telephony.SMS_RECEIVED SMS receive  
function √ 

intent.action.NEW_OUTGOING_CALL User phone call √ 

intent.action.PHONE_STATE Phone call 
status - 

intent.category.DEFAULT Using activity 
receive - 

When the intent related to an SMS occurs, the OnReceive 
function in the RCS source code is executed. If the attacker 
wants to know the SMS information, he can block the next 
broadcast intent by using the abortBroadcast() function and 
execute a thread to handle the SMS data. The executed 
thread register can be a new receiver when it does not exist 
for checking the SMS send/receive status. It can save and 
handle phone numbers and SMS messages. MsgHandler and 
MsgObserver collect the SMS or MMS data and then send 
these data to the attacker. The packet format is required for 
sending data. The moduleMessage.notification function 
converts the data into the packet format by using an atomic 
function and sends them to the attacker. In the case of a 
telephonic conversation, it saves the recording data in a 
voice file. Then, the processed data can be delivered to the 
attacker’s server. 

 
B. Network Isolation Technologies 
 

Network isolation technologies are efficient counter-
measures against advanced persistent threat (APT) attacks. 
Table 2. describes various types of network isolation 
technologies. The network isolation technologies can be 
constructed in two different ways, namely logical and 
physical network isolations. Physical network isolation 
involves separating PCs; one PC supports network functions, 
but the other does not support the network function in order 
to protect information. This method has an advantage that 
hackers cannot get any information. However, the cost to set 
up a physical network isolation environment is high. On the 
other hand, logical network isolation can be categorized into 
the virtual desktop infrastructure (VDI), client PC, and OS 
kernel methods. The logical VDI method supports a server 
based on a virtual desktop, and its advantage is to block 
network threats. However, it needs to maintain this server. 
The logical client PC method involves a software-based 
virtual desktop, and its advantage is the low maintenance 
cost; however, it has a reliability issue. There are several 
advanced network isolations available. Zhang et al. [2] have 
described an efficient physical network isolation system for 
protecting information. Skovoroda and Gamayunov [3] 
describe various mobile malware detection and prevention 
methods such as static/dynamic analysis, authority analysis, 
 

Table 2. Comparisons of network isolation technologies 
Classification Description Advantage Disadvantage 

Physical Separate  
PCs 

Physical 
separation High costs 

Logical VDI 
 

Server-based  
VD 

Block network 
threats 

Server 
 maintenance 

Logical client PC SW-based  
VD Low costs Reliability  

issues 
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and machine learning-based methods. In particular, the 
paper describes an authority analysis such as the Kirin 
security service and the WHYPER method. Feizollah et al. 
[4] proposed a mobile malware detection method using 
features selection for four types of features (namely static, 
dynamic, hybrid, and application metadata). Authority, Java 
code, intent filters, and strings are categorized as static 
features, and system calls, network traffic, and user 
interactions as dynamic features. Application metadata 
features include creator ID and application descriptions. 
Cyber security companies such as AhnLab and Estsoft 
distribute RCS detection vaccines. These RCS detection 
vaccines can detect an RCS in real time in a smartphone 
environment. However, these vaccines detect RCS malware 
by using the signature hashing method on the RCS malware; 
therefore, if the RCS malware is modified, it is difficult to 
detect the modified RCS malware. 
 
C. Quick Response (QR) Code 

 
The quick response (QR) code is a two-dimensional 

square lattice information code, which stores a maximum of 
7,089 characters as digits and 4,296 characters in the ASCII 
format. The QR code can be categorized into L, M, Q, and 
H levels according to the type of error correction function. 
The QR code has 140 versions. Version 1 is composed of 21 
× 21 cells, and the length and the width increase by four 
cells with every new version until version 40. Version 40 is 
composed of 177 × 177 cells. A cell is a black/white square 
dot in the QR code [5]. The QR code can be used in the 
authentication process. Divya and Muthukumarasamy [6] 
proposed an authentication method against a key logging 
attack and can prevent key logging by visualization 
authentication using the QR code. Murkute et al. [7] 
proposed a method to eliminate the risk of phishing or user 
identity checks by using a QR code-based one-time pad 
(OTP). Kale et al. [8] proposed an anti-phishing single sign 
on (SSO) authentication model by using the QR code. 

 
 

III. PROPOSED METHOD 
 

In this section, we present an efficient countermeasure 
against the RCS through physical network isolation and a 
QR code-based network channel. The proposed method 
 

 
Fig. 2. Proposed architecture for secure communication. 

Table 3. Comparison between devices 
Requirement Smartphone Secure reader 

Camera √ √ 
Screen √ √ 
OR code algorithm - √ 
Cipher (AES and ECC) - √ 
Wireless network (Wi-Fi) √ - 
Data storage √ - 
One-chip design - √ 

 
 
requires an additional secret message reader for the user. 
The proposed architecture is illustrated in Fig. 2. The 
proposed architecture consists of three parts (interface & 
input/output, crypto module, and algorithm). The interface 
& input/output part has a touch screen to receive touch 
signals and a camera to capture the QR code. The crypto 
module has a symmetric key encryption algorithm (AES-
256), a cryptographic hash function (SHA-256), and an 
asymmetric key encryption algorithm (elliptic curve 
cryptography, ECC) based on the NIST secp256r1 curve. 
ECC in the crypto module is used for the elliptic curve 
Diffie–Hellman (ECDH) key exchange algorithm. The 
algorithm part has some algorithms for handling the QR 
code and the keypad. 

In Table 3, we compare the features of a smartphone and 
a secret message reader. The smartphone needs to support 
wireless networks, screens, and cameras for checking the 
QR code. However, the smartphone does not support secure 
QR code encoding/decoding algorithms and ciphers because 
the secure QR code information is handled only by the 
secret message reader. On the other hand, the secret message 
reader does not support wireless networks such as Wi-Fi or 
Bluetooth, because the secret message reader is for 
preventing information leakage through any remote network 
communication. It also does not have data storage for 
additional source code or command execution for 
preventing the execution of a third party’s program or 
command in the secret message reader. The secret message 
reader only supports the functions that encode/decode a QR 
code image (set in a specific format). Its internal memory 
can also be designed to be compact and on one chip for  
 

 
Fig. 3. Encryption message transmission process based on network 
isolation. 
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preventing any malware attempts. The working system 
consists of an ordinary smartphone and a secret message 
reader, as shown in Fig. 3. 
 
A. Secure Message Transmission 

 
In this section, we describe the proposed secure message 

transmission method. This method supports the key 
agreement and message encryption functions. 

 
Key agreement: The ECDH key exchange protocol is 

executed in the proposed method. The key exchange 
scenario is as follows: Alice and Bob exchange the public 
key by using the opponent’s QR codes (public key pairs: 
aP and bP) and generate abP by using the ECDH 
algorithm. Therefore, it assumes that users (A and B) have 
a secret message reader that supports ECDH on the basis 
of the NIST secp256r1 curve and exchange the public key. 
Algorithm 1 shows the secure key agreement with the QR 
code. It requires public key aP and private key b. If user B 
has his private key b, then it generates his public key bP 
and the QR code of his public key. Next, if user B receives 
user A’s public key aP and the key value is not null, then 
the user can generate the shared key abP according to the 
ECDH algorithm on the basis of user A’s public key aP 
and user B’s public key bP. The output is the shared 
session key abP. 

 
Algorithm 1 Secure key agreement with QR code 

Require: Public Key aP, Private Key b 
Ensure: Session Key abP 
1: if b != NULL then 
2:  bP← GenECCKey(b) 
3:  GenSendQRcode(bP) 
4: if aP != NULL then 
5:  abP← ECDH(aP, b) 
6: return Session Key abP 

 

Message encryption: The secret message reader can 
encrypt the user’s input message and decrypt the result of 
decoding the received opponent QR code. Algorithm 2 
describes the generation of the QR code of the encrypted 
message. It requires the input message m. First, if the input 
message m is not null, then it encrypts the message by using 
a symmetric key cipher and generates the QR code (q) of 
the cipher (c). If the message is null, then it returns FAIL. 
The next step is to send the QR code. If the QR code (q) is 
not null, then it scans this code and sends it (c) to the other 
party and returns SUCCESS. Algorithm 3 describes that the 
receiver decrypts and parses the QR code of the encrypted 
message. This requires the received QR code (q). If received 
the QR code (q) is not null, then it parses, decrypts this code 

by using the symmetric key cipher, and sets the message m 
as the decryption result. If the received QR code (q) is null, 
then it sets the message m as NULL. 

  

Algorithm 2 Generate and send QR code of encrypted message 

Require: Input Message m 
Ensure: Result of generate and send QR code 
1: if m != NULL then 
2:  c← Enck(m) 

3:  q← GenQRcode(c) 
4: else 
5:  q←NULL 
6:  return FAIL 
7: if q != NULL then 
8:  p← ScanQRcode(q) 
9:  Send(p) 
10: return SUCCESS 

 

Algorithm 3 Decrypting QR code of encrypted message 

Require: QR code q 
Ensure: Decrypted Message m 
1: if q != NULL then 
2:  c← QRcodeScanParse(q) 

3:  m← Deck(c) 
4: else 
5:  m← NULL 
6: return Message m 

 
 

IV. EVALUATION 
 

In this section, we describe the experimental environment, 
procedures, security analysis, and performance. There are 
two scenarios tested in this experiment. The first is the 
secure message transmission between users (A and B). 

The procedure for the first scenario is as follows: user A 
inputs a message and encrypts the message by using the 
block cipher. Then, the QR code of the encrypted message is 
created and presented on the screen of the secret message 
reader. User A scans the QR code of the encrypted message 
and sends it to user B through a communication network 
(3G, LTE, Wi-Fi, etc.). Then, user B receives the QR code 
of the encrypted message from user A and scans this code by 
using his own secret message reader. After scanning, user B 
can read the message by decoding the scanned QR code and 
decrypting it. The second experiment scenario is the key 
agreement between users (A and B). This scenario is based 
on the Diffie−Hellman key exchange protocol. First, user A 
generates his private key (a) and public key (aP). Then, he 
generates the QR code of his public key (aP) and delivers 
the QR code message to user B. Second, user B scans user 
A’s QR code and generates the session key (abP). User A 
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can also generate the session key (abP) by getting the QR 
code of user B’s public key. 
 
A. Experimental Setup 
 

The operating system of the smartphones and the secret 
message readers used is Android 5.0.1 Lollipop. The 
development environment is Android Studio 2.1.1. The 
proposed method is developed by using the Java language. 
For conducting this experiment, we need to set up two 
smartphones and two secret message readers. In the case of 
the secret message readers, we turn off all of communication 
functions. We use the javax.crypto and java.security 
packages for the AES-256 cipher and used the Spongy 
Castle ECC library [9] for ECC secp256r1 and ECDH [10]. 
For the QR code generation, we use the zxing library [11]. 
For the sake of convenience, we omit smartphone 
communications. 

 
 

 

Fig. 4. Secure encrypted message transmission: (a) QR code of the 
encrypted message, (b) decoding result of the QR code, and (c) decoding 
and decrypting result of the QR code. 

 
 

 

Fig. 5. Secure key exchange: (a) user’s private key and public key, (b) 
QR code of the user’s public key, and (c) after secure key exchange and 
generation of the shared key. 

Secure message transmission 
Fig. 4. describes secure message transmission procedures 

by capturing picture at each step. 
The secure message transmission procedures are such as 

follow. 
1. Input a message and generate the QR code: User A 

inputs a message on his secret message reader, and then, 
this reader encrypts the input message by using the AES-
256 encryption. 

2. Generate the QR code: User A’s secret message reader 
generates the QR code of the encrypted message. 

3. Scan the QR code: User A scans the QR code of the 
encrypted message by using the smartphone camera. 

4. Transmit the QR code: User A transmits the scanned QR 
code to user B through a wireless network. 

5. User B scans the QR code: User B receives the QR code 
from user A through the wireless network and scans it by 
using his secret message reader. 

6. User B decrypts the QR code and checks the message: 
User B decrypts the scanned QR code and checks the 
message by using his secret message reader. 

 
Secure key agreement: The main screen of users A and 

B’s secret message reader has three buttons (generate 
private/public key pair, generate public key QR code, and 
sharing key by QR code) and three information windows 
(private key, public key, and shared key information). 

Fig. 5. describes secure key exchange procedures by 
capturing picture at each step. 

The secure key exchange procedures are such as follow. 
 

1. User A generates the key pair: User A can generate his 
private key and public key pair by clicking on the 
Generate KeyPair button. 

2. User A generates the public key QR code: User A can 
generate the QR code of his public key by clicking on 
the Generate Public Key QR Code button. 

3. User B generates a key pair: User B can generate his 
private key and public key pair by clicking on the 
Generate KeyPair button. 

4. User B scans user A’s public key QR code: User B can 
scan user A’s public key QR code by using his own 
secret message reader. 

5. User B generates the shared key QR code: After 
scanning user A’s public key (aP) QR code, user B can 
generate the shared key (abP) by multiplying his private 
key (b) and user A’s public key (aP). 

6. User A generates the shared key QR code: User A can 
generate the shared key (abP) by scanning user B’s 
public key (bP) and multiplying his private key (a) and 
user B’s public key (bP). 
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B. Performance and Security Analysis 
 
In this section, we analyze the performance and the 

security of the proposed method. Here, we compare the 
existing methods with the proposed method. 
 

Security analysis: The main goal of a security analysis is 
to verify the security against a malware attack such as 
smartphone root authority acquisition. The existing secure 
communication application programs such as Telegram 
support TLS or SSL network security on the network. 
However, if the malware seizes root authority, the decrypted 
data on user’s screen can be revealed to the attacker. This 
can offset the advantage of network security communication; 
therefore, the proposed method has an advantage in that it 
separates the smartphone and the secret message reader 
physically for protecting information leakage from the root 
authority of the smartphone. If the user’s smartphone is 
infected by a malware code such as RCS, the proposed 
method can protect the confidential information on the basis 
of network isolation and a secure QR code-based network 
(QR code includes the encrypted information). 

Skovoroda and Gamayunov [3] suggested mobile 
malware detection based on a static/dynamic analysis, and 
Feizollah et al. [4] proposed mobile malware detection by 
using features selection. However, these methods cannot 
detect modified malware, if the malware is modified to 
conceal its features or signature. On the other hand, the 
proposed method can provide secure message transactions 
and prevent a secret outflow while the existing methods 
cannot detect or prevent a malware infection. The proposed 
method is an efficient countermeasure for RCS attacks that 
the existing method cannot counter, as described in Table 4. 

 
Performance analysis: The existing security communi-

cation on a smartphone has a security problem in that an 
attacker can acquire the root authority of the smartphone. 
The method proposed in this paper can solve this problem 
by applying network isolation and adding a secret message 
reader for generating and reading the QR code in an 
efficient manner. The costs for the secret message reader are 
as follows: first, in the case of message transmission, the 
user needs to input a message and generate the corresponding 
QR code. Next, in the case of message transmission, it 
operates with two more operations (QR code generation  

 

Table 4. Comparison between existing methods and the proposed 
method 

 Secure transaction RCS prevention 
Skovoroda and 

Gamayunov [3] - √ 

Feizollah et al. [4] - √ 
Proposed method √ √ 

and reading). In the case of receiving the message, it 
operates with two more operations (QR code generation and 
decryption). QR code generation and decryption are 
executed by the processor. Reading the QR code may take 
less than 3 seconds; thus, the proposed method has an 
advantage in that it does not need an additional operation as 
compared to the existing method. Further, message 
encryption and decryption takes less than 1 seconds; 
therefore, users do not feel uncomfortable using the 
proposed method. 
 
 
V. CONCLUSION 
 

In this paper, we proposed a secure and efficient 
countermeasure method against malware such as RCS. The 
existing methods against malware cannot protect 
information because they focus on detecting malware rather 
than prevention of information loss. Furthermore, the 
methods need to be updated when the malware is modified 
or new malware appears. On the other hand, the proposed 
method is secure under all circumstances and uses a network 
isolation technique and a QR code-based secure network 
channel. The proposed method uses a symmetric key cipher 
for message encryption and decryption. The ECDH 
algorithm [10] is used for key agreement. Reading the QR 
code takes less than 3 s and message encryption and 
decryption are carried out within a second. Therefore, by 
using the proposed method, users can protect their 
confidential information. Lastly, the proposed method is 
also comfortable to use. 
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