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A Study of Security Checks for Android Least Privilege
- focusing on mobile financial services -
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ABSTRACT

A security system in Android OS adopts sandbox and an permission model. In particular, the permission model operates the confirmation
of installation time and all-or-nothing policy. Accordingly, the Android OS requires a user agreement for permission when installing an
application, however there is very low level of user awareness for the permission. In this paper, the current status of permission requirement
within mobile apps will be discovered, and the key inspection list with an appropriate method, when a mobile service provider autonomously
inspects the violafion of least privilege around financial companies, and its usefulness will be explored.
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(Figure 1) Number of permissions for APl level

2.1.1 Protection Level

7t7ke] ARES Y1P e wet Normal, Dangerous,
Signature, SinatureOrSystem<] 4THA| 2 F-&-E Th3].

1. Normal : $13¢] B2 A2 AR F1Iglol
T AsHeE Agto] S§HH AESAE FEH
Agtol] il g<le] 7b5 st

2. Dangerous : $¥°] & TSR AMEAFe] FAS
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2.1.2 Permission Group
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(Table 1) Android Permission Group

Permission Group Description

Used for runtime permissions related

CALENDAR to user’s calendar.

Used for permissions that are
CAMERA associe}ted .with acc'?ssing camera or

capturing images/video from the
device.

CONTACTS Used f(’)r runtime permissions related
to user’s contacts and profile.

LOCATION Used for permissions that allow

accessing the device location.

Used for permissions that are
MICROPHONE |associated with accessing microphone
audio from the device.

Used for permissions that are

PHONE associated telephony features.
Used for permissions that are
SENSORS assoc1e}ted ‘w1th accessing camera or
capturing images/video from the
device.
Used for runtime permissions related
SMS ,
to user's SMS messages.
STORAGE Used for runtime permissions related

to the shared external storage.
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o]d d#e] YL apktool[10]S F&3te] AF
3ty WhH O 2 AndroidManifest.xml ¥ ‘3:_3% F2g 5
Ak EF_'J androaxml[11]%  AndroidManifest.xml 2}&

2 side] g3 e A 5-5tm
aapt[12]£ AndroidManifestxmlo] A |¥ R o]2d|
T AR, ATFE T sl I EHsE
th. 1¥2% AndroaxmlE ©]-§-3te] gielM S8t ¢l
v A FEI AFo|t;

5=

File Edit Tabs Help

{uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE'
>
{/uses-permission?

{uses-permission android:name="android.permission.MODIFY_PHONE_STATE">
{/uses-permission?

{uses-permission android:name="android.permission.CHANGE_NETWORK_STATE"
{/uses-permission>

{uses-permission android:name="android.permission.INSTALL_PACKAGES">
{/uses-permission>

{uses-permission android:name="android.permission.DELETE_PACKAGES">
(/uses-permission?
{/manifesty
jokun@jokun-VM:~/tools/apks/success$ ﬂ
(I8l 2) Androaxml& olEst At =3
(Figure 2) Extracting permission from
Androidmanifest using Androaxml

L2FEC] APIZ
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a2FES APIE dex2jar{13]E 53 APK 39S
2u S BAZ WSS T jad[14]S EoH THA] Au}
T2 gsdste] £AE 44 55 B9 @0
Atk ESH APINA Q73 Wk pscout[15]6 A
% mapping AHEE 53 &<lo] 7hs3ith

B :=RoME AndroguadS ol&3te] APK THlE
e APHRE F2ATh 1U3S Androlyze S o] &
ahe] APISH FPYRE 323 Aol

File Edit Tabs Help

1 Lcom/softsecurity/transkey/ITranskeyConmon;->GetUniqueID(Landroid/content/Cont
ext;)Ljava/lang/String; (0x16) ---> Landroid/telephony/TelephonyManager;->getSim
SerialNumber()Ljava/lang/String;

1 Lcom/softsecurity/transkey/ITranskeyConmon;->GetUniqueID(Landroid/content/Cont
ext;)Ljava/lang/String; (Gxle) ---> Landroid/telephony/TelephonyManager;->getDev
iceld()Ljava/lang/String;

1 Lkr/co/morpheus/client/library/common/b;->a(Landroid/content/Context; )V (@x31a
) =-=> Landroid/telephony/TelephonyManager;->getDeviceld()Liava/lang/String;

1 Lkr/co/morpheus/client/library/common/b;->a(Landroid/content/Context: )V (@x326
) ---> Landroid/telephony/TelephonyManager;->getDeviceSoftwareVersion()Ljava/lan
o/String;

1 Lkr/co/morpheus/client/library/common/b;->a(Landroid/content/Context;)V (@x36a
) =-=> Landroid/telephony/TelephonyManager;->getLineiNumber()Ljava/lang/String;
1 Lkr/co/morpheus/client/library/utils/r;->a(Landroid/content/Context. )Liava/lan
o/String; (0x9a) ---> Landroid/telephony/TelephonyManager;->getDeviceld()Liava/l
ang/String;

1 Lkr/co/morpheus/client/library/utils/r;->a(Landroid/content/Context; )Liava/lan
o/String; (@x146) ---> Landroid/telephony/TelephonyManager;->oetLine1Nunber()Lia
va/lang/String;

PERM @ ACCESS_FINE_LOCATION

1 Lbtworks/codeguard/engine/MainService$1;->A(Z Z)Ljava/lang/String: (0x70) --->
Landroid/location/LocationManager;->getlastknownLocation(Liava/lang/String; )Lan
droid/location/Location;

Jjokun@jokun-VM:~/tools/apks/success$ H

(32! 3) AndrolyzeE o|=3t Hst x3|

(Figure 3) Extracting permission from api using

Androlyze
F7 2 Androlyze: 13849} 7+o] APIS} IR
o gk A#AAAE HE FdE A s did E%
of g 4 % Hto] 7hssith vHORE E91E AP
o it AP RE Y gdol| FFHA HH F5 é
A Aol AhAH x3Eo Y

File Edit Tabs Help

("F", "isBackoffStat”, "()"),
| ("F", "isWimaxEnable", "()"),

"I’\CCESS_WIFI_STATE” HE|
"Landroid/net/sip/SiphudinCall;” : |
("F", "starthudic”, "()"),

"Landroid/net/wifi/INifiNanager$stubdProxy;" : [
"getConfiguredietnorks”, "()"),

, "petConnectionInfo”, "()"),

. "petdhepInfo”, "()"),

. "pethumAllowedChannels”,
, "petScanResults”, "()"),
, "petValidChannelCounts”, "(
, "petifiApEnabledState”, "(
, "petMifiEnabledState”, "()"
, "isMulticastEnabled”, "()")

"I:andruidfnetiwihfwifll-lanauer:” s

("F", "getConfiguredietnorks”, "()"),
("F", "petConnectionInfo”, "()"),
("F", "gethcpInfo”, "()"),

jokun@jokun-vn: fusrlshareJandruuuardfandruuuardfcurefhytecudes% 1

(3% 4) APIQ At oZEE
(Figure 4) Mapping between api and permission
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File Edit Tabs Help
[ /bin/bash

for FILE in "$8"
do

aapt d badging SFILE | grep "uses-perm” | grep -o "\.["\.]*"* | sed "s/[\'\.]//g" | sort -u ) $FILE.pe
m.tp. 1

aant d badoing SFILE | orep "uses-inplied-permission” | orep -o "\.[*'\.]*'" | sed "s/[".]//o" | sort
-u > $FILE.perm.tmp.2

grep -v -x - $FILE.pern. tmp.2 $FILE.pern.tmp.1 > $FILE.perm.1

m $FILE.pern.tnp.1 $FILE.perm.tnp.2

cat $FILE.pern | awk '{ print §1, §2 }' | sed "s/\[//0" | sed “s/'//o" | sed “s/,//0" | sed s/ [{/0"
| grep -0 "\.permission\.[™\"]*" | sed "s/\.permission\.// rt -u > $FILE.perm.2
cat $FILE.nethod | orep PERM | ank '{ print $3 }' | sort -u > SFILE.nethod.1

echo "" > $FILE.diff 1
*[$FILE]" ) SFILE.iff.1

")) SFILE.diff 1
USED PERMISSION" ») $FILE.diff.1
" ) SFILE.diff 1

DEFINED PERMISSION !

echo "
diff -y -W 80 SFILE.pern.1 $FILE.method.1 > $FILE.diff.1
echo * ") SFILE.diff.1

cat $FILE.diff.1

(O3l b) | == EE
(Figure b) Prototype about comparing permissions
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HONE_STATE, RESTART PACKAGESE 7H¥azt A
o3l Palo] Aal TP AL FHE o7 gupE
Ak Ao gt S AR 58 84 BE A
gto] AA Z2 T AR Al Do A9dS YERAT

3  CALL_PHONE, CHANGE NETWORK_STATE,
MODIFY_PHONE_STATE, = READ_EXTERNAL_STOR
AGE, WRITE_EXTERNAL_STORAGE 53 7] #=
A Er Holz AES mE TN AREHZR] oy
AR g 87 A2 B8 A8 7HeAol
EAs= AEelth

) & ACCESS_FINE_LOCATION, CAMERA, FAC
TORY_TEST, NFC, READ_LOGS, RECORD_AUDIO,
VIBRATE, WAKE_LOCK 9} 7Fo] §-Zo ATt Hol= |
SES 22 Lloe EASA T A 22T F
ZA = AMEER] e HIER HobF <l oS Wy
ST = A AHEEA e FTd 8l EEtal A EgE

Zolneielzt ohd AAH O Aee TEY P
so U AAE AR 2 5 A

File Edit Tabs Help

DEFINED PERMISSION ! USED PERMISSION

> ACCESS_FINE_LOCATION
ACCESS_NETHORK_STATE
ACCESS_WIFI_STATE
CAMERA

FACTORY_TEST

ACCESS_NETWORK_STATE

ACCESS_WIFI_STATE

C2D_MESSAGE !
CALL_PHONE !
CHANGE_NETWORK_STATE <
DELETE_PACKAGES <
GET_TASKS <
INSTALL_PACKAGES <
INTERNET INTERNET
KILL_BACKGROUND_PROCESSES | NFC
MODIFY_PHONE_STATE <

READ_CONTACTS READ_CONTACTS

READ_EXTERNAL_STORAGE | READ_L0GS
READ_PHONE_STATE READ_PHONE_STATE
RECEIVE | RECORD_AUDIO

RESTART_PACKAGES
UUSE_CREDENTIALS
HRITE_EXTERNAL_STORAGE

RESTART_PACKAGES
VIBRATE
WAKE_LOCK

jokun@jokun-VN:~/tools/apks/success$ []

(3% 6) Aol At vs AR At
(Figure 8) Comparing permission between
predefined and program required
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(Table 2) The top 20 most frequent dangerous

permissions
Permissions Usage(%)
INTERNET 984
WRITE_EXTERNAL_STORAGE 824
READ_PHONE _STATE 75
GET_TASKS 504
CALL_PHONE 375
CHANGE_WIFI_STATE 42
ACCESS_FINE_LOCATION 29.0
RECEIVE_SMS 2.6
CAMERA 24.6
ACCESS_COARSE,_LOCATION 54
READ_CONTACTS 134
DISABLE_KEYGUARD 116
READ_SMS 109
SYSTEM. ALERT WINDOW 98
SEND_SMS 94
USE_CREDENTIALS 89
NFC 78
ACCESS MOCK_LOCATION 74
READ_CALL LOG 63
RECORD_AUDIO 54
4.2.2. RQ2 : 283|Al Y=H 95 EXA

AEAE FOE STt AEE DR F83AF o
o wet &R/l & 23 19734 Zo] BogEo]
dangerousql Aghol thal 4 Hd MFeE
NZ 7P BRI 7tE, A, S, Avkeal, 5
B3] £olQdt) oo W) RIFE AAE e
Zolls ZHETE 1712 7P BRI S, 23, A
22, ALY, AFLY, B £28 I

F32 MR FOlE 2ske AT AT A AA
=2 AR F§3AF FLO g A0 E Ay Bt
=3e] 3UNE 71 B #3 3t } A

SOBE AT, HY, %i Foldith 5o Sl
READ_SMS, READ_CONTACTS, WRITE_CONTACTS 5
& SeHA %A gYFel HE o7ste Ad K3l
AUHeR Agoew FlEs AgA  2A7|(WRITELC
ONTACTS)E 3-&3kA &okth B 4% ¢7]/227]
(READ_CALENDAR /| WRITE_CALENDAR)S &]&-3}4]
Ok Ao 7 oy Qi)

09‘. E
_O
rﬂ

e 9

o

Average number of permissions per app

18 17.9
17.1 165
153
1 131
12
10 85 83 77
3 7 6.9 6.8 63
6
4
2
0

Bank Card

137

Capital  Community Securites Insurance SavingBank
Credit

B dangerous Mall

(02l 7) 28UBY 2T A BF 5
(Figure 7) The average number of permissions by
financial sector
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DI M A AAS ARMZASO| st A7
reduction ratio Permissions Bank | Card Insu | Secu
rance | rities
jzg GET_TASKS 48 | 2] 20 | 3
ot CHANGE,_WIFI_STATE 30 | 15|17 | 28
35,0 ACCESS_FINE_LOCATION B 12] 19 | 19
300 CALL PHONE B | B| 2|15
250 ACCESS QOARSE_LOCATION | 16 |11 | 17 | 15
i’g DISABLE_KEYGUARD 5 9] 1 |12
00 SYSTEM_ALERT WINDOW 7 |5 2 |11
. ACCESS MOCK_LOCATION 5 | 1] 7 ] 10
00 SEND_SM5 7 | 3] 3 9
Saving Bank Community ~ Bank Securities Card Capital  Insurance RECEIVE SMS 71 17 1 7
Credit —
- CAMERA B | 1B 1| 4
(02 8) F3UTY HAUChA Z4e READ_CALENDAR 2 |1 3
(Figure 8) Reduction ratio of permissions for audit WRITE_CALENDAR 2 1 3
by financial sector USE_CREDENTIALS 3 8 4 2
BLUETOOTH 4 |6 | 2 2
RECORD_AUDIO 2 | 4| 2 2
A7 A Q2o ZEZFO o)y —
A4 el A v‘j"l‘ Sl A o if} INTER READ,_CONTACTS TRERR
T 5 o7l Ad2 A Yol AHgse 28 Ao WRITE CONTACTS 5 3
=2 AndroidMarﬁfest.me] Ao 187 A T g A BLUETOOTH_ADMIN 3 6| 2
st tisiAM e BAWAS AgEEdA A LA NFC 8 | 11| 1
olE E3| ArLY] AL ARl 18704 1271E READ_SMS 10 | 2 1
3% 7+ BT QAT PROCESS OUTGOING CALLS | 3 | 2 | 1
EE A 1) A AP AR BISE oy RMEETIEAST- )y 1 |
o dangerous §1 A= ggstel ThAl Al de] W MANAGE_ACCOUNTS 1] 1
7F R FAHAT AUTHENTICATE_ACCOUNTS 1)1
HFHoE £ A% R 94w+ CALL_PHONE READ_CALL LOG 12 1
S a9 Aol disiA Adzke} JEIRE Fa e A3 ACESS MOCK_LOCATION 1
CALL_PHONE®| 75 oA 441 AAME s S BATTERYSTATS 2 1
_ o= SMARTCARD 1
= '—‘?‘1__/\—9—;(7 Z H-]E_EWEE ‘——EZ e]——, 1=
Z"i!oe} Oq}o;} I 3t e FEXA &3 b READ, PROFILE 1
dste AZsty] $sl 283893 WRITE_EXTER SET_ANIMATION, SCALE 1
NAL_STORAGE®] 7% & PDF & Uiz WRITE_CALL LOG 4
= 7I5dA AREEl7] S8l PeskSith. GET_TASKSS} WRITE_SMS 2
USE_CREDENTIALS A EFHE]o| A AMEsles 71502 RECEIVE_ MMS 1
ol EQith AAL] ASE 7} BE 2 z@;qs}og 3} A 31 |31 ] 8|19
AN EE 53 FAAde LHOE I
(E 3) 20N 27=|= Hst 5. 7RAwrsl
(Table 3) Permissions reguested by financial
sector Eutd M2 Al FgAe S a AR 2akd Qe &
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