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Cloud computing technology offers function that share each other computer resource,
software and infra structure based on network. Virtualization is a very useful technology for operation
efficiency of enterprise’s server and reducing cost, but it can be target of new security threat when it is
used without considering security. This paper proposes access control mechanism based on
MAC(Mandatory Access Control) for cloud convergence that solve various problem that can occur in cloud
environment. This mechanism is composed of set of state rules, security characteristics and algorithm.
Also, we prove that the machine system with access control mechanism and an initial secure state is a
secure system. This policy module of mechanism is expected to not only provide the maintenance but also

provide secure resource sharing between virtual machines.
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SWITCH(Ac_Rule_of_VM)

CASE CREATE:

IF [0} €b(Spic(w,a)] AND [fi(0) o< f4(s)] & [fi(o) o<
fa(s)]

THEN

{

v'(b, M, { Hf'={f,, T, f.} H={H U HO)}

reutrn R = [{create, So, O, Lj} € R2]:= Permit;
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}
ELSE
return Deny;
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CASE DELETE:

IF {0 = O}

THEN

{

V=, M, f, H), b'=b - {sj0,raw)} M={M - M} H=
{H - HO)}

return R=[{delete, Sy, O;} € R3l:= Permit;

ELSE

return Deny;
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CASE READ:

IF [0} €b(Si )] AND f,(0) o fg(s)

THEN

{

v={b U {(S,0}r), M, f, H

retun R =[{S;O0)r} € Rll:= Permit;
}

ELSE

return Deny;

CASE APPEND:

IF [O) €b(Sia)] AND f4(s) o fi(0)
THEN

{

V=lb U {(S,05a), M, £, H)

retun R =[{S;0),a) € Rll:= Permit;

}
ELSE
return Deny;

CASE WRITE:
IF [Oyj Eb(Siw)] AND f4(s) = (o)
THEN
{
v={b U {(5;0},w), M, f, H}
return R =[{S,0),w} € R1]= Permit;
}
ELSE
return Deny;
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