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ABSTRACT

Currently Internet and IT infrastructure of Korea has maintained the world’s highest levels. But in another aspect, security
incident, especially personal information breaches occur frequently. As personal information leakage happened, the companies
will be negatively affected. And to prevent this, they have implemented to use a variety of security solutions from information
security vendors. Therefore we set up hypotheses that the companies experienced personal information leakage as well as
information security companies providing security solutions will be affected by the leakages. So this paper verify hypotheses
about the impact of the value of information security companies, through analysing stock price fluctuation of the companies. We
found that the stock price of information security companies has increased as personal information leakage happened. And
differences according to leakage volumes and types of business are not statistically significant. But there are significant
differences according to business classification of information security companies.
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of Information Security Co.
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Fig. 1. Research Model
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Table 1. Listed Information Security Companies

ég:?::ﬁ;tl(?: Market Subject
A KOSDAQ | IT Service
B KOSDAQ | IT Service
C KOSDAQ | IT Service
D KOSPI Aerospace & Defense
E KOSDAQ | Communication Equip.
F KOSDAQ | Software
G KOSDAQ | Software
H KOSDAQ | Software
I KOSDAQ Gam.e Software &
Service
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J KOSDAQ | Software

K KOSDAQ | Software

L KOSDAQ | Software

M KOSPI Indus‘grial Services &
Supplies

N KOSDAQ | Software

O KOSDAQ | Software

P KOSDAQ Electronic Equip. &
Instruments

Q KOSDAQ | Software

R KOSDAQ | Software

S KOSDAQ | Software

T KOSDAQ | IT Service

U KOSDAQ | Software

\Y KOSDAQ | Handset

W KOSDAQ Electronic Equip. &
Instruments

X KOSDAQ | Oil & Gas
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Table 2. 2011-2014 Personal Information
Breaches
(unit : thousand)
Date Incident Volume

04. 10 420

04. 11 77,000

05. 07 4,500

05. 18 1,320

05. 19 1,500

1 07. 26 60
07. 28 35,000

08. 13 300

08. 20 350

09. 01 90

09. 19 920

11. 26 13,200

01. 03 200

01. 05 470

‘12 03. 12 401
05. 17 4,000

07. 20 8,700

09. 29 230

02. 06 1,980

02. 07 1.5

05. 11 0.9

05. 28 164

06. 25 2,940

13 07. 02 8,700
07. 04 24

07. 21 1,800

08. 23 120

10. 03 2,900

10. 30 0.8

12. 11 130

01. 08 104,000
02. 26 156
03. 06 12,000
03. 07 17,000
03. 16 13.9
04. 05 510
04. 13 3.500
. 04. 16 550
14 05. 09 500
07. 14 1,048
09. 13 110
09. 18 2,500
10. 12 3,110
10. 19 2,500
12. 02 150
12. 09 11

F7he MAAR 5 Al Bed JE AH/F
dFd7e] FIHE J|Ee R HAsInh HEdo]
A=A ¥ Eel A5 2 oS AL S Ve
stk el AMAAR 5 Abzdd oig FoF i
552 Event-study WHE(5H APAY FA4S

A

FHoZ WY B2k 23} oL FATE
EAM felde AdeE AA012)E A4dn,
AAFA Hg A A AR e Aeale] At
galgeh 2w thest At

AIAR % AT DEAQ AR FALE 71F
oR AF 393UE o= AEgE Holslly
34 9 AF QESE 47 oME 5 A/F 1
FA (539 2 Alasich

#4 AEHS) FHE = (2 R,
t=—6
1 t=06

A AR P) F7E = —())R, )
t=2

Tzl IR fE Akl mE T WEES

oPME QESe] F7} g 24 2 AF A9

-6 o1 o D41 D+
Estimation Event Post-event
window (S) Window (E) Window (P)

Fig. 2. Definition of Window
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Table 3. Classification of Information Security 04. 13 2 4 0.67
Companies g | 0416 1 4 0.51
— 05. 09 1 4 1.19
Classification N 07. 14 9 4 0.23
IT service 4 09. 13 1 4 -0.01
Software 11 09. 18 2 4 0.56
Equipments 6 10. 12 2 4 2.38
10. 19 2 4 1.66

Total 21
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Table 4. Average of %Change According to
Personal Information Breach Reports

Incident Average of
ate Volume* Type® %Change
04. 10 1 3 -0.43
04. 11 3 4 -0.43
05. 07 2 1 0.04
05. 18 2 3 -0.77
11| 05.19 2 4 -0.24

07. 26 1 3 0.22
07. 28 3 4 1.01
08. 13 1 4 3.83
08. 20 1 4 -1.98

* 1.Less than 1 million
2. More than 1 milion ~ Less than 10million
3. More than 10 million

** 1.Public 2.Medical 3.Finance 4.General
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Table 5. Average of %Change for Information
Security Companies

Table 6. Statistics for Incident Volume

Information Security Co. Average of %Change

1.11

0.22

0.33

-0.16

-0.66

0.73

0.19

More
Less than 1M More
than 1M ~ Less than Total
than 10M
10M
N 25 15 6 46
Mean 0.27 -0.34 0.37 0.09
Std 1.36 1.20 0.74 1.26
Dev.

0.44

0.20

-0.11

Table 7. Result of ANOVA (by Incident Volume)
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0.11
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Table 8. Statistics for Type of Business

Public | Medical | Finance | General | Total
N 7 2 8 29 46
Mean | -0.50 0.63 0.17 0.16 0.09
Std 1.58 2.30 0.91 1.23 1.26
Dev
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Table 9. Result of ANOVA (by type of business)

F-value p-value
Type of Business 0.656 0.584
A
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Table 10. Statistics for Business Classification
of Information Security Companies

IT .
Service Software Equip. Total
N 4 11 6 21
Mean 0.49 0.16 -0.19 0.13
Std 0.42 0.31 0.29 0.39
Dev.

Table 11. Result of ANOVA (by Business
Conditions of Information Security Companies)

F-value p-value

Business Conditions of

Information Security Co. 5.295 016
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Fig. 3. Result of Hypothesis Testing
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