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ABSTRACT

After realizing through the three large-scale data leakage incidents that intentional or accidental insider jobs are more serious
than external intrusions, financial companies in Korea have been taking measures to prevent data leakage from occuring again.
But, the IT system architecture reflecting the domestic financial environment is highly complicated and thereby difficult to grasp.
It is obvious that despite administrative, physical, and technical controls, insider threats are likely to cause personal data leakage.
In this paper, we present a process that based on metadata defines and manages personally identifiable attribute data, and that
through inter-table integration identifies personal information broadly and controls access. This process is to decrease the
likelihood of violating compliance outlined by the financial supervisory authority, and to reinforce internal controls. We derive
and verify a decision-making model that reflects the proposed process.
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Complete to encrypt
2017. | resident registration | Privacy Protection
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Privacy Protection
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Fig. 1. Metadata = Management System

configuration (A financial company)
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STEP 01 create save, change, and delete DB -

Appme ; NLel%evelop ment Manager) N
STEP 02 Check the meta work )
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Return / Previous Step Approve / Next Step
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¥
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STEP 04, writes a plan
Fl (DBA Manager)
Return I Previous Step
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STEP 05/ of the plan
" (DBA Team Manager) |
Return)/ Previous Step + Approve / Next Stgp
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STER06: ™ {Change Manager) ‘
Return / Prewcus Step |
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STER.08 (DBA Manager)
v Return / Previous Step
Operations team manager approves
STEP 09 of the completion
(DBA Team Manager)
L]
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Fig. 2. Work Flow of DB Change Management
(A financial company)
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Table 2. ldentification of common data element by e-finance section such as network,
concepts(7) electric devices
Point out the problems of certification
Classification Analysis Result Saneiin document and memory hacking about
- ] L &) strengthening means for financial
Objects Human resource (HR) (26((;05) transactions using internet, propose
Name, Identification SmartCard and USB token for
Properties Number, Gender, Region, strengthen privacy device
Address, Telephone, E-mail Seong- Argues that financial institutions
HR name, HR ID, HR In Jog must respond through strengthening
Data Element gender, HR region, HR ote IT compliance functions about
Concept (DECs) | address, HR telephone, HR (2068) financial accidents following Electronic
E-mail Financial Transactions Act
Wan-iib To strengthen IT infra security and
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vetdlole] FAelE 918 Q7ARERE ApdEta, o] Ie{tlzn integrated management and
QFARFS Hkedsk 2] 7)E Y= vElolE] (20'10) compliance requests on efficient log
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ote approvement operations research for
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o} 4= M3lo
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- N .o .o« companies crisis response, and this
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Table 3. Prior studies what related financial
information security and compliance

Resear- Research Contents
cher
. Classify electronic banking accidents
So-yi . e s .
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Su-Mi |Research domestic electronic financial
Lee etc. |status, and give occurred or possible
(2011) |occurrence electronic finance accidents
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Table 4. Specific Personal Identifiable Information Defined by 5 Financial Companies

Classification A Bank B Bank C Bank A Securities A Card
Customer ID Registration Customer ID Customer ID
) Account number
number?) number number number
Driver license Company
Phone number Name Customer number | Registration
number
Number
Passport number Character serie-s3) | Phone number Level Card number
Alien registration | Unique character | Alien registration
. Password Name
number series?) number
Company Company
Personal Registration Passport Number | Registration Account number
Identifiable | Number Number
Information Address Credit mcard Product name Phone number
Data number
Phone number Account number Name Address
(Personally -
Identifiable Name Post code E-mail
Attribute Job E-mail
Information) - .
plormation E-mail Asset price
Sec.urlty card Phone number
serial number
Nationality Address
Employee number
Company
Card number

s} e Azl oste] A2@et. o] H4 F DBA 2
A= 8 el WA A)Edelele) Aagn A
3 elol & Alqf, W7 Al JRAAR A Ho] &7t
ZAgtel o7k HAA R A Ho]E A HAF 5 9
A A AR gale el ZeAsE Agsh
WrRelA WSk DBA A5l 2 deld wad
A7}t oleixlct
Lead Timeg Z Z Z
Change DEA
Access Request g‘?ews manager N\ performs N\ End
meta be o Teviews tasks and the
system changes and changes work
approves
approve tables
) A
1 |
1 i
| i
} Yes :
| |
Check Yo } Department I
personal Info [|...... | lead No
manually | s | approves
Fig. 3. Before-Improvement Meta System

process (A fina

ncial company)
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Personally Identifiable Infor-
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3, FUSENHS S RS See(11).
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2) Customer ID number : Resident registration

number, Resident corporate registration
number, Residents company registration
number, Customer Identification number,

Member Number
3) Character Series :
4) Unique Character

Name(English)

Post Code, Address
series Name(Korean),
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Table 5. Personally Identifiable Attribute
Information data format in Financial company A

N Personally
u Identifi-
Infor. D
m able. Colum- nior ata Data
b Attribute type Leng
Informa- n name name th Type
€ ltion
r name
Custom-  [Custom- g;l?g)mi
1 |er ID er ID 13 |CHAR
number
number number
13
Driver Driver Eé:fsle
2 |license license ) 10 |CHAR
number
number number
10
3 Passport |Passport |[numberl 13 |CcHAR
number number 3
Alien Alien
4 registra- |registra- |numberl 15 |CHAR
tion tion 5
number number
Compa- Compa- Company
ny ny Registra-
5 |Registr-  |Registr-  |tion 10 [CHAR
ation ation Number
Number  |Number |10
Address VAR-
6 |Address |Address 240 240 CHAR
Phone
7 Phone Phone numberl 16 |CHAR
number number 6
VAR-
8 [Name Name Name40 40 CHAR
9 [Job Job i‘)b Code |4 |cHAR
. . . VAR-
10|E-mail E-mail E-mail70 70 CHAR
Security
11 cal'"d Card number8 8 |CHAR
serial number
number
Nationa- IS0
12 lity Nationa- |Code2 2 |CHAR
lity code

debelole] BelAzs A AR AT
20134 019 012%¥ 20159 109 162744 o 2
@ 1070492 717keled, 2014 069 019 7%
sepA e E2Als AR AT e A
Pzaes F 18,041702 Z2A2~ NAA (20139
01% 01%€ 20144 0549 31¥7k4]) 10,4603}
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Z2AA AAZ(20149 069 01Y5E] 20159 10 Table 6. The result of correlation analysis

2 16714)) 7.5814S HAaroz s} between Lead time and Personally Identifiable
' ’ Information

331 JMAMA D LMY Correlation Coefficient

Authori- | Authori-
Table zation zation | Personal
Manag- | Inside- |Outside- |InfoRelat

EﬂE}_E‘“ h:;] jfl‘ﬂ }]v/—\—Eé]‘o/] 7%EHE-:,- tﬂohﬂ% 01%—‘:} LeadTime | ement Team Team ed
.. Lead |Pearson correlation .

AE A SPSS23 (Statistical Packages Time |coefficient 1 e o) -0 J4
o . B Significance oso| .832| .082| .000

for Social System)S AFSsldow, A A probability (both) : : : :
N 6484| o6484| e484| 6484| 6484

AL ] Al A}z A 220
o o ]—I—L Pearson o= ]T 1‘;]— **_Correlation is significant at the 0.01 level (Both sides).
*. Correlation is significant at the 0.05 level (Both sides).
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Table 7. The result of regression analysis
between Lead time and Personally Identifiable
Information
Model Summary
Changed R- | Standard error of
Madel R R-squared squared estimate
1 7408 .547 .547| 16617.16873
a. Forecaster: (Constant), PersonallnfoRelated,
AuthorizationInsideTeam, TableManagement
ANOVA2
Model Sum of Degfree Mean F Significa_r_nce
squares freedom | Sauare probability
Regress-| 215970701 71990233| 2607.11 000°
ion 6430.493 8810.164 1 ’
178932432 27613029
1 | Residual 1295.202 6480 6.496
394903133
Total 7725 695 6483

a. The dependent variable : LeadTime
b. Forecasters in the model: (Constant), PersonallnfoRelated,
AuthorizationInsideTeam, TableManagement

Coefficient?
Stand- Sign-
Non-standardized ardized ifica-
coefficients Coeffici- nce
Model st t pro-
G Standard Beta b?bl*
Error lity
(Constant) | 429498.218| 4807.676 89.336| .000
Tatio 96.767| 452.458| -.002| -214| 831
Management
i
Authorizalion | 533 555 |  748.833| .003| .312| 755
InsideTeam
Porsonal | 454657.808| 4803.940| -.740|-88.398| .000
InfoRelated

a. The dependent variable : LeadTime

Lead Time (minute)
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Fig. 4. Comparison of the lead time between
former meta process and latter meta process
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Fig. 5. The distribution chart of Time Series lead
time before improvement
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Time-series Distribution of Lead Time
(After Improvement)

Lead Time
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Fig. 6. The distribution chart of Time Series
lead time after improvement
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Fig. 7. The distribution chart of Time Series lead
time after improvement
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Table 8. Examples for handling personal
information using meta data in Financial company
A
Classification Example Notes
Important Control Leakage
Device messenger, mail Control
Encryption Identify encryption | Leakage
Target target table Control
Control Access control
. . Access
outsourcing about important
Control
employees resources
Changing Access
data Change test data Control
Keeping Identify target of
Customer customer info Leakage
info what have to be Control
separately kept separately
Search table info
ghelcilzation and check Access
pp standards of Control
source L
application source
Monitoring such
Internal as audit customer
sense info table
authorization
= & B2 s vk
« % &A1t USB AAA, =uldr]7] 5 7H
AEFE dS st wkl/mE
AYAFAARE AAok Sz ]
nEAps} w3}
AT A ARSI AR} Gl Blo] o]

LA} B obd A
W5y b

Be) eejel/ e zebel
Agfed v]
2 o 53}

A25AE A

Whiel Eeld A2 2 @

Fizste] o)t 4

- wEThl A olF FeldA S| sk
MelAHRB S A =
- BEd ol A% HEd A QA
A 2 da

A% 5ol WA EYH1EH net 2AF A4
8 ZEAsR PEeelels v ARE vk @
W F1EAZE - AAZE = AZefells wE A4
AzReleh. &, 7h=3ake] AQHRAE Abast ol
Fe|A] weke] wwle] wpE QY RE] 5 7heAe]

(2016. 2) 269
Fheate] QAR weh v ok 2 A RS 7
Sl AFEARAE YRR AT 9 S8 74
Aellg 58 Fh Qe AEelolels xE A0S %
oA 1o mE 27 olehe A4kE XAk g}

4.2 HE ZEMA JHM HIZEHS 24

421 T | AE

il
b

QoI ehelole] el 4|25 A4
B elolElE 4o @ Welslx DB AR za
2 Asle] AEeolads B UEA S Abs
Folt Aobge glhoM, HeHe AP
ZeAAg AN oo

R ERP LY P e E R
o] Folul g, mEde] AHgHl, S5
Auulg, DB 750188l 4744 gBoz 3
4804S ARG S lont, 7] FEE e
He| A ~ES gadtowy S8 aE Auh)
£2 AR B 45 2anlgo] gl vlvlsie] W]
&

& 3 ke

|

A
Al
%

R SR EL L
wnlg B S thest 2ol AT

Sgmeaal g = 4 gofu] (411
+ AR (AR x 1.0) + 71ER(HH

7R+ A 7H] x 0.2)) x 4 F9idE

Table 9.4 Aglgt vefA 28 Z2AHx AL
93t L8z 2 g3 ]SS AR e )
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