109
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.26, NO.1, Feb. 2016 ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2016.26.1.109

2ake. 7]7lel) 2219 WulAld ol o) de]
A AR E4 A7

| Ab =IF

O =

A Study on Geodata Trace of Navigation Application in Smart Devices*
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ABSTRACT

Nowadays, smart devices are the target of the digital forensic investigation. Among various smart devices, we can obtain
much information from smart phone which is provided with continuous power and used for data communication. This paper
deals with the traces to be left in Android smart phones after using the navigation applications with the GPS function. We
selected navigation applications(domestic and overseas) which have a high number of download times, anaylzed them and
discussed the meaning of the analysis result in digital forensic investigation.
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Table 1. |Install application information in
Android smart device

Service Application Developer |Version
Area Name P
Global Waze Waze 3.9.4.0

T Map SK Planet | 4.4.5

KimGiSa Loc&All 2.6.3
Republic Of . KT
Korea Olleh Navi Corporation 3.6.7

Kakao Taxi Daum Kakao 1.1.7
T Map Taxi| SK Planet | 1.0.4
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Table 2. Application analysis result
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Fig. 1. Application analysis result
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Waze o1&g]#Alo]dS WulAelA 7|55 A3}
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user.db Fdoll= “PLACES” ®lo]Eo] £4x%]
o Tk A, Ax), A W 715E AR
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UNIX TIME oz A=},

session Fdelle vt R ofFElAloldE F

A (S, AE), 7P 22l b3 A9
?W(%E, 7AE), FAA Hel gk AR} )

14 HoldLock.Position: 34794810, 32106010
15 HoldLock.Direction: 0
& Location.Position: 127126149,37385002

ORIG_GPS.Position: 34794810, 32106010

Fig. 2. GEO data of last application termination in
session file

Table 3. Artifact file list of Waze Application

Directory File Name | File Type
user.db SQLite
/data/data/com.waze - <
session TEXT

Artifact Information Waze T Map KimGisa Olleh Navi | KakaoTaxi | T Map Taxi
Driving path X X O X X X
Application terminate (0] O X X X 0]
Starting point X X X X O X
Destination point (0] O X O O (0]
Destmzﬁ;(;rlllsarrlval X 0 X X X X

Artifact file type |SQLite, Text|SQLite, XML SQLite SQLite SQLite SQLite, XML




112 2vkE 7)o AAE WAl elZeiAelAe] 91 Au £ AT

42 pPush Notificaticns.Request shown: yes

43 Navigation.Last position: 127125793,37388698
44 Navigation.Last dest name: QUEi0LS

45 Navigation.Is navigating: 0

Fig. 3. GEO data of recent destination in session
file
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Table 4. Artifact file list of T Map Application

Directory File Name File Type
/data/data/com.sk
t.skaf.1001mtm091 recent.db SQLite

/databases

route_guide_termin

/data/data/com.sk| 005 fo xml XML
t.skaf.1001mtm091 -
/shared_prefs tmap_setting_displ XML

ay.xml

n">SKY_001</string>
.00</stxing>
uuuuu >10.00</stzing>

</map>

Fig. 4. XML of route_guide_termination_info.xml
file

<?xml version='1.0' encoding='wif-8' standalone='yes' 2>

position lat">37.58474979503574</string>
on">127.02784876533433</string>

- 3 lue=n220" />
<int name="set tbt position y" value="226" />

</map>

Fig. 5. XML of tmap_setting_display.xml file
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Table 5. Artifact file list of KimGisa Application

Directory File Name |File Type

/data/data/com.locnall KimGisa SQLite

.Kim.GiSa/databases
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Fig. 6. Drive path analysis with KimGisa Artifact
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Table 6. Artifact file list of Ollen Navi Application

Directory File Name File Type
data/data/kt.navi/|Db_RecentDestina .
. SQLite
databases tion
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Table 7. Artifact file list of KakaoTaxi Application

. i . File
Directory File Name Type
/data/data/com.kakao.taxi .
/databases data.db SQLite

4.6 T Map EiA| 0{=2/70]M

T Map o1EAIAS 94 5% 755
& ) Table 8.3} 2 shele] AHg E4e] erh
TMapPassenger ¥}4<¢] “ADDRESS" ®lo]&
& wAstel ALt WA 5F J15E MR
FANZ AGE A A 3, T A
T, AR gk ARE IEF 4 9}
com.skplanet.tmaptax1.android.passenger
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