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ABSTRACT

In Black hat USA 2014, a hacking method to infer the password entry of smartphone or smartpad with google glass in
distance is presented. In this paper, we design the secure keypad to protect the key stroke inference attacks with google glass

which has unique layout ensuring same input entry but different input value.
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Table 1. Algorithm 1. Initializtion of keypad

Input: Random seed
Output: Randomized keypad

1 | Random generation from seed

Divide the random by 4 (place them from
0 to 3) and make permutation

3 | Align the row
4 | Random generation from seed

2

Divide the random by 10 (place them
from 0 to 9)

Set the offset with random

Correct column
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Fig. 1. Test environments of security keyboard (1/2)

Asly] 918l degh v)Eerh Akl FdEs
Table 19 dx8E 14 58 27|8t=y e o
S AAREEte] A" AAAQ] & 7
= Table 29| &are]F 2 HAE ] g},
Akt 7INe AHe T AR ARk $1A)
< 2= o] ot} At ARgARe] MRS o
gk Exfde] E3he A g vEHEE G5
olth. S-S0 v|UH 3571123412347 A%
o R EE1234"e e U Akl dE F
g AAS 7P He EAEE 7 webA
ARgARe] vl 5] EAkE= n"8(nel Ak )
oAl n"4R FolEA Hrh wehA o]F WAE]
A= AT Akl dsiAE AR thE 1AA
zZt= 719 =l W3k g7t Fasil o]E WA
7] 98 F WA Aok Ee AP z|Alal oF e
1 FAol o Aue AEAT A4l e

poad

2~
T

1o Sl ol OH'\ =

—

Q

(O, o o fo

Table 2. Algorithm 2. Operation of keypad

Input: Random seed
Output: Randomized keypad

1 Set the keypad with Algorithm 1
While(1)
if(Any key inputs)
if(Exit input)
Terminate the program

else

Set the keypad with Algorithm 1

endif
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Fig. 2. Test environments of security keyboard (2/2)
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Table 3. Security comparison between methods

. Same
Location
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