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ABSTRACT

In this paper, we propose an efficient public key trace and revoke scheme. An trace and revoke scheme is a broadcast
encryption scheme which has a tracing and revocation algorithm. It would maintain security of the scheme to revoke pirate keys
which are colluded by malicious users. In addition, property of revocation can be applied to various circumstances because it can
help cipher text delivered to certain users who are supposed to. In this paper, we would change the scheme[Augmented
broadcast encryption scheme] based on the bilinear groups of the composite order into that of prime order and we can improve
the size of public key, secret key, ciphertext considerably. Furthermore, we define property of revocation precisely, so we can
obtain the result that the scheme with limited revocation can be expanded to have a full revocation. This paper can be easily
applied to the organization such as government, military, which has a hierarchical structure.
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Table 1. Efficiency comparison between (5,6,11,
16) and ours [N: the total number of users]

public ciphertext | private
key size size key size

(5] 9vVN 6vN

1
(6] 9vVN VN VN

(11) 4v/N 6N 1

(16) 4/ N 7VN VN

Ours 4 \/]_V 3 m \/./_V

Somloxty | fevocation | SO
(5] 3 pairings NO composite
(6) 4 pairings limited composite
(11 3 pairings NO prime
(16) 4 pairings limited prime
Ours 3 pairings fully prime
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ey ¥4 dF2E A Lewko, A. Sahai,
B. Waters7} 20105 IEEE Symposium on
Security and Privacyell# 3#g "Revocation
Systems with Very Small Private Keys'(1)
2713} D. Boneh, B. Waters, M. Zhandry7}
20141 Cryptoelx &3 “Low Overhead
Broadcast encryption from Multi-linear
maps (9)°] stk § =59 &84S AHeEshd
ol o} Zr}

(1,927l TT =27, TR 23] ok
Broadcast encryption ZZo]x|ut (& 2)elAl<}
7ol A A= v ZgAolrh. AjE =we &
42 (1,9)2719] a8Aed= A VXA F31A

Table 2. Efficiency of recently representative
results (r: the number of revoked users])

public key ciphertext private
size size key size
(1) 0(1) o(r) o(1)
(9] O(log N) o(1) 0(1)
el | svstom ype
(1] O(r) pairings Broadcast encryption
(9] 2 pairings Broadcast encryption
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