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Objective: The purpose of this study was to analyze the operation and personal information
management of public and private kindergarten homepages.

Methods: A total of 2,846 kindergartens were selected from the I-Sarang portal service for
analyzing operation, and 217 self-operating homepages were selected for evaluating management.
Seven evaluation items from three domains (information gathering procedures and scope,
information security, and management of file exposure protection) were used. Wireshark and
Google were used for analyzing some evaluation items.

Results: The operating ratio of kindergarten homepages was low and most of the kindergartens
self-operated their homepages. The evaluation of the information gathering procedures and scope
showed that the rule of consent process was not rigidly followed but that the rule of legality for
information gathering was followed. Items related to information security were followed at very
low levels. As for the management of file exposure protection, the evaluation of items related to
the prevention of attachment disclosure showed that the rule of protecting personal information
included in an attached file was followed but that the notice regarding information protection was
not. Across all evaluation items, the level of personal information management was higher in
public (vs. private) kindergartens.

Conclusion: These results indicate methods to more securely and effectively manage personal
information on kindergarten homepages.
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Table 1
Frequency Distributions of Kindergarten Homepages by Research Question
Question 1. Question 2.
Homepage operation Personal information management
Public Private Public Private
Location kindergarten kindergarten kindergarten kindergarten

Seoul 200 672 54 27
Incheon 189 233 — 24
Daejeon 96 172 1 15
Busan 94 313 4 23
Daegu 106 265 — 24
Gwangju 127 185 30 15
Ulsan 77 117 — -
Total 889 1,957 89 128

Table 2
Domains, Items and Methods for Evaluating Personal Information Management
Domains Items Methods
Information gathering 1. Compliance of consent Finding out whether the exact procedures for obtaining consent from the
procedures and scope process information owner exist when collecting personal information.
2. Legality of information Finding out whether non-collectable information (resident registration number)
gathering is required when signing up.
Information security 3. Encryption of login Using Wireshark, finding out whether ID and password are encrypted when

information sent. Wireshark is a free and open source packet analyzer.

4. Encryption of key personal Using Wireshark, finding out whether key personal informations(name, address,
information phone number) collected in signing up process are encrypted when sent.

5. Rule for secure password ~ Finding out whether the rules for safe password are applied in the homepage.

Management of file 6. Prevention for attachments  Finding out whether the attached files(xls, hwp, doc, pdf, ppt) in bulletin board
exposure protection disclosure contain personal information.
7. Notice for protecting Finding out whether a notice exists on the homepage. The notice is to warn the
personal information publisher of the risk of personal information disclosure through the body of

the bulletin or attachments.
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Table 3
Frequency Distributions of Kindergarten Homepages by Operational Status

Operating Non operating

Percentile Percentile
Location Frequency (%) Frequency (%) Total
Seoul 389 44.6 483 55.4 872
Incheon 137 32.5 285 67.5 422
Daejeon 69 25.7 199 74.3 268
Busan 146 35.9 261 64.1 407
Daegu 147 39.6 224 60.4 371
Gwangju 115 36.9 197 63.1 312
Ulsan 45 29.0 149 71.0 155
Total 1,048 36.8 1,798 63.2 2,846
Note. N = 2,846.
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Table 4
Frequency Distributions by Type of Homepage Operation
Type of operation
Not using portal site Using portal site

Division Frequency Percentile (%) Frequency Percentile (%) Total
Public kindergarten 518 99.8 1 0.2 519
Private kindergarten 399 75.4 130 24.6 529
Total 917 87.5 131 12.5 1,048
Note. N = 1,048.

Table 5
Frequency and Percentiles of Compliance in Each Evaluation Item From the Information Gathering Procedures and Scope Domain
Public Private
kindergarten kindergarten
(n=1389) (n=128) Total
Percentile Percentile Percentile
Evaluation Items Frequency (%) Frequency (%) Frequency (%)
Compliance of consent process 78 87.6 122 95.3 200 92.2
Legality of information gathering 89 100.0 128 100.0 217 100.0
Note. N = 217.
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Figure 1. Example of consent procedures from the information owner.
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Table 6
The Amount of Personal Information Gathered for Admission of
Homepage Membership

Public kindergarten Private kindergarten
Number of (n = 89) (n=128)
personal Percentile Percentile

information Frequency (%) Frequency (%)

2 0 0.0 1 0.8

3 76 85.4 6 4.7

4 9 10.1 34 26.6

5 1 1.1 37 28.9

6 3 3.4 48 37.5

7 0 0.0 2 1.6

Note. N =217

AR wek
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Frequency and Percentiles of Compliance in Each Evaluation Item From the Information Security Domain

Public

kindergarten (1 = 89)

Private

kindergarten (n = 128) Total

Evaluation Items

Frequency  Percentile (%)

Frequency  Percentile (%) Frequency  Percentile (%)

Encryption of login information 44 49.4 33 25.8 77 35.5
Encryption of key personal information 40 44.9 39 30.5 79 36.4
Rule for secure password 22 247 2 1.6 24 11.1
Note. N = 217.
name="u serid”.. tp://wi .sen.go.
..testl2 . .------ kr/none/ services =
________________ /educati on/educa .
....... 7 e0227620 tionlList 2.action ]
4 5c2..Con tent-Dis | - -Accept -Languag
position : form-d (0 k‘:"hK‘R 0 :lﬁer;A
ata; nam e="passw ge'(‘zémp: i;m:{ d
" >
OO e SIE 7.0; Hindous

(a) Non compliance case
Figure 2. Example of login information encryption.

(b) Compliance case
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Table 8

Percentile Distributions in Each Rigid Level of Password Setting Rules

KJCS

Percentile (%)

Rigid Public Private

level? Password setting rules kindergarten (7 = 89) kindergarten (7 = 128)
1 Minimum 10 digits (2 kinds of letters) or minimum 8 24.7 1.6

digits (3 kinds of letters)®
2 Above 8 digits 53.9 1.6
3 Above 4 digits 2.2 50.8
4 No rules 7.9 33.6
5  The others 11.2 12.5
Note. N =217.

*Number of rigid level is lower, the level of password setting rules is higher. *Safe password rules by KISA (2014).
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(a) Non compliance case

Figure 3. Example of setting rules for password.

Table 9
Percentile Distributions in Each Password Setting Case That Must
Be Excluded

Excluding percentile (%)

Public Private
kindergarten kindergarten
Case (n=289) (n=128)
Consecutive numbers are in 1.2 1.6
password
Password is equal to user ID 0.0 0.8
Note. N = 217.
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(b) Compliance case
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Table 10
Frequency and Percentiles of Compliance in Each Evaluation Item From the Management of File Exposure Protection Domain
Public kindergarten Private kindergarten
(n=2389) (n=128) Total
Percentile Percentile Percentile

Evaluation items Frequency (%) Frequency (%) Frequency (%)
Prevention for attachments disclosure 89 100.0 128 100.0 217 100.0
Notice for protecting personal information 24 27.0 1 0.8 25 11.5
Note. N = 217.

O aizol uz () 3xIAeE 5 20 BRAY

-z

ol WSt ERle] MRS EESH XA A U 7|6} HiHdts
o0, A ol2t 2 2 LB ANER U &

1 Z2i0l Chet 2 Y
5 B

2 =AY 2AoAH ! b
- HUZEIH 25 FUNZ, FHENS, TR, YUY, NY So| AAU S88 SNYUCL

e HE TYR mEY Y @Y
3X [3W) YESTY A tis| 28%2 M coeoaes 0 F
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2 [2h)2016 108 BF D] PR 2R 2006008727 32 &
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(a) Non compliance case

(b) Compliance case
Figure 4. Example of notice for protecting personal information.

+ Public Kindergarten
-.- Private Kindergarten

+ Total

1. Compliance of consent process

2. Legality of information gathering

3. Encryption of login information

4. Encryption of key personal information
5. Rule for secure password

6. Prevention for attachments disclosure
7. Notice for protecting personal information

Figure 5. Diagram of compliance rates for evaluation items.
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