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Abstract

In this paper, we introduce a new concept called generalized ring signcryption (GRSC), which
can achieve ring signature and ring signcryption functions with only one key pair and one
algorithm. It is very useful for a system which has a large number of users, or has limited
storage space, or whose function requirements may be changed later. We give a formal
definition and a security model of GRSC and propose a concrete scheme based on bilinear
pairings. In the random oracle model, the scheme’s confidentiality can be proved under the
GBDH assumption, and its unforgeability can be proved under GDH ' assumption, and what is
more, this scheme also allows unconditional anonymity. Compared with other identity-based

ring signcryption schemes that use bilinear pairings as well, our scheme is a highly efficient
one.
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1. Introduction

Identity-based public key cryptosystem was first introduced by Shamir [1] in 1984. Its main

purpose is to simplify the public key certificate management in the traditional public key
cryptosystem. It uses the user’s name or his/her IP address, etc. as his/her public key so that the
public key certificate is no longer needed. Then a trusted third party called the private key
generator (PKG) generates all users’ private keys, which brings a new problem called the
private key escrow problem. But it is still very useful in the scenario where the PKG is trusted
absolutely.

In general, we use encryption to realize confidentiality and signature to realize
authentication. When both are needed at the same time, the traditional method would involve
two steps, that is, the sign-then-encrypt approach. Signcryption is a cryptographic primitive
that performs both confidentiality and authentication in a single logic step, and compared with
the traditional approach, it can greatly reduce computational costs and communicational
overheads.

Ring signature was first introduced by Rivest et al. [2] in 2001. When a signer wants to sign
a document in an anonymous way, he/she can conscript other n-1 persons to form a ring and
sign the document with his/her private key and the others’ public keys. Any verifier can be
convinced that the signature is made by one member of the ring but does not know exactly who
the signer is, nor do they know whether two signatures are issued by the same signer. A similar
concept is the group signature [3]. In a group signature scheme, there exists a group manager
who can revoke the anonymity, and this group manager must manage users’ joining and
leaving. However, in the ring signature scheme, the anonymity is irrevocable, no group
manager is needed and the ring is ad hoc. The other n-1 persons are even unaware that their
public keys have been included in the ring. The ring signature has been found in many
practical applications since its introduction, such as whistle blowing [2], ad hoc network
authentication [4], e-voting [5], e-auction [6], concurrent signature [7], and designated verifier
signature [8].

The ring signature allows an actual signer to sign a document in an anonymous way. But
sometimes we do not want everyone to see the document. For example, in e-auction, we just
want the auction manager to see the document. In order to address this situation, Huang et al.
[9] extended ring signature to ring signcryption in 2005, which allows someone anonymously
sign a document but only the receiver can see it.

However, under some circumstances, we may sometimes want to use the ring signature and
sometimes the ring signcryption, so we must hold two key pairs and use two algorithms - one
for ring signature and the other for ring signcryption. But is there a way to use only one key
pair and one algorithm to realize both these functions?

From the perspective of efficiency, using only one key pair and one algorithm to realize
both functions will not only save storage space, simplify key management and reduce the cost
of key verification, but simplify system deployment as well.

Haber et al. [10] were the first to study the subject of encryption and signature sharing the
same key pair in the PKI (public key infrastructure) setting in 2001, which they called the
combined public key cryptosystem. They concluded that one key pair being shared between an
encryption and a signature is not necessarily safe, so they gave some concrete schemes where
it is secure for both encryption and signature to share one key pair.

At the same time, Han et al. [11] also introduced the concept of generalized signcryption,
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which is a natural extension of Zheng’s signcryption. Generalized signcryption can realize
encryption, signature and signcryption with only one key pair and one algorithm. Its purpose is
to save the storage space of keys and programs, simplify key management and system
deployment and reduce the time spent on verifying the keys, which is consistent with what the
combined public key cryptosystem is created for.

The combined public key cryptosystem considered sharing the same key pair between
different cryptographic primitives, but failed to consider sharing the same algorithm. If we can
share the same algorithm, we will be able to further save the storage space of the system, and
reduce the costs arising from changes in system functions, and simplify the system
implementation. For example, previously a system could only perform encryption. Due to
some reason, it is required to perform the signature function as well. If a combined public key
cryptosystem is already used, the new requirement will not result in more keys, but with the
new signature function added, the system has to be re-programmed and re-deployed. On the
other hand, generalized signcryption considered sharing the same key pair and algorithm
between encryption, signature and signcryption. However, it included encryption in its system,
making it difficult to extend it to the ring cryptosystem, as we do not have the ring encryption.
In this paper, we extend the generalized signcryption to ring cryptosystem without encryption.
In other words, we explore the possibility of sharing the same key pair and algorithm between
the ring signature and the ring signcryption, which we call the generalized ring signcryption.

We give a formal definition and a security model of GRSC in the identity-based setting, and
propose a concrete scheme in the random oracle model by using bilinear pairings. Our scheme
is highly efficient as it only needs a constant number of pairing computations, while in many
ring signature and ring signcryption schemes in the literature, the pairing computations often
grow linearly with the ring size n. Then we prove the confidentiality of our scheme under the
GBDH assumption and the unforgeability of ours under the GDH assumption, and also
demonstrate that ours allows unconditional anonymity. Through efficiency analysis, we show
that our scheme is highly efficient. Finally, we give an application example.

The rest of the paper is organized as follows. In Section 2, we review previous works on the
combined public key cryptosystem, generalized signcryption, ring signature and ring
signcryption. In Section 3, we introduce the concept of bilinear pairing, some complexity
assumptions and the algorithm constitution and a security model of identity-based GRSC. In
Section 4, we propose an efficient identity-based GRSC scheme in the random oracle model.
In Section 5, we discuss the security and efficiency of the proposed scheme and give an
application example. We conclude the paper in Section 6.

2. Related Work

Harber and Pinkas studied the subject of one key pair being shared between an encryption and
a signature in 2001, and gave some secure schemes. Later, Coron et al. [12] proved that the
PSS [13] scheme can be used for encryption and signature with the same key pair in 2002.
Komano et al. [14] gave a scheme with a tighter security reduction in 2003. Vasco et al. [15]
discussed the combined public key cryptosystem in the identity-based setting in 2008, and
gave an example that an IND-CCA2 (indistinguishability of ciphertexts under adaptive chosen
ciphertext attacks) secure public key encryption scheme and an EUF-CMA (existential
unforgeability against chosen message attacks) secure signature scheme are no longer secure
when they share the same key pair. Paterson et al. [16] revisited the combined public key
cryptosystem in 2011, and gave a general construction and a concrete construction in the
standard model respectively. Further they gave a scheme where encryption, signature and
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signcryption share the same key pair. Degabriele et al. [17] discussed the combined public key
cryptosystem in the EMV (Europay, MasterCard and VISA) card setting in 2012. In the same
year, Chen et al. [18] discussed the combined public key cryptosystem in the attribute-based
cryptosystem setting. Bellare et al. [19] introduced the key-versatile signature in 2014, which
allows one to sign with keys already in use for another purpose.

Han et al. [11] introduced the concept of generalized signcryption in 2006, and proposed a
concrete scheme in the PKI setting. Wang et al. [20] pointed out some security flaws in scheme
[11] and improved it, giving a security model for generalized signcryption schemes for the
first time in 2007. Lal and Kushwah [21] gave a security model of the identity-based
generalized signcryption and a concrete scheme in 2008. Yu et al. [22] pointed out that the
security model introduced in [21] is not complete, and gave a new security model and a
concrete provably secure scheme in 2010. In the same year, Kushwah and Lal [23] simplified
the security model introduced in [22], and proposed a more efficient identity-based
generalized signcryption scheme. Han and Gui [24] proposed a multi-receiver generalized
signcryption scheme in 2009. Ji et al. [25] gave for the first time a certificateless generalized
signcryption scheme and security model in 2010. In the same year, Kushwah and Lal [23]
pointed out that the scheme [25] is insecure and proposed a new one. Zhou et al. [26] proposed
a new certificateless generalized signcryption scheme which is secure against the
malicious-but-passive key generation center attack in 2014. Wei et al. [27] proposed an
identity-based generalized signcryption scheme in the standard model in 2015. In the same
year, Zhou [28] pointed out that the multi-receiver generalized signcryption scheme [24] is
insecure and improved it, and Han et al. [29] proposed a generalized signcryption scheme in
the attribute-based setting.

Ring signature was first introduced by Rivest et al. [2] in 2001. Abe et al. [30] proposed a
ring signature scheme which uses RSA-type keys and DL-type keys to form a ring in 2002. Lv
et al. [31] introduced the verifiable ring signature in 2003. In the verifiable ring signature, the
actual signer can prove that he/she is the actual signer at a later stage. Liu et al. [32] introduced
the linkable ring signature in 2004. In the linkable ring signature, two ring signatures can be
linked if they are produced by the same signer. In the same year, Liu et al. [33] introduced
three kinds of security models and two kinds of attacks called group-changing-attack and
multiple-known-signature existential forgery to ring signature schemes. In the same year,
Herranz et al. [34] introduced the ring forking lemma for the security proof of ring signatures.
Bender et al. [35] introduced the strongest security models for the ring signature schemes by
considering insider corruption attacks in 2006. In addition, the identity-based ring signature
[36], certificateless ring signature [37], proxy ring signature [38] and blind ring signature [39],
etc. were also proposed.

Huang et al. [9] extended ring signature to ring signcryption and proposed a concrete
scheme in the identity-based setting in 2005, but the ciphertext of their scheme is too long. Zhu
et al. [40] proposed an efficient identity-based ring signcryption scheme to reduce the
ciphertext size in 2008. In the same year, Zhang et al. [41] introduced an identity-based ring
signcryption scheme in which the actual signcrypter can prove that he/she is the actual
signcrypter in a later stage. But unfortunately, Li et al. [42] pointed out that scheme [41] is
insecure and improved it. Zhang et al. [43] proposed an efficient identity-based ring
signcryption scheme to improve the efficiency of existing schemes in 2009. Deng et al. [44]
proposed an identity-based ring signcryption scheme in 2014. But the pairing computations
required in their scheme is linear with the ring size n. Other schemes proposed include the
certificateless ring signcryption [45], the attribute-based ring signcryption [46] and the
threshold ring signcryption [47], etc.
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3. Preliminaries

3.1 Bilinear pairing
Let G, and G, be two multiplicative cyclic groups of prime order q and g be a generator of
G,. The map e:G,xG, —»G, is said to be an admissible bilinear pairing if the following three
conditions hold.

(1) Bilinearity: for all abez,, P,Q<G,, we have e(P*,Q°)=e(P,Q)* .

(2) Non-degeneracy: e(g,9) #1, -

(3) Computability: for all P,Q eG,, there exists an efficient algorithm to compute e(P,Q) .

3.2 Complexity assumption
(1) Bilinear Diffie-Hellman (BDH) Problem:
Given (P,aP,bP,cP)eG;' for unknown a,b,cez,, one must compute e(P,P)** .
The advantage of any probabilistic polynomial time (PPT) algorithm A in solving the BDH
problem in (G,,G,.e) is defined to be: ADV " =Pr[A(P,aP,bP,cP) =e(P,P)**, a,b,ceZ,].
BDH assumption: for every PPT algorithm A, ADV2P" is negligible.
(2) Decisional Bilinear Diffie-Hellman (DBDH) Problem:
Given (P,aP,bP,cP,T) Gy xG, for unknown a,b,cez,, one must decide whether T =e(P,P)™*.
The advantage of any PPT algorithm A in solving the DBDH problem in (G,,G,.e) is
defined to be:
ADV %" =Pr[A(P,aP,bP,cP,T) =1 a,b,c € Z,]-Pr[A(P,aP,bP,cP,e(P,P)*) =1,a,b,ce Z,] .
DBDH assumption: for every PPT algorithm A, ADV 5% is negligible.
(3) Gap Bilinear Diffie-Hellman (GBDH) Problem [48]:
Given (P,aP,bP,cP)eG,' for unknown a,b,c <z, one must compute e(P,P)** with the help of a

DBDH oracle.
The advantage of any PPT algorithm A in solving the GBDH problem in (G,,G,.e) is

defined to be: ADV®°" =Pr[A°(P,aP,bP,cP)=e(P,P)**,ab,ceZ,], where o denotes a DBDH
oracle.
GBDH assumption: for every PPT algorithm A, ADV®°" is negligible.
(4) Computational Diffie-Hellman (CDH) Problem:
Given (P,aP,bP) G/ for unknown abez,, one must compute abP .

The advantage of any PPT algorithm A in solving the CDH problem in G, is defined to be:
ADV;P" =Pr[A(P,aP,bP) =abP,a,beZ,].

CDH assumption: for every PPT algorithm A, ADv:" is negligible.
(5) Gap Diffie-Hellman (GDH ") Problem [48]:
Given (P,aP,bP)eG; for unknown a,bez,, one must compute abP with the help of a DBDH
oracle.

The advantage of any PPT algorithm A in solving the GDH " problemin (G,,G,,e) is defined
to be: ADVEDH' =Pr[A°(P,aP,bP) =abP,a,beZ,], where 0 denotes a DBDH oracle.

GDH' assumption: for every PPT algorithm A, ADVS™  is negligible.
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3.3 Definition of the identity-based generalized ring signcryption

An identity-based GRSC scheme consists of the following four algorithms, involving the ring

L=(ID,,ID,,..,ID,), the sender ID, (se{12,...,n}), and the receiver ID, (1D, may be null):

(1) setup*): Given a security parameter 1, the PKG generates a master secret key s and a
common parameter params. params are public to all. PKG keeps the secret key s
private.

(2) Extract(params,s,ID) : On input of params and a user’s identity ID, the PKG uses s to
generate a private key D,y , and then sends it to the user securely.

(3) GRsc : This algorithm has two modes: the ring signature mode and the ring signcryption
mode.

Ring - signature mode(Params,m, L, D, 1D,) : I the input of the receiver’s identity 1D, is null,
it runs in this mode. Other inputs are the message m , the params , the ring
L=(ID,,ID,,...,1D,) and the actual signer’s private key D,, (se{L2,..,n}). It generates a
ring signature & on (m,L).

Ring —signcryption mode(Params,m,L, Dy, ,1D,) : If the input of the receiver’s identity ID, is
not null, it runs in this mode. Other inputs are the message m, the params, the ring
L=(ID,,1D,....ID,) , the sender’s private key D, (se{12..,n}). It generates a ring
signcryption o on (m,L).

(4) UN —GRsC: This algorithm also has two modes: the ring signature verification mode and
the ring un-signcryption mode.

Ring —signature verification mode(Params,o,L,ID,) : If the input of the receiver’s identity ID,
is null, it runs in this mode. Any person can verify the validity of the ring signature o . If
it is correct, the ring signature is accepted.

Ring —un —signcryption mode(Params, o, L, 1D, D ) : If the input of the receiver’s identity 1D,
is not null, it runs in this mode. The receiver D, uses his private key D, to recover the
message m and verify the validity of the ring signcryption o . If it is correct, the ring
signcryption is accepted.

For consistency, we require if o =GRSC(Params,m,L,Dp,ID,) then

UN —GRSC(Params,o,L,ID,)=true for ID, is null or UN -GRSC(Params,s,L,ID,,Dy, )=m for ID,

is not null.
3.4 Security model of identity-based generalized ring signcryption

To be secure, an identity-based generalized ring signcryption scheme must be confidential (in
the ring signcryption mode), unforgeable (in both modes), and signer ambiguous (in both
modes).

Definition 1 (confidentiality)

An identity-based GRSC scheme is semantically secure against the adaptive chosen ciphertext
and chosen id attacks (IND-ID-GRSC-CCA for short) in the ring signcryption mode if no PPT
adversary A has a non-negligible advantage in the following game:

(1) setup: The challenger C runs the setup algorithm to generate a master secret key s and a

common parameter params. C gives params to A and keeps s secret.
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(2) Phasel: A can make the following polynomially bounded number of queries adaptively.
(a) Extract queries : A produces an identity ID to query for its private key. C runs the extract
algorithm to produce a D,; and returns it to A.

(b) GRSC queries : A produces a message m, aring L=(ID,,1D,,..,1D,), and a receiver’s identity
ID, . Here if ID, is null, it is equal to a ring signature query or else it is equal to a ring
signcryption query. C randomly selects an index s from L, extracts its private key D, , and
then runs the GRSC algorithm and returns the output o to A.

(C) UN-GRSC queries: A producesa o, aring L=(ID,,1D,,..,1D,), and a receiver’s identity D, .
Here if 1D, is null, it is equal to a ring signature verification query or else it is equal to a ring

un-signcryption query. If it is a ring signature verification query, C runs the UN-GPSC
algorithm to return true or false to A. If it is a ring un-signcryption query, C first extracts the
private key of ID,, and then runs the UN-GPSC algorithm to return the plaintext m or an

invalid symbol 1 to A;

(3) challenge : The attacker A selects two equal-length but different messages m,,m,, a ring
L"=(1D;,1D;....,ID;), and a challenge identity 1D; (1D; must not be null). Here A is not allowed
to make the extraction query to identity I1D; . C randomly selects a bit b<{0,} and an index s

from L, extracts its private key D and computes " =GRSC(m,,L",D ., 1D;). Then C gives

o toA.
(4) phase2: The attacker A can adaptively make a series of queries like in Phase 1, but he
cannot make an extraction query of identity 1D; and cannot make a UN-GRSC query to
(c",L,1D;) .
(5) Guess : When the attacker A wants to end the game, he/she must give his/her guess b <{0,1}.
If b'=b, he/she wins the game.

The advantage of the adversary A is defined as: Adv'P~'P-CRSC-CCA(A)-— 2pr[b" =h]-1.
Note: We allow the attacker A to make queries about the secret keys of the ring L™ in the
challenge stage, but these insider attackers cannot breach the security of the scheme.
Definition 2 (unforgeability)
An identity-based GRSC scheme is existentially unforgeable against the adaptive chosen
message and chosen id attacks (EUF-ID-GRSC-CMA for short) in the ring signature mode or
ring signcryption mode if no PPT adversary A has a non-negligible advantage in the following

ame:
?1) Setup : it is the same as in the confidentiality game.
(2) Attack : the attacker A can issue the same queries as in the confidentiality game.
(3) Forgery : The attacker A outputs a forged ciphertext ¢ (which may be a ring signature or
ring signcryption) on message m” and ring L =(ID;,ID;,...,1D;), and the receiver is 1D (1D;
may be null). The ciphertext &” is not the output of GRSC query. A does not make extraction
queries of any users in the ring L =(ID;,ID;....1D;), and &~ can pass through the validity of
UN-GRSC.

A’s advantage is its probability of victory.

Note: We allow the attacker A to make a query about the secret key of the receiver 1D; (if ID;
is not null) in the forgery stage, but the insider attacker 1D; cannot breach the security of the
scheme.
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Note: In the above forgery stage, 1D; may be null. If 1D is null, it runs in the ring signature

mode or else it runs in the ring signcryption mode. So the two modes share the same game.
Definition 3 (signer ambiguity)

An identity-based generalized ring signcryption scheme is unconditionally signer-ambiguous
if for any ciphertext ¢ = GRSC(Params,m”, L, D\p: ID,;) (which may be a ring signature or a ring

signcryption), where " = (ID;,ID;,...,1D;) and se{1.2,..,n}, any verifier A even with unbounded

computing resources, cannot identify the actual signer or signcrypter with a probability better
than a random guess. In othwe words, A can only output the actual signer or signcrypter 1D,

with a probability no better than 1/n (1/(n-1) if A is in the signers set).

4. An Efficient Identity-Based Generalized Ring Signcryption Scheme

4.1 The concrete scheme

Setup : Given a security parameter 1, the PKG selects two cyclic groups (G,,+) and (G,,) of
prime order q, a generator P of G,, a bilinear map e:G,xG, -G, , and three hash functions:
H, {03 -Gy, H, {0 - {01, Hy: {0y —>Z,. | represents the bit length of a message. Then
the PKG randomly selects sez; as the master secret key, and sets P, =sP as the master
public key. In addition, the PKG defines a special function f . If the receiver’s identity ID, is
null then f(ID,)=0 ; else f(ID,)=1 . The system public parameters are
{6,G1,G,,0,P, Py, Hy Hy Hy, 3
Extract: Let 1D, be a user’s identity. The PKG computes his private key as D,,, =s-Q(ID,),
Q(ID,) = H,(ID,) .
GRSC: Let L={ID,,ID,,......, ID,}, me{01}',and ID, be the receiver. The actual signer’s private
key is D, ,1<s<n. He/she produces the generalized ring signcryption o ={c,R,U,,U,...,U,.V}
as follows:

(1) Computes f(ID,).

(2) Randomly chooses tez; , and computes R=f(ID,)-tP , w=e(P,;.Qp )" " ,

c=f(ID;)-Hy(W.R,Qyp,,Qip, - Qip, ) & M.
(3) Randomly chooses U, G, and computes h, =H,(c,L,U;,Qp ) for ie{l...n}\{s}.
(4) Randomly  chooses r,ez;, , and computes U ,=rP- zn:(hiQ,Di +U)

i=li=s
hy =H,(c,LU,.Qp ), and V =r,Py, +hDyp, .
UN-GRSC: Given a generalized ring signcryption ciphertext o ={c,R,U,,U,,..,U,,v} on (m,L).
The verifier does the following.
If R=0 (Orepresents the point at infinity), o is a ring signature.
(1) Computes h =H(c,LU;.Qp, ), for iefL2,..n}.

(2) Verifies whether e(P,v) = e(Ppub,Zn:(hiQ,Di +U,)).

i=1

If R0, o Isaring signcryption.
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(1) Computes h; =Hg(c,LU;.Qp, ), for iefL2,..n}.
(2) Verifies whether e(P,v) =e(Ppub,Zn:(hiQ,Di +U))) .
i=1
3) If the above equation holds true, he/she computes w=e(R,Dy,) ,

m=H,(W,R,Qp,,Qip,+Qip, ) ®C.

4.2 Adaptation :

The scheme is an adaptive scheme that can switch to two different modes according to the
receiver’s identity 1D, . If the input of the receiver’s identity ID, is null, then it works in the

ring signature mode or else it works in the ring signcryption mode. So these two modes share
the same algorithm, and we can use the same key pair to ring-sign or ring-signcrypt a
document.

5. Analysis of the Proposed Scheme
5.1 Correctness
(1) e(Pv\/):e(Pvrstub""hsDIDS) :e(PpubvrsP+thle)

=e(Ppup,Us + Z(hinoi +U;)+hQip,)

i=li#s
=e(Ppyp, Z(hinoi +Uy)
i1

(2) w=e(Pyy, Qip, )" =e(tP, sQip,) =€(R,Dyp,)

5.2 Confidentiality

Theorem 1. In the random oracle model, if there is a PPT attacker A having non-negligible
advantage ¢ against the IND-ID-GRSC-CCA security of our scheme running in the ring
signcryption mode when running in time T and performing at most ggrse GRSC queries,

quv-srsc UN-GRSC queries, q,, H, queries, q,,, H, queries, q,, H; queries and ge
extraction queries, then GBDH problem can be solved with a probability
of £ 2210, -0-1/q,,)- -y -orsc /2) in a time
T <T +O(((dorsc +un-crsc) M +0e) -ty +Oersc “te + (dorsc +0un-crsc)tp) where t, , t, and t,
represent the time for a scalar multiplication on G,, an exponentiation on G, and a pairing
operation respectively.

Proof. Our proof is partially similar to scheme [48]. Let’s suppose the challenger C is given
(P,A=aP,B=bP,C =cP)eG; for random a,b,cez;. C does not know the values of a,b and c,
and is asked to compute e(P,P)® with the help of a DBDH oracle. To utilize the adversary A,
the challenger c will simulate extraction oracle, GRSC oracle, UN-GRSC oracle, H, oracle,
H, oracle and H, oracle to provide responses to A’s queries. C maintains three lists L, L,
and L,, which are initially empty. We assume all queries in the following are distinct and A
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will ask for H,(ID) before ID is used in any other queries. In the beginning, Cc gives the
system parameters params to A with P,, =aP and he randomly selects a number

0e{l2,...q,}.

H, queries: On the i-th query 1D, if i=6o C randomly selects x ez, and repeats the process
until x is not in the list L, and sets Q,; =xP . Then c stores (i,ID,x) in the list L, and returns
Qp to A. Otherwise, C stores (6,1D,-) inthe list L, and returns Q,;, =bP to A.

H, queries: A supplies an ittm (w,R,Q,5,Qpp, .~ Qip,) - C does the following.

(1) c checks if the DBDH oracle returns 1 when queried with the tuple (aP,bP,cP,w). If it
is, C returns w and stops.

(2) Otherwise, c goes through the list L, with entries (*,R,Q,,.Qpp, .. Qip, .h,) , SO that for
different values of h,, the DBDH oracle returns 1 when queried on the tuple
(aP,bP,R,w) . If such a tuple exists, C returns h, and replaces the symbol * with w.

(3) Otherwise, c randomly selects h, e{0,13' and repeats the process until h, is not in the

list L,. C stores the item (w,R,Q5,Qip, - Qip,.h,) inthe list L,, and returns h, to A.

H, queries: A supplies an item (c,L,U;,Qp ). C randomly selects h,ez; and repeats the
process until h, is not in the list Ly. C stores the item (c,L,U;,Qp ,hy) in the list L,, and
returns h, to A.

Extract queries: A supplies an identity ID, C searches in the list L, on ID and obtains
(i,1D,x). If i=0 then c outputs failure and aborts. Otherwise, C returns x(aP).

GRSC queries: A produces a message m, aring L=(ID,1D,,..,ID,), and a receiver’s identity
ID, . Here if ID, is null, it is equal to a ring signature query or else it is equal to a ring

signcryption query. C randomly selects an index s from L.
(1) ID,#1D,. C runs the GRSC algorithm as normal because C can get the private key of
ID,.
(2) ID,=1D,. C produces the GRSC ciphertext as follows.
(a) Computes f(ID,).
(b) Randomly selects tez; and computes R=f(ID,)-tP , w=e(P,;,.Qp )" "™ and

c:f(IDr)'HZ(WvRvQIDvaIDZ ----- Qan)@m-
(c) Randomly selects U, eG, and computes h, =H,(c,L,U;,Q,p,) for iefl...n}\{s}.

(d) Randomly selects z,h, ez, and computes U, =zP-h.Q,p — D" (hQpp, +U;) .

i=1i#s
(e) Saves item (c,LU,.Qp,.h,) to the list L,. If a collision occurs in the list L,, C
repeats the step (d).

(f) Computes Vv =z(aP) and outputs the GRSC ciphertext & ={c,R,U,,U,,..,.U,,V}.
UN-GRSC queries: A produces a GRSC ciphertext o={c,RU,,U,...U,V} , a ring
L=(ID,ID,,..,ID,), and a receiver’s identity ID, . Here if ID, is null, it is equal to a ring
signature verification query or else it is equal to a ring un-signcryption query. If it is a ring
signature verification query, which just needs public parameters. If it is a ring un-signcryption
query, consider two cases:

(1) 1D, #1D,. C runs the UN-GRSC algorithm as normal because C can get the private
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key of 1D, .

(2) 1D, =1D,. C first runs the verification part of the UN-GRSC algorithm, which just
needs public parameters. If the verification does not succeed, C returns 1. Otherwise,
it means the verification of the UN-GRSC algorithm is correct. In this situation, C
checks if a tuple (w,R,Q,.Qpp, -~ Qip,.h,) €Xists in the list L,, so that for some w, the
DBDH oracle returns 1 when queried on (aP,bP,R,w) . If such a tuple exists, C recovers
the message m using the hash value h,. Otherwise, ¢ randomly selects h, <{01}' and
repeats the process until h, is not in the list L, . C stores the item
(*,R.Qip,.Qip, - Qip, .hy) N the list L, and recovers the message m using the hash value
h,. The symbol * denotes an unknown value of pairing.

At last, the attacker A outputs two equal-length but different messages m,,m,, a ring
L"=(1D;,1D;,,..,1D;) and a challenge identity 1D;. If I1D; #1D,, C outputs failure and aborts;
otherwise c proceeds to construct a challenge as follows. C sets R* =cP, selects a random bit
b, a random hash h, and sets c¢"=h,@m, . C randomly selects se{12,..,n} and makes an
extraction query to get the private key Dp: of ID;. ¢ randomly selects u; eG, and computes

h =Hy(c,LU7,Q) for iefl..n\{s} . C randomly selects r/ez, and computes

U;=rP- > (NQ+U)) , hi=Hy(c" L U;,Q.) and V' =r/P,,+hD _. . The challenge
i=l,i#s ' ’ s
ciphertext " ={c",R",U;,U;,...U,,V"}.
In the second stage of the confidentiality game, A can adaptively make a series of queries
like before with the restrictions as in the confidentiality game. At last, A must give out its
guess. A cannot find out that &~ is not a valid ciphertext unless he/she asks for the hash value

of H,(w" :e(P,P)abC,R*,QID;,QID; ..... Q) If this happens, ¢ will solve the GDBH problem due
to the first step of H, oracle.

Now we assess the probability of success. In the challenge stage, the probability of
ID; = 1D, is Yq,, . The probability of A querying the private key of 1D, is 1/q,, . In the
UN-GRSC queries, the probability of c rejecting a valid ciphertext does not exceed

Aun-GRrsc /2k :
The time complexity of ¢ depends on the scalar multiplication on G,, the exponentiation

on G, and pairing operations needed in all above queries. The extraction queries need O()
scalar multiplications. The GRSC queries need o(n) scalar multiplications, 0()
exponentiations and o) pairings. The UN-GRSC queries need O(n) scalar multiplications
and o(1) pairings.

5.3 Unforgeability

Theorem 2. In the random oracle model, if there is a PPT attacker A having non-negligible
advantage gquszn/zk Vaupn = AH, (@n, =D-(Qn, —n+1)) against the EUF-ID-GRSC-CMA

security of our scheme running in the ring signature mode or ring signcryption mode when
running in time T and performing at most qgrc GRSC queries, gqyy_crse UN-GRSC queries,

g, H, queries, q, H, queries, g, H, queries and g extraction queries, then GDH'
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problem can be solved with a probability of & > (52/66qu3,”)~17/qu -(1-1/qy,)- (1= Aoy crsc /2") N

a time T"<T +0((((Usrsc + Yun-crsc) M +0e) tm + Uersc o + (darsc +0un_arsc) tp) s where t,,, t, and
t, represent the time for a scalar multiplication on G,, an exponentiation on G, and a pairing

operation respectively.
Proof. Suppose the challenger C is given (p,A=aP,B=bP)cG; for random abeZz,. C does

not know the values of a and b, and is asked to compute abP with the help of a DBDH oracle.
To utilize the adversary A, the challenger c will simulate extraction oracle, GRSC oracle,
UN-GRSC oracle, H, oracle, H, oracle and H, oracle to provide responses to A’s queries. C

maintains three lists L, L, and L,, which are initially empty. We assume all queries in the
following are distinctand A will ask for H,(ID) before ID isused in any other queries. In the
beginning, C gives the system parameters params to A with P, =aP and he/she randomly
selects a number #e{1,2,...q, 3} .
The H,, H;, GRSC, UN-GRSC and extraction queries are the same as in Theorem 1.
H, queries: A supplies an item (w,R,Q5,,Qyp, .- Qip,) - C does the following.
(1) c goes through the list L, with entries (*,R,Q,5.Qpp, Q. .h,), SO that for different
values of h,, the DBDH oracle returns 1 when queried on the tuple (aP,bP,R,w) . If
such a tuple exists, C returns h, and replaces the symbol * with w.
(2) Otherwise, c randomly selects h, e{01}' and repeats the process until h, is not in the
list L,. C stores the item (w,R,Q.Qip, - Qip, .h,) inthe list L,, and returns h, to A.
At last, A outputs a forged ciphertext " ={c",R",U; ,U;,..,U;,v "} (it may be a ring signature
or ring signcryption) on message m", ring L" =(ID;,ID;.... ID;) and the receiver 1D’ (ID; may
be null). If &"can pass the validation of UN-GRSC algorithm and A does not violate the

restrictions of Definition 2, according to the ring forking lemma [34], we can get two valid ring
signatures {m",u; ,U;,..,.uU; v’} and {m",U; ,U;,..,U;,v '} so that h’ =h for some ie{12,.,n} and

hi=h; for all je{L2..n}\{i}. If 1D,=1D, , we can solve the GDH problem as follows:
V™=V’ =(h; —hy)Dyp, =(h; —hy)abP , abP = (V" -V )(h; —h,) ™.

Now we assess the probability of success. In the forgery stage, the probability of 1D, = 1D, is
1/q,, - The probability of A querying the private key of ID, is 1/q,, . Inthe UN-GRSC queries,
the probability of C rejecting a valid ciphertext does not exceed g,y grsc /2° - Combined with
the ring forking lemma, the probability of C success is
&2 ("92/66\/(4.43.”'jy/qH1 '(1_]7/qH1)'(1_qUN—GRSC/2k) .

The time complexity of C is the same as in Theorem 1.

5.4 Signer ambiguity

Theorem 3. Our scheme allows unconditional signer ambiguity.
Proof. The proof is similar to scheme [49]. Since u; G, for iefL...n}\{s}, r,, and t are

randomly selected, hence (u,,U,...,u,) and R are also uniformly distributed. ¢ does not

contain any information about the actual signer or signcrypter. It still needs to consider
whether v =r.P,,, +h,D,, leaks information about the actual signer or signcrypter. Let us
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consider the following equation:
e(P,V)=e(P,r, PpLIb + hleDS)
=e(Ppup, P +Qpp.)
:e(PpublrsP)'e(Ppubithle)

:e(Ppuvas + Z(hl ’QIDi +Ui))'e(Ppubﬁthle)

i=Li#s

It seems that an attacker can check whether ID; is the actual signer or signcrypter by

checking whether the following equation holds:
e(Ppup U +i:§j(hi ‘Qip, +Uy)) _—e(P:Jf)l,Df’l\j/(;le) .

However, the equation holds not only when j=s, but also when vje{12,..,n}\{s}. i.e. the
signature is symmetric.

Thus, for any fixed message m and fixed ring L, the distribution of &={c,R,U,,U,,..,.U, .V}
is independent and uniformly distributed no matter who is the actual signer or signcrypter. An
attacker has no advantage in identifying the actual signer or signcrypter over random guessing.

5.5 Comparison of performance

We compare our scheme in the ring signcryption mode with other identity-based ring
signcryption schemes using bilinear pairings, including Zhu et al.’s scheme [40], Li et al.’s
scheme [42], Zhang et al.”s scheme [43] and Deng’s scheme [44]. The comparison is listed in
Table 1. pa, SM and Ex represent the pairing computation, scalar multiplication on G, and

exponentiation on G, respectively. From Table 1, we can see that the pairing computations of

scheme [44] is linear with the ring size n in the signcryption and un-signcryption stages,
while others just need constant pairing computations. The scalar multiplication computations
of our scheme are the least in the signcryption stage (n>2) and are one of the least in the
un-signcryption stage. The ciphertext sizes of all schemes are almost the same.

In order to understand the comparison more directly, we use PBC library [50] to give out
the concrete experimental data. The hardware platform is an Inter Core i7-4510U CPU 2.0
GHz with 8 GB memory and the operating system is Windows 7 home basic 64-bit. The
supersingular elliptic curve is E/F,:y® =x®+x with embedding degree 2, where ¢ is a 160-bit

Solinas prime 2° +2'% +1 and p a 512-bit prime satisfying p+1=gh (hisamultiple of 12). Its
security level is equivalent to 80-bit AES. In this experimental environment, the average
computational time of a pairing, a scalar multiplication on G, and an exponentiation on G, is

listed in Table 2 (we have experimented it 100 times). By combining Table 1 and Table 2,
and letting the ring size n be 10, we get Table 3. Obviously, our scheme is highly efficient. In
addition, our scheme uses only one key pair and one algorithm. Let the identity of a user be
160 bit, the bit length of G, be 512 bit and the EXE file be 273KB in the above situation. Thus,
our scheme is able to save key pair storage by 1184 bit and one EXE file storage by almost
273KB.

In addition, we compare our scheme in the ring signcryption mode (n=1) with Han et al.’s
[11] scheme in the signcryption mode. The comparison is listed in Table 4. By combining
Table 4 and Table 2, and letting the ring size n be 1, we get Table 5. As the bilinear pairing is
a very time consuming operation and scheme [11] is not pairing-based, the performance of
scheme [11] is much better than ours. So designing pairing-free GRSC schemes will be our



5566

next work. In addition, although scheme [11] is better than ours, it is not a ring

Zhou et al.: Efficient Identity-Based Generalized Ring Signcryption Scheme

signature/signcryption scheme, which means it does not allow anonymity.

Table 1. Comparison of performance |

Scheme Signcryption Un-signcryption Signature-size
[40] Pa+(2n+3)-SM 3-Pa+n-SM [m|+(n+2)- |G|
[42] Pa+(2n+1)-SM + Ex 3-Pa+n-SM [m|+(n+2)-|G, |
[43] Pa+(2n+4)-SM 4-Pa+n-SM [m|+(n+2)- |G|
[44] 2n-Pa+(2n+1)-SM (2n+1)-Pa+2n-SM Im|[+(n+D)-|G, |+]q]
Ours Pa+(n+3)-SM +Ex 3-Pa+n-SM [m|+(n+2)- |G|
Table 2. Cryptographic operation time (milliseconds)
Pa SM Ex
15.58 7.62 1.8
Table 3. Comparison of performance Il (milisecondes, n=10)
Scheme Signcryption Un-signcryption
[40] 190.84 122.94
[42] 177.4 122.94
[43] 198.46 138.52
[44] 471.62 479.58
Ours 116.44 122.94
Table 4. Comparison of performance I11 (n=1)
Scheme Signcryption Un-signcryption Signature-size
[11] 2-SM 3-SM Im|+|G.|+]|q|+|MAC|
Ours Pa+4-SM +Ex 3-Pa+SM [m|+3]G, |
Table 5. Comparison of performance IV (milisecondes, n=1)
Scheme Signcryption Un-signcryption
[11] 15.24 22.86
Ours 47.86 54.36

5.6 Application of the scheme

Generalized ring signcryption can be applied in many practical areas. In general, if a person
wants to sign a document anonymously, he/she can use a ring signature. If he/she wants to sign
a document anonymously while keeping the document confidential, he/she can use a ring
signcryption. Using our generalized ring signcryption, he/she just needs to hold one key pair
and use one algorithm to achieve both functions. In this way, the key management and system
deployment will be simplified. In the following, we give a concrete example to show the
advantages of the generalized ring signcryption.

In recent years, wireless body area networks (WBANS) have attracted much attention from
both academia and industry. Multiple wearable or implanted intelligent physiological sensors
will collect various vital signals in order to monitor the patient’s health status, and these
collected signals will be transmitted wirelessly to a controller (mobile phone or PDA). Then
the controller will transmit all this information to a remote health server, so that this
information will be shared and processed by many doctors. Meanwhile, the patient can consult
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doctors remotely through the WBANSs. The doctors only need to know the bio-information of
the patient while all private information such as name and age, etc. must be kept secret;
therefore, anonymity must be provided [51,52]. At the same time, confidentiality and/or
authentication must also be guaranteed. Generalized ring signcryption is well suited to this
scenario. For bio-information, the controller can transmit it by ring signcryption to the remote
health server to guarantee confidentiality, authentication and anonymity. For consulting
information, the controller can transmit it by ring signature to guarantee authentication and
anonymity as ring signature requires less computation. Using our generalized ring
signcryption scheme, the controller will need to hold one key pair and use one algorithm only.
It can be illustrated in Fig. 1.

Register ‘ Register
Hospltal
Bio—information
‘ Ring signcryption

!

One kev pair & one
algorithm for both

functions ;j

Controller l

. . Health 591ver
Ring signature

Consulting information :>

Fig. 1. Application of GRSC scheme in WBANS

Now, we will show in detail how our GRSC scheme is going to be applied in the WBANS.
Firstly, the hospital runs the setup algorithm to produce the system public parameters
{.G\,G,,q.P,P,,, . H,,H, ,H,, f} and the master secret key s. Secondly, the patients and doctors

get their private keys Dy from the hospital. Thirdly, the sender patient spontaneously
conscripts other n-1 patients to form a ring. For the Bio-information, he/she calls the GRSC
algorithm in the ring signcryption mode to produce a ciphertext o = {¢, R,U,,U,,...,U,.¥} . For the

consulting information, he/she calls the GRSC algorithm in the ring signature mode to produce
a ciphertext o ={c,R,U,,U,,.,U,.¥}. If =0 (orepresents the point at infinity), & is a ring

signature. The receiver doctor verifies e(P,V):e(PM,z":(h‘.QijrUi)). If it holds true, he/she
i=1

accepts o, or otherwise rejects «. If =0, & is a ring signcryption. The receiver doctor

verifies e(P,V):e(PM,z":(hiQmj+Ui)) . If it holds true, he/she recovers the message

=1

m= I, (w, R,QH,‘,QHJZ,...,QIDR)GBG .

6. Conclusion

In this paper, we introduce a new concept of generalized ring signcryption, which can perform
ring signature and ring signcryption with only one key pair and one algorithm. It is very
suitable for a system which has a large number of users, or has limited storage space, or whose
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function requirements may be changed later. Then we give a formal definition and a security
model of GRSC and propose a concrete scheme. Our scheme is secure under the GBDH

assumption and GDH  assumption in the random oracle model and allows unconditional
anonymity. Compared with other identity-based ring signcryption schemes that use bilinear
pairings, ours is a highly efficient one. Future work is to design GRSC schemes without
bilinear pairings.
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