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Abstract

Network virtualization is an emerging technology for solving the rigidity of the physical network

infrastructure. The innovative technique virtualizes all resources in the network, including the network

links and nodes, and provides a number of virtual networks on a single network infrastructure. In

order to realize a virtual network, a thorough and complete monitoring of all resources in the

network should be performed firstly. OpenFlow is an open source stack for network virtualization.

However, it is impossible to apply OpenFlow to AP-based legacy wireless LAN environment because

OpenFlow targets ethernet-based LAN environment. In this paper, we implement an adaptor—styled

virtual switch for AP-based wireless LAN through customizing the Open vSwitch which is a virtual

switch of OpenFlow. The evaluation test results show that the implemented OpenFlow stack operates

successfully. The implemented OpenFlow stack can now be plugged immediately in existing AP-based

wireless LAN environment and plays network resource monitoring. In the future, we can develop

wireless LAN virtualization applications on the wireless OpenFlow stack.
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Fig. 1. The Legacy Wireless LAN Environment
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IIl. OpenFlow-based Access Point(AP)
Virtual Switch
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Open vSwitch¥ 1% 4¢] OpenFlow 29x¢] & ==&
Egtgo® OSI L2(Layer 2)ollA F2ske= 22 HelA] 7]
HE AXEdo] ~90x]e] dFoR, strdlo] 29x]¢ By
o] 7V WESNAE BAE= ste]Huto] A (Hypervisor) 9k aH-

o] B4 UESA AlelolA 73 HEL I EFY £ -
HUHH - QoS A F w=ElA 294 7es ATt o] 7t
4 2$AelE dlolE HHT fAHI Ao HHS F
OpenFlow ZEZ R o]y o] 1 Ao ZEE S} 54l
3}7] $13F OpenFlow ool dE7} thalgtl. Open vSwitche
AeFAel 74 fat I8 59 AL 1 Fa UEe ofel
2.

« 2ZEOIE A AY 993 ARA F (el A

o= £y

i | ovs-ofctl |

Management
{control plane)

" OpenFlow | i :
pazrl_n? v | | ovs-dpetl | | ovs-vsetl |
| [ vswitchd ] [ ovsdb ] User space |
J .
( ] PO Kernel space
['7dampath ’_@| Data plane
0008
: i ) R

Fig. 5. Software Modules of Open vSwitch

« vswitchd: 7 2912 SEES 98 dukdQl 9 F &
A YEoz OpenFlow ELZEZo|
(ovsdb), 718t 24 Al=8la} F4l

« datapath: 7} 2=91%19 Ad 282 7 A< 9 53

* ovs—dpctl: AE9] datapath =5<S AA3I= &

+ ovs-vsctl: T]H#9l vswitchde] A4 2 744l f-Elg]

« ovs-ofctl: 7M 2=9) ¢} FEET Atele] He] B Ao]

defE

2. AP Virtual Switch Design Approach
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Fig. 6. Protocol Stack of the Proposed AP Virtual Switch

3. Implementation of the Proposed AP Virtual

Switch

3.1 Hardware Platform
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Table 1. RB450G Specification(Virtual Switch)

ltems Specification
Bootloader RouterBoot
SOC Atheros AR7161 MIPS 24K
CPU Speed 680Mhz (Max 800Mhz)
Flash—Chip Hynix NAND 512MiB
Flash size 512M
RAM 256M
Ethernet Atheros AR8316
USB None
Serial 1 Port
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Fig. 7. Photo of MikroTik RB450G Board

3.2 Software Implementation

(] OpenFlow 7MF 2%

7P 2928 gAT SdAARE FAW geE AAS
Y29 F e duld= g5 718k OpenWrt(Open
Wireless Router)E RB450G Z#&o] o] - =4 . 733k
o. I F8 AL o9} £k
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YE=9 78 VirtualBox Wl Ubuntu ver. 12.04 A% 3 &

T EEE AYste I2E LA owAE A3,

> sudo apt-get install build-essential subversion git-core
libncursesb-dev zliblg-dev gawk flex quilt libssl-dev
xsltproc libxml-parser-perl unzip<

« OpenWrt &% IE= g2t - A4 . Hs
OpenWrt AFUENA #7]X & tfeuto} AA0tUS o)
olEsta, HQ 7| A9 F et

> git clone git://git.openwrt.org/openwrt.git && cd

openwrtd

> mv feeds.conf.default feeds.confd

> echo ’src-git openvswitch git://github.com/pichuang/open
vwrt.git” >> feeds.conf

> .Iscripts/feeds update -ad

> Iscripts/feeds install -ad

> make menuconfigd

> make prereqd

> maked

« Open vSwitch(OVS) &2 & theR= - A4 -
OVS AFYENA #7141 & the-to}l AU S fHo|E
sta, g Fj7|A] A8 § 7P A] A Yo E W=t
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> .Iscripts/feeds update -ad

> .Iscripts/feeds install -ad

> echo ’'src-git openvswitch git://github.com/pichuang/open
vwrt.git” >> feeds.confd

> .Iscripts/feeds update openvswitchd

> .Iscripts/feeds install -a -p openvswitche

> make menuconfigd

> make kernel_menuconfigd

> maked
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Fig. 8. Network Configuration of OpenWrt
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# ovs-vsctl add-br ovsbrOd

# ovs-vsctl add-port ovsbr0 ethld

# ovs-vsctl set-controller ovsbr0 tcp:1.2.3.4:6633 vwrt.git’
>> feeds.confd
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Fig. 9. Block Diagram of the Implemented Virtual Switch
and a General AP
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Ant H7]X] 3 ¥ FloodLightE Helo] 7N A28
(Ubuntu 12.04)0l A x]3},

> sudo apt-get install build-essential default-jdk ant
python-dev eclipsed

> git clone git://github.com/floodlight/floodlight.git<

> cd floodlightd

> sudo mkdir /var/lib/floodlight<!

> sudo chmod 777 /varflib/floodlight

> java -jar target/floodlight.jard

> ant eclipsed

4, Evaluation of the Implemented AP Virtual

Switch

4.1 Test Environment
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Fig. 10. Test Environment for Wireless LAN Monitoring
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4.2 Network Topology
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Fig. 11. Wireless Network Topology Report Generated by
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4.3 Traffic Monitoring of Access Points
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Fig. 13. Traffic Report Generated by FloodLight for APs
(virtual Switches) of Fig. 10

4.4 Realtime Wireless LAN Monitoring
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B aExxcE Q¢ 3T 4

Filter: v | Expression.. Clea

Mo, Time Source Destination Protocol
255 9.511365 ed:f4:06:07:82: 34 Broadcast s02.11
256 9.311925 ed:fa:c0:07:82: 4 IntelCor cB:d2:fc 802,11
257 11.932041 Inlell:or_:l.:d!;fc (RA) 802.11
258 11,9328  IntelCor cB:d2:fc 08:10:76:9f:58:12 80z.11
259 11.932842 0B:10:78:91:58:12 IntelCor ¢B8:d2:fc Bnz.11
260 11.937845 IntelCor cB:d2:fc (RA) 8082.11
261 11.940007  IntelCor cB:d2:fc  08:10:76:9f:56:12 802.11

| Fitd n.mu Inl!ltor l:B‘dJ'fl: IGJ ll

'u 10:76: sf 56:12

I 11957028 mel:or <8: uz fc (Ra) s02. 1

lrmut m ll
IntelCor cB:d2:fc (RA) 802.11

H:ﬁ:ﬂ:ll::(

266 11.976944
267 11.982525

* Frame 261: 102 bytes on wire (818 bits), 102 bytes captured (Bl bits)
» Radiotap Weader v, Length 13
= IEEE B82.11 Association Reguest, Flags: ........
| 1EEE 862.11 wireless LAN nanagesent frome
* Fixed parameters (4 bytes)
¥ Tagged parameters (61 bytes)
¥ Tag: SSID parameter set: testé2

Tan Mmhar: CCTR aaramarar caf (81

D000 00 00 ©d 00 B4 80 02 00 02 0D OO 0O DO DO B0 32  ........ .......
D010 01 88 10 76 97 56 1200 21 Gb cB A2 fc DO IO 76 ...v.V., TK.....0
028 Sf 56 12 b0 26 21 04 02 00 00 08 74 65 73 74 30 .V..E).. ... testl
H)l llillﬂl!l‘llblbﬂ: 1182 H B 2. e $2.0H

T

@ File: “/root/Documents/PacketCa...  Packets: 6967 Displayed: 6307 Marked: 0 Load
Fig. 15. Capturing DHCP Server Packets Assigning an IP
Address to device0O in Wireshark

Sedoes WBxce Q¢ 3T 2

Fiter: | v | Expression.. Cleas

Mo. Time Sowce Destination Protocol
IntelCor cB:d2:fc (RA) 802.11

‘ 95 3.180150

96 3. 180349 IntelCor c8:d2:fc (RA) 802.11

48 3. 160688 IntelCor_c@:d2:fc (RA) 862.11

108 3.180890

IntelCor ¢8:d2:1c (RA) 802.11

1082 3.216146 68:10:76:97:56:12
183 3.273092 G4:03:99:01:30:c4

Broadcast
Broadcast

802,11
802.11

104 3.202781 IntelCor c8:d2:1c (RA) 802.11
105 3. 488943 IntelCor cB:d2:fc (RA) 802.11
106 3.489625 IntelCor cB:d2:fc (RA) 802.11

168 3.373340 98:10:76:91:56:12 Broadcast 802.11
169 3.582438 G4:cd:99:01:30:c4 Broadcast 862.11
110 3.591543 IntelCor cB:d2:fc (RA) 802.11
111 3.797748 IntelCor_cB:d2:fc (RA) 802.11
112 3.796521 IntelCor c8:d2:%c (RA) 802.11
113.3,801194 IntelCor c8:d2:fc 64:¢5:99:a1:30:¢4 802.11
114 3.830519  08:10:76:91:56:12 Broadcast 802,11

* Frome 107: 100 bytes on wire (B0 bits), 180 bytes captured (800 bits)

* Logical-Link Control

» Internet Protocol Version 4, Src: 192,168.3.11 (192.168.3.11), Dst: 173,
¥ Transaiysion Contrel Protocol, Src Port: 38621 (30621), Dst Port: wmpp-c
Source port: 56621 (50621)

Nast inatinng anrt: wann.cllant (3130

00 00 Oc 60 00 80 04 00 00 00 02 07 01 07 BB Bl ........ weceeees
16 00 00 64 ¢5 99 al 30 c4 00 21 6b c@ d2 fc @8 10 d...% k...
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Fig. 16. Capturing Streaming Packets Between deviceO and
devicel in Wireshark
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