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The cryptographic module design requirements of Flight Termination
System for secure cryptogram delivery
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ABSTRACT .

In this paper, we show the design requirements of the cryptographic module and its security algorithm designed to prevent
the exposure of the command signal applied to Flight Termination System. The cryptographic module consists of two
separate devices that are Command Insertion Device and Command Generation Device. The cryptographic module designed
to meet the 3 principles(Confidentiality, Integrity and Availability) for the information security. AES-256 block encryption
algorithm and SHA-256 Hash function were applied to the encrypted symmetric key encryption method. The proposed
cryptographic module is expected to contribute to the security and reliability of the Flight Termination System for Space
Launch Vehicle.
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