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Practical Methods for Managing Faults in IoT Computing
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ABSTRACT

Internet of Thing (loT) computing is an environment where various devices with sensors and actuators are connect, and interact
fogether to acquire contfexts and provide useful services. With the advances of loT technologies, its usability becomes an in important
issue. However, there exist various types of faults in loT computing which are not conventionally addressed in software research
community. Providing reliable 10T services is challenging. In this paper, we present a hierarchy of loT faults and analyze causes and
sympfoms of the faults. Based on the analysis, we define effective methods for managing IoT faults. We believe that our proposed
framework for managing loT faults can be utilized in reducing the development cost of loT applications and enhancing the quality of
the applications.
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(Figure 1) An example of connectivity faults by
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(List 1) An algorithm for recognizing symptom on

(1) olX|=lz 340t =20l M7 2| service
(Table 1) Components and detected symptoms input: N/A
Detected Profile Information output: N/A
Symiptom 01 ' Begin
LSP Execution time 02 loTService srv = new loTService();
Service profile threshold
ISR Valid range 03 itryf
Cormection 04 time startTime = Time.currentTime()
LCP response time 05 result = srv.execute()
threshold 06 time endTime = Time.currentTime()
Device profile .
Icc Sensor info 07 if result is invalid :
NDR Sensor info 08 throw new InvalidResultException()
Actuator info
g QI XEEs]| (16753) 81



loT ZAFEl MEX HE 2| J|Y
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e 01 : public void execute() {
; . . 02 Random random = new Random();
E\ ws o
: g 03 while (isExecuted) {
g 04 float direction = random.nextFloat();
05 float velocity = random.nextFloat();
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(Figure 10) Preceding relation among fault remedy 06 try {
methods 07 spheroball.move(direction, velocity);
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