1143
ISSN 1598-3986(Print)
ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2015.25.5.1143

ESE dle]Jelujo]x uje] 2HAs dl= B 7y*

Journal of The Korea Institute of Information Security & Cryptology
VOL.25, NO.5, Oct, 2015

= t - =
Z™88’ 249 oAz
Tl MEE Syl

A recovery method for deleted records in the ESE Database*

Jeong-hyeon Knnf Jong-hyun-Choi, Sang-jin Lee’
Center for Information Security Technologies, Korea University

e o

Extensible Storage Engine (ESE) dloJel#lo]~E Microsoft”’t 7|3k dlo]elwlo]~2 Internet
Explorer, Spartan® 22 «lHzk$-#9} Windows Search, System Resource Usage Monitore} 2 1=
+ AlzH"ellx F88A AME) 7]|E2] ESE dHlejelwo]x Fof= A3E 3L 3 g} el
o] Aol wel FAdE YA b= AF EAg =g AR HEis 5 B A ZR ol A n
EE Holgs H73hA] 3t & w=Eelxe ESE dlejeue]x 725 #4435 /g dleleule] 27} obd H&
Ao A4 ol AAE Hzze] B 7S Alksld o] T R Falste] Algst AIE AlAgc}

o) == 5 2~
s Y 5

ABSTRACT

Extensible Storage Engine (ESE) database is a database developed by Microsoft. This database is used in web browser
like Internet Explorer, Spartan and in Windows system with Windows Search, System Resource Usage Monitor. Previous
ESE database viewer can display an incorrect result and can’t read the file depending on collected environment and status
of files. And the deleted record recovery tool is limited to some program and cannot recover all tables. This paper suggests
the universal recovery method for deleted records and presents the experimental results through development of tool.
Keywords: ESE database analysis, ESE database format, ESE database forensic
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Table 4. Test set to measure performance
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