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Auto Detection System of Personal Information
based on Images and Document Analysis
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Abstract This paper proposes Personal Information Auto Detection(PIAD) System to prevent leakage of Personal
informations in document and image files that can be used by mobile service provider. The proposed system is to
automatically detect the images and documents that contain personal informations and shows the result to the user.
The PIAD is divided into the selection step for fast and accurate retrieval images and analysis which is composed
of SURF, erosion and dilation, FindContours algorithm. The result of proposed PIAD system showed more than
98% accuracy by selection and analysis steps, 267 images detection of 272 images.
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Fig. 1. Counselling Count of Privacy Infringement
Report(KrCERT/CC)
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Fig. 2. Images that contain personal information
used by mobile service provider
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