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Group Key Generation and Exchange Scheme using a Trapdoor
Collision Hash in M2M Communications Environment
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Abstract The development of wireless communication technology and change in the ICT market has led to the
development of the M2M service and technology. Under these circumstances, the M2M environment has been the
focus of communication environment construction between machines without control or direct intervention of human
being. With characteristics of wireless communication environment, the possibility of being exposed to numerous
security threats and safe communication security technology have becoming an issue an important requirements for
problems such as data exposure, forgery, modulation, deletion, and privacy. This research analyzes requirements of
trapdoor collision hash, generates keys between groups under the M2M environment by using the specificity of
trapdoor, and suggests technology to exchange keys with session keys. Further, it also suggests techniques to
confirm authentication of device and gateway in accordance with group key generation. The techniques herein
suggested are confirmed as safe methods in that they have attack resistance such as Masquerade Attack,
Man-in-the-Middle Attack, and Replay Attack in the group communication block by using the speciality of collision
message and collision hash.
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Fig. 1. oneM2M Functional Architecture
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Table 1. Types of oneM2M Communication

Type 1 ASN - MN(Middle) - IN
Type 2 ADN - MN(Middle) - IN
Type 3 ASN - Mcc - IN
Type 4 ADN - Mca - IN

2 Fefell whet vhekgk M2M tuto] 2~7F &4 7hs
g, 7t == Alole AEY $A 71e?d Zghee,
Bluetooth®} A& 4 F4l 71 WLAN, WiFi &
o] DD V&, aen %%21 2 71«9l LTE,
WCDMA 59 74 221 7128 Abgge™ MaM A4

2 Az 7153 27AMES ITU-TSF ETSIZF M2M

- 10 -



The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 15, No. 5, pp.9—17, Oct. 31, 2015. pISSN 2289—0238, elSSN 2289-0246

AMu| 2o} of Ze) Aol d AlTS sl BEstE A9

staL = o

18 ¥ 2% ITU-T9 Mu2 A% B

b 2PN e,

H 2. ITU-T Eo QFALEt
Table 2. ITU-T Security Requirement

Authentication

Service layer is required to provide
authentication mechanisms for applications
and devices and prevent unauthorized use of
the devices.

Privacy

Service layer is required to support privacy
protection capabilities, such as anonymity of
identity and location, according to regulation
and laws.

Confidentiality

Service layer is required to support data
transfer confidentiality.

Service layer is required to support data

Integrit . . .
enty integrity protection.
Service layer is required to support security
Support of |capabilities, such as supporting user access
security for |control of protected data, for M2M service
service scenarios |scenarios involving multiple actors inside a
involving single administrative domain and across
multiple actors |different administrative domains (e.g.,
countries, operators).
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Table 3. Trapdoor Collision Hash Security
Requirement

Collision_re There is no efficient algorithm that given
. only PK, L, m and 1, (but not the secret key
sistance . .
SK) can find a second pair m, r.
. The chameleon hash value C does not reveal
Semantic . .
. anything about the possible message m that
Security
was hashed.
Assume the recipient has computed a
collision using the wuniversal forgery
Message algorithm. By showing the second pair(m’, r')
Hiding without the need to open the original
message it may correspond to invalid
request.
If a recipient with public key PK has never
Ke computed a collision under label L, then
Fx syure given C=Hash(PK, L, m, r) there is no
Do efficient algorithm that can find a collision.
Freeness . .
(a second pair m, r mapping to the same
digest C).
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