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Abstract 
 

A smart meter is one of the core components in Advanced Metering Infrastructure (AMI) that is 
responsible for providing effective control and monitor of electrical energy consumptions. The 
multifunction tasks that a smart meter carries out such as facilitating two-way communication between 
utility providers and consumers, managing metering data, delivering anomalies reports, analyzing fault 
and power quality, simply show that there are huge amount of data exchange in smart metering 
networks (SMNs). These data are prone to security threats due to high dependability of SMNs on 
Internet-based communication, which is highly insecure. Therefore, there is a need to identify all 
possible security threats over this network and propose suitable countermeasures for securing the 
communication between smart meters and utility provider office. This paper studies the architecture of 
the smart grid communication networks, focuses on smart metering networks and discusses how such 
networks can be vulnerable to security attacks.  This paper also presents current mechanisms that have 
been used to secure the smart metering networks from specific type of attacks in SMNs. Moreover, we 
highlight several open issues related to the security and privacy of SMNs which we anticipate could 
serve as baseline for future research directions. 
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1. Introduction 

The limitations of legacy power grid systems have introduced a new power grid system 
called the smart grid. The smart grid can be defined as an integration of power grid systems 
with communication systems [1, 2]. It is undeniable that the integration of communication 
systems into the power grid systems has improved the ways of managing and controlling the 
resources of power grid systems such as power flow and data management system. This 
integration also enables a two-way communication between utility provider and energy 
consumers which also allows an efficient ways to manage and monitor data flow from a 
hierarchical structure of the smart grid systems. The smart grid consists of two main 
components namely power grid systems and communication systems. Subsequently, power 
grid systems can be further divided into three major sections; power generation, power 
transmission and power distribution. These three sections are responsible for supplying 
electrical power to consumers’ homes, factories and business buildings. On the other hand, the 
communication systems comprise of different network topologies such as Wide Area Network 
(WAN), Neighborhood Area Network (NAN), Building Area Network (BAN) and private 
network called Home Area Network (HAN) [3]. These four network topologies are the core 
networks that allow data exchange between utility provider and consumers. The smart grid’s 
function is not only about adding communication systems; it also covers sustainable energy 
system, efficient energy management and secure energy supply [4]. 

In order to ensure interoperability between different types of network topologies with 
different set of communication technologies, a smart device called smart meter has been 
introduced. A smart meter is a digital device that provides advanced functionalities of remote 
meter reading for collecting smart meter data. This includes sending and executing control 
commands such as remote connect or disconnect [5]. By communicating with other smart 
meters, a network of smart meters called smart metering networks (SMNs) is formed. This 
network is also known as Advanced Metering Infrastructure (AMI) and it is part of the smart 
grid communication systems that is responsible for managing and delivering smart meter 
information such as billing data, command data, request data and Demand-response (DR) data 
[6, 7, 8]. These data will be sent to the nearest utility provider office as well as consumers for 
analysis and billing process. With these abilities, a smart meter is not only can provide 
effective communication but also enable consumers to efficiently manage and monitor their 
own energy usage through DR programs such as incentive-based or time-based programs [9, 
10, 11].  

The growing dependability of smart meter communications on Internet-based 
communication has increased the vulnerabilities of smart metering networks to Internet-based 
attacks such as eavesdropping, false data injection, denial of service (DoS), impersonation, 
replay, repudiation and node compromised attacks [12]. These attacks are dangerous to the 
smart grid systems in the sense that it can cause problems like power instability and huge 
financial losses. Nowadays, many security solutions have been proposed to secure data 
transmission in wired and wireless networks. However, these solutions cannot simply be 
applied to SMNs due to limitations on smart metering devices such as memory, 
communication and computational capabilities. Apart from security issues, privacy has also 
becoming hot issue that has been publicly raised by researchers in power industries and 
academia realm [13, 14, 15, 16, 17, 18, 19, 20]. Within every 1, 5, 10, 15 or 30 minutes 
intervals, smart meter data will be recorded and transmitted to utility servers and as such there 
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is vast amount of data will be exchanged between utility provider server and consumers [17, 
21, 22, 23]. These frequent data collection of smart meters have increased the risk of violating 
human privacy such as information theft and profiling human behavioral patterns [24].  

To the best of our knowledge, to date, there are only three available surveys on threats and 
vulnerabilities have been covered in the area of SMNs [25, 26, 27]. However, most of the 
existing surveys focus more on defining the types of attacks and vulnerabilities without 
providing detail security analysis. Furthermore, providing good solution to address security 
attacks in SMNs is still becoming a void of this area that needs to be filled in. Our paper 
provides detail discussions on the fundamental architecture of smart meter communication 
networks and explains how such networks can be vulnerable to security attacks. Our paper 
also provides detail security analysis on attacks, vulnerabilities and countermeasures that have 
been discussed in the existing schemes in order to defend against specific types of attacks in 
SMNs. In addition, we also highlight several security challenges and open issues related to 
privacy, data aggregation and node compromise attack which have been neglected by most of 
the existing schemes. We anticipate that this paper would provide some significant insights for 
research on improving the security and privacy issues of SMNs. 

The rest of this paper is organized as follows. In Section 2, we discuss a hierarchical 
structure of smart grid communication systems. In Section 3, we provide discussion on the 
network topologies that involved in smart grid communication systems. The types of security 
attacks in SMNs are presented in Section 4. In Section 5, we list and explain several security 
requirements for data communication security. Section 6 discusses security analysis on the 
existing schemes in SMNs. Section 7 discusses several open issues, future research directions 
and possible solutions to cater the node compromise attack and last but not least, section 8  
concludes this paper. 

2. The Smart Grid: Communication and Power Grid Systems 
The smart grid systems can be divided into two separate systems which are communication 
systems and power grid systems. As depicted in Fig. 1, the smart grid communication systems 
consist of several numbers of network topologies implemented and structured in a hierarchical 
manner. As can be seen, the base station acts as a data collector acquired from the lower 
distribution networks encompassing Wide Area Network (WAN), Neighborhood Area 
Network (NAN), Building Area Network (BAN) and Home Area Network (HAN). These four 
network topologies are the core communication network in smart grid and will be further 
discussed in the following section. 

On the other hand, from the perspective of power grid systems point of view, energy can be 
generated via a variety of power generation plants such as nuclear, hydro, wind and solar 
systems. The generated energy is then distributed via two different power substations. The 
first substation known as transmission substation and it is normally located in a subsequent 
position of the power generation plant. This substation is responsible for supplying high 
amount of voltage from power generation plant to the next substation known as distribution 
substation. Basically, the distribution substation is located in close proximity of industrial or 
residential areas where it is responsible for converting the high voltage power supply into 
medium voltage power supply prior to distributing it to low voltage feeder pillars. The low 
voltage feeder pillar then distributes the low voltage power supply to the nearest industrial or 
residential areas such as commercial buildings and homes. 
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3. The Smart Metering Networks 

To facilitate data communication in the smart grid, several types of networks such as HAN, 
BAN, NAN and WAN have been introduced. Details about these networks will be discussed in 
the following subsections. 

3.1 Home Area Network (HAN) 
HAN is a dedicated network connecting all smart devices that operate within a home network. 
To enable communication in HAN, a wireless smart meter is placed within consumer’s home 
which is then act as a HAN gateway that is responsible to manage all the data communication 
involved [28]. Through this network, consumer can control and monitor energy consumptions 
and data flow between home appliances such as thermostats, air conditioners, fridges, washers, 
dryers and stoves [29]. 
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Fig. 1. The smart grid: Communication and power systems 
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A typical HAN consists of three main functional components known as 

coordinator/gateway, digital devices and communication protocol. The coordinator/gateway is 
responsible to manage, control and monitor the communication links between all digital 
devices that operate within the home network. The coordinator/gateway is also responsible in 
enabling the communication between the HAN and BAN gateways in the case of the HAN 
gateway is attached to a building network which consists of hundreds or thousands of home 
apartments. Meanwhile, the digital devices are responsible in providing information for 
energy management purposes and the communication protocol is used to ensure the 
interoperability and compatibility between different hardware, protocols and data exchange 
formats. Fig. 2 shows the example of HAN. Nowadays, many communication protocols have 
been proposed in order to ensure the high level of interoperability between different type of 
devices in HAN including ZigBee, 6LoWPAN, Z-Wave, Wireless HART, Bluetooth, ISA 
100.11a and M-Bus. However, detail information about these protocols will not be discussed 
in this paper. 

 

 
Fig. 2. Home area network (HAN) 

 

3.2 Building Area Network (BAN) 
BAN is a network that covers the communication within a building which consists of a number 
of apartments or homes. Fig. 3 shows the BAN network topology that consists of several 
numbers of HANs. In order to maintain communication links between BAN and HANs, a 
device called BAN gateway is installed in the building. The functions of this gateway are to 
aggregate, monitor and provide information such as power requirement and energy 
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consumption on its HANs, whereby, this information will be sent to the nearest data collector 
center or NAN gateway. In order to enable the communications between BAN gateway and its 
HANs, network technologies such as Wi-Fi or WiMAX is a preferably suitable alternative to 
be used. However, recent work by [3, 30] shows that Wi-Fi might not be of a well-suited 
technology to support the communications in BAN due to the need to have long distance (over 
one hundred meters) coverage for a particular apartment to the BAN gateway. 

 
Fig. 3. Building area network (BAN) 

3.3 Neighborhood Area Network (NAN) 
NAN is a network which provides communication links between utility providers to smart 
meters that are installed in consumer sites as shown in Fig. 4. Through a NAN collector, the 
energy consumption of a certain neighborhood can be measured and monitored by the 
corresponding distribution substation. Nowadays, there are over 20 million and 78 million 
smart meters installed in North America and Japan respectively. All these smart meters are 
equipped with RF (Radio Frequency) mesh communication technology for the purpose of 
collecting different types of smart meter data [7, 31]. RF mesh has been the preferred 
technology to be implemented in smart metering networks for its unique properties such as 
capability to cater for multihop network and dynamically form ad hoc communication links 
among neighboring smart meter nodes.  Besides RF mesh technology, there are other solutions 
such as WiMAX, power-line communication (PLC) and cellular technologies. However, the 
use of such technologies is still not widely implemented due to several factors such as 
requiring high investment cost and expensive equipment to be deployed. 

3.4 Wide Area Network (WAN) 
WAN is a communication network that covers long-distance data transmission from NAN 
gateway points to utility’s back-office systems or control center. As shown in Fig. 1, the 
interface between WAN and NANs consists of base stations, while the interface between NAN 
and BANs is a BAN gateway which is then connected to smart meters which act as an interface 
between BAN and HANs. However, in the case of individual residence house, the smart 
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meters act directly as an interface between NAN and HANs. To facilitate the communications 
within WAN, communication technologies such as WiMAX, cellular, PLC and fiber optic are 
among suitable technologies that can be used to fulfill the requirements for WAN 
communication. 

It is indubitable that the introduction of communication technologies in the power grid 
systems has enabled two-way communication between utility provider and consumer. This 
two-way communication has allowed more adaptive, efficient and effective ways to manage 
and utilize the electrical energy. However, with all the provided advantages, the dependency 
of smart metering networks on Internet-based communication has raised the vulnerabilities, 
cyber-attacks and privacy violation in smart metering networks [12, 32, 33, 34, 35]. Therefore, 
it is important to provide appropriate security and privacy mechanisms in order to protect the 
data communication in the smart grid system as well as the consumer’s private and 
confidential data.   

 
Fig. 4. Neighborhood area network (NAN) 

4. Security Attacks in Smart Metering Networks 
Similar to other wireless networks such as wireless sensor networks (WSNs) and Mobile Ad 
hoc Networks (MANETs), SMNs is also vulnerable to different types of security threats such 
as impersonation, false data injection and node compromise attacks [12]. Although these 
networks have similar issues in term of having limited memory and communication bandwidth, 
dependability on multihop-fashion communication and having low processing power, SMNs 
tends to be more vulnerable to security attacks due to the introduction of two-way 
communication between utility provider and customers that can open door for any attackers to 
jeopardize the network [8, 30]. 

In this section, we discuss several types of security attacks on SMNs and explain how these 
attacks work and what are the effects and consequences of these attacks towards SMNs. 
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4.1 False Data Injection Attack (FDI) 
FDI is a  kind of attack that tries to manipulate data integrity by injecting false data into the 
network with the aim to mislead the control center to make erroneous decision on contingency 
analysis, power dispatch and billing process [36]. In SMNs, the FDI occurs when attacker 
successfully intercept and alter the content of the data prior to being sent back to the network. 
Since wireless medium and broadcast-based communication are used to transmit data in 
SMNs, data transmitted by smart meters using wireless communication mediums can be easily 
captured or intercepted by the attacker. This type of attack can be very harmful especially 
when several attackers are colluding to inject false data into the network. To the best of our 
knowledge, colluding FDI is among the challenging attacks to be detected in authenticated 
SMNs due to the lack or insufficient of misbehavior detection mechanism used in current 
security schemes. As a consequence, when these nodes are successfully being compromised or 
hijacked, injecting false data can be easily done by the attacker. FDI attack is not only can 
cause damage to the original data, but it can also lead to other damages such as power demand 
overwhelming, power instability, blackout or even a power generator to self-destruct [36, 37]. 

4.2 Denial-of-Service Attack (DoS) 
DoS is a common attack in wired or wireless communications whereby the most well-known 
DoS in SMNs is jamming attack. A jamming attack basically occurs in wireless networks in 
which a jammer tries to disrupt the radio frequencies used by the smart meters by transmitting 
another radio signals to interrupt data transmission process [8, 38]. In order to mitigate this 
attack, the authors in [38] have used a game theoretical-based approach called zero-sum 
stochastic. In this game, both sensor (smart meter) and jammer compete with each other in 
delivering the data to control center while the jammer tries to block the available 
communication channels. Other than jamming attack, packet flooding and packet dropping 
attacks are also other examples of attacks that fall under DoS category. 

4.3 Eavesdropping Attack (EVD) 
EVD is another common attack in SMNs which can be defined as an act of secretly listening to 
and recording of data communication over neighboring smart meters. EVD may or may not be 
dangerous; it depends on the eavesdropper’s motivations. However, EVD can invade human’s 
privacy via illegitimate actions such as information theft, identity fraud and profiling human’s 
behavioral patterns. Currently, there exist several schemes focusing on detecting and 
countering the EVD [19, 39, 40, 41, 42, 43, 44]. However, almost all of the schemes focus 
more on improving data encryption techniques that require extra memory and high 
computational power for execution. 

4.4 Impersonation Attack (IMP) 
IMP or man-in-the-middle attack is an attack where a malicious smart meter snatches the 
identity of other legit smart meters. By masquerading as a legitimate smart meter, an attacker 
is able to receive and alter the content of the received messages [45]. What worse, the IMP is 
used by masquerader acting as several fake smart meters identities performing various illegal 
actions that introduce a more severe threat known as Sybil attack. The Sybil attack has the 
ability in crippling or degrading the smart meter network operation by colluding together to 
launch DoS attacks such as packet dropping and flooding attacks. IMP may not only happen 
on meter-to-meter communication but also on meter-to-smart appliances communication 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 9, NO. 4, April 2015                                   1501 

which can cause scenarios like demand exceeding supply, billing overcharge or even 
electricity shutdown to happen [8, 28, 46]. 

4.5 Replay Attack (REP) 
REP is an attack attempting to disrupt security by storing or recording unauthorized data and 
retransmitting the data back at a later time after some modification have been made to the 
original data. For example, data transmission between smart meters can be captured or 
intercepted by an attacker and replay the data after performing some modifications. REP can 
be prevented by using nonce techniques such as timestamp or message sequence number [47]. 
However, the use of message sequence number requires reliable communication channels 
whereas, using timestamp would require the exchange of extra messages which may cause 
communication overhead. 

4.6 Repudiation Attack (RPD) 
RPD can be referred to as denial of participation in the communication. The role of 
non-repudiation functions in smart metering networks is mainly to ensure that the consumers 
or the utilities will not deny that they have been sending and/or receiving their authenticated 
metering data due to motive like avoiding responsibility. The scheme proposed by [48] uses 
one-time signature generation method in order to protect the smart meter data from 
repudiation-based attacks. The scheme has the ability to counter against non-repudiation 
attack and at the same time helps to reduce the energy consumption and computational cost. 
However, the use of one-time signature generation generates another problem called signature 
flaw. This flaw is related to the use of one key for all authentication process. If this key is 
compromised, the security of the whole network will be at risk since only one signature is used 
for the entire communication process. 

4.7 Node compromise Attack (CMP) 
CMP is the most interesting and challenging attack in SMNs which involves hijacking action 
from a node by physically accessing the smart meter node with the aims to take control of 
communication and gain unauthorized access to the node’s sensitive data such as 
cryptographic information [49].   This attack is significantly dangerous for the fact that even if 
only one node is compromised, shared keys would possibly revealed and thus, allowing the 
attacker to participate in encryption and decryption process [50]. In the worst case scenario, 
the attacker may also inject false data into the network after some modifications have been 
made on the original encrypted data. In order to mitigate this attack, the scheme proposed by 
[51] uses reputation-based trust management which is based on a majority rule trust algorithm 
to detect any misbehaved nodes that give false reading on sensed data.  

5. Security Requirement for Smart Metering Networks 

Due to unique properties of SMNs such as two-way communication, it is difficult and 
challenging task to secure and protect smart meter data from being compromised by the 
attackers. Although there are many security solutions available for wired and wireless 
networks, they cannot simply be directly implemented into SMNs. Therefore, it is important to 
explore the security requirements for this network in order to ensure the security of data 
communication in SMNs. 
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In this section, we highlight and discuss several security requirements for SMNs. As shown 
in Fig. 5, there are six security requirements, namely, data confidentiality, data integrity, data 
freshness, data availability, non-repudiation and authentication which are of important aspects 
to be considered in ensuring the security of data communication in SMNs. 

 
 

Fig. 5. Security requirements for SMNs 

5.1 Data Confidentiality 
Data confidentiality needs to be preserved to ensure that the content of data being transmitted 
will never be exposed to unauthorized parties. In SMNs, data confidentiality is an essential 
requirement to protect data from attacks like EVD and men-in-the-middle (MIM) and to 
preserve user’s privacy information. In SMNs, data confidentiality can be ensured by using 
data encryption techniques such as symmetric or asymmetric encryption. 

5.2 Data Integrity 
When transferring data over the network, the sender would have wanted to ensure that the 
receiver gets the data that are of genuine or similar as have been transferred earlier. The 
purpose of having data integrity in smart metering communication is to ensure that the content 
of the original data has not been modified or altered either accidentally or maliciously during 
transmission process. To guarantee data integrity in SMNs, hash functions or Message 
Authentication Code (MAC) can be added to the encrypted data so that any unauthorized 
changes to the original data can be detected.  

5.3 Data Freshness 
Data freshness is another important security requirement to ensure that the transmitted data is 
fresh and recent. In SMNs, data freshness can be achieved by using nonce techniques which 
can be represented in the form of a counter, timestamp or message sequence number that is 
generated randomly using random number generator. To avoid from being altered by an 
attacker, the nonce will be encrypted with the message before it can be sent to its destination. 
The purpose of having such requirement is to protect the data from being manipulated by 
replay attacker. 
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5.4 Data Availability  
If confidentiality is associated to privacy, data availability on the other hand is associated to 
survivability. In SMNs, data availability ensures that the network is alive, and data is 
accessible even in the presence of DoS attack. A DoS attack could be launched at any layer of 
SMNs such as jamming attacks which can disrupt physical and Medium Access Control layers 
functions. At the network layer, an attacker could interrupt or destroy the routing protocol 
whereas at the application layer, an attacker could disable or deactivate important services 
such as network broadcast and key management services.  

5.5 Non-Repudiation  
Non-repudiation is a security requirement to ensure that a sender or receiver cannot deny of 
having sent or received a message. This requirement is essential especially to detect any 
existence of an attacker that tries to launch false data injection, flooding and replay attacks. 
There are many ways to enable this requirement; one of them is by using public key 
cryptography. 

5.6 Authentication 
Authentication is the process of determining or verifying either someone or something is who 
or what it is claimed to be. Authentication can be divided into entity authentication and data 
authentication [49]. Entity authentication (EA) or source authentication gives the opportunity 
to a receiver to verify whether the received data is sent by the right source or not. In this case, 
an attacker cannot participate or join into any activities in the targeted network because it has 
no privilege to access the network. Without entity authentication, an attacker could 
masquerade as a legit smart meter, thus gaining unauthorized access to sensitive data. On the 
other hand, data authentication (DA) allows a receiver to verify that the received data are of 
similar ones that have been transmitted. 

6. Security Analysis on Existing Schemes in Smart Metering Networks 

This section discusses the security analysis on existing secure SMNs schemes. The discussion 
covers the type of security attacks, vulnerabilities and countermeasures that have been used to 
defend against specific type of attacks in SMNs. As depicted in Table 1, 14 existing schemes 
have been evaluated against seven different types of attacks in which, 11 schemes utilize the 
cryptographic-based mechanism [16, 17, 19, 39, 40, 41, 42, 44, 46, 48, 52] whereas the 
remaining three schemes are architectural-based [29], mixing algorithm [28] and compression 
technique [43]. There are seven types of attacks have been considered, namely, FDI, DoS, 
EVD, IMP, REP, RPD and CMP attacks. As shown in Table 1, most of the attacks occurred in 
NAN (11 schemes) while the remaining 3 schemes occurred in HAN. 

From Table 1, it can be seen that 10 out of 14 existing schemes are able to resist FDI 
whereas seven schemes [16, 39, 42, 44, 46, 48, 52] use MAC, while the remaining 3 schemes 
[17, 19, 41] use digital signature techniques. Based on this quantitative analysis, we can 
conclude that MAC technique is the most popular technique used by the existing schemes as 
compared to digital signature technique. MAC and digital signature are the two techniques that 
have the ability to provide data integrity service that is very useful and effective technique to 
detect FDI. These two techniques can also provide source authentication service that can be 
used to detect any smart meter nodes attempting to launch IMP. Although MAC seems to be a 
very popular technique to ensure data integrity in SMNs, this technique has failed to provide 
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non-repudiation service. This is because, MAC used symmetric encryption, whereby sender 
and receiver used the same key for encrypting and decrypting processes. Unlike MAC, digital 
signature used asymmetric encryption whereby, a sender or a receiver use two different keys 
for encrypting and decrypting process. For instance, a sender needs to digitally sign his 
message using his private key before it is being sent to the receiver and upon receiving the 
message; the receiver can verify the message by decrypting it using the sender’s public key. If 
the message is decrypted successfully then the receiver knows that the message is sent by the 
genuine sender. Otherwise, the message will be considered as malicious message. In this case, 
the digital signature does offer non-repudiation service while MAC is not. This is because, by 
using digital signature, the sender of the message cannot deny of having sent a message to the 
receiver because the receiver has already been successfully decrypted the message using the 
sender’s public key. However, if we were to compare between these two techniques in terms 
of computational complexity, memory saving and fast algorithm execution, MAC performs 
much better than digital signature. 

DoS is another common attack in SMNs especially when the data delivery system is based 
on wireless communication [53]. The most known DoS in SMNs is jamming attack. Besides 
jamming attack, network exhaustion attack (e.g. flooding attack) and node exhaustion attack 
(e.g. selective forwarding attack) are the other examples of DoS attacks that can cause massive 
packet delay and packet loss problems. As shown in Table 1, there are two schemes [28, 29] 
that are robust to DoS and five other schemes [39, 42, 44, 46, 52] are vulnerable to DoS. The 
robust scheme proposed in [29] uses ID-based mechanism to defend against DoS. In this 
scheme, each of the smart meters in the network will be assigned a unique ID by the data 
collector before joining the network. This collector is responsible for keeping the entire 
registered ID for authentication purposes. In the case of malicious smart meter node tries to 
join the network, the collector will check as to whether or not the ID provided by the malicious 
node is registered or not. If not, the malicious smart meter will be blocked from participating in 
any network activities. Although ID-based can be an efficient mechanism to prevent from DoS 
attacks, this mechanism is known to be susceptible to guess-based and brute-force attacks. On 
the other hand, the other robust scheme presented in [28] uses a channel-switching algorithm 
to counter the DoS attack.  This algorithm works by switching to other available channels if 
the current channel is detected of having significant interference such as high packet loss rate. 
Even though channel-switching algorithm provides good mechanism to secure smart metering 
communication, this mechanism shows poor packet delivery ratio in the case where the 
jammer is able to congest almost all of the available communication channels. This is an 
interesting problem and the author of this paper has not proposed any solution to overcome 
this problem. 

As aforementioned, the EVD problem is normally related to confidentiality and privacy 
type of attacks such as information theft, identity fraud and profiling human behavioral 
patterns. Further analysis shows that five schemes [39, 42, 44, 46, 52] have managed to 
provide a robust mechanism using shared key or pair-wise key technique to defend against 
EVD. A shared key or a pair-wise key is a cryptographic technique that works by sharing 
identical key for encrypting and decrypting processes. On the other hand, instead of using 
shared key or pair-wise key, four schemes [16, 19, 40, 41] use different encryption technique 
called homomorphic encryption. Homomorphic encryption is one of the cryptographic 
techniques that allow direct computation on encrypted data without the need to decrypt it first. 
Homomorphic encryption is among the good and the secure mechanism to provide end-to-end 
data confidentiality and privacy. However, such encryption technique requires extra memory, 
computationally expensive and impracticable to be implemented in SMNs. 
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Table 1. Attacks, vulnerabilities and countermeasures in existing smart metering networks 
MAC Message Authentication Code HAN Home Area Network 

DiSgn Digital Signature DoS Denial-of-Service Attack 
Nce Nonce EVD Eavesdropping Attack 
ECC Elliptic Curve Cryptography IMP Impersonation Attack 
AES Advanced Encryption Standard REP Replay Attack 
ID-Based Identifier-Based RPD Repudiation Attack 
Pwd-Based Password CMP Node Compromise Attack 
Chnl-Swtg Channel-Switching FDI False Data Injection Attack 
Key-Mgt Key Management V Vulnerable  
Evt-Log Event-Log ® Robust 
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An interesting analysis on Table 1 comes when 12 schemes [16, 17, 19, 28, 29, 39, 41, 42, 
44, 46, 48, 52] have managed to provide a good mechanism to counter against IMP using 
secure authentication approaches. With respect to that aspect, five of the schemes [17, 29, 41, 
44, 46] use ID-based approach, one scheme [28] uses password-based approach and each of 
these three schemes [39, 42, 52] and [16, 19, 48] use shared key and digital signature 
respectively. Among four of these approaches, ID-based and password-based approaches 
provide faster authentication approach as compared to shared key and digital signature 
approaches. However, as aforementioned, these two approaches are susceptible to guess-based 
and brute-force attacks. Therefore, in order to implement such approaches, rigorous studies 
need to be carried out to overcome the identified vulnerabilities. Shared key and digital 
signature approaches seem to be the better solutions to defend against IMP. However, these 
approaches require a device with large memory capacity and powerful computational ability. 
Moreover, shared key approach is also vulnerable to CMP by means of device tempering. 
Therefore, significant tamper proof improvement is necessary for smart meter device in order 
to ensure this approach can be effectively implemented. 

Analysis on Table 1 also shows that nine of the schemes [16, 19, 28, 39, 40, 41, 42, 43, 52] 
are robust to REP. Surprisingly, all the schemes are using nonce as a technique to fight against 
the REP. In cryptographic term, nonce is an absolute number that used only once in a 
particular communication [54]. Commonly, nonce can be represented as timestamp or 
message sequence number that are basically represented in a number format; generated 
randomly. Timestamp and message sequence number are important in smart meter 
communication in order to ensure that old communication session will not be reused by the 
REP. Although timestamp and message sequence number present some advantages in terms of 
efficient and lightweight security mechanisms, both of these techniques require reliable 
communication channels to ensure message synchronization. In addition, these techniques 
also require extra message exchange process which in turn caused significant communication 
overhead especially when data is collected by the smart meters more frequently, within short 
time intervals. 

The use of digital signature to ensure data integrity can also be leveraged to ensure 
non-repudiation service whereby five of the existing schemes [17, 19, 41, 42, 48] have 
implemented this technique for that purpose. The work in [28] on the other hand, uses 
event-log technique to provide non-repudiation service. The event-log technique works by 
recoding and storing all the event-log history for a specified number of days that will be 
invoked for tracking specific event upon receiving any possible complaint. Event-log 
technique is the most lightweight and simple technique that can provide non-repudiation 
service as compared to digital signature technique. However, this technique is vulnerable to 
insider attack since the utility provider or the third party could tamper the event-log files. 
Therefore, additional regulations and enforcements are needed to ensure that the event-log 
files cannot be tampered or manipulated by these authorized entities. 

Further analysis shows that 13 out of 14 of the schemes are vulnerable to CMP [16, 17, 19, 
28, 29, 39, 40, 41, 42, 43, 44, 46, 48]. This is because smart meter devices are vulnerable to 
physical access tampering due to lack of tamper-resistant packaging and unsecure placement 
of smart meter node (open area). Tampering on smart meter devices can be done using 
software or hardware-based techniques. In software-based technique, tampering is done by 
extracting all credentials stored in the smart meter device such as cryptographic information. 
Meanwhile, in hardware-based technique, tampering may be done by removal of physical 
smart protection such as anti-tampering and circuit protection seals. Once compromised, all of 
the other attacks such as FDI, DoS, IMP, REP and RPD can be easily launched without being 
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detected or noticed because usually a compromised smart meter node is also a legit node that 
has been authenticated earlier. Analysis on Table 1 also shows that 10 out of 13 of the 
vulnerable schemes have implemented cryptographic-based techniques to secure the 
communication from different types of attacks in SMNs. However, none of the proposed 
cryptographic techniques can provide a good detection mechanism on CMP. The authors in 
[52] proposed a scheme that works by periodically changing pair-wise and group-wise keys 
for the purpose of combating this attack. Although the authors claimed that their scheme has 
the ability to fight against the CMP, the technique used in this scheme seems impractical to be 
implemented due to memory and computational limitation on smart metering device. 
Moreover, periodic keys exchange also requires extra message exchange that may cause 
communication and computational overheads. Consequently, it seems that 
cryptographic-based techniques are not the best solution to counter CMP in SMNs. Thus, there 
is a need to investigate other solutions to complement the cryptographic solution in addressing 
CMP problem such that the efficiency would not incur unreasonable overhead. 

7. Open Problems and Future Work 

In this section, we will discuss several important open problems on security and privacy issues, 
together with some potential issues related to data aggregation in SMNs. To date, although 
there have been several existing works addressing these kind of problems, the proposed 
contributions are still at their infancy stages which require lots of improvements in order to 
effectively secure and protect the SMNs from security threats and privacy attacks. We also 
provide some possible solutions to secure SMNs from CMP. As have been identified in our 
literature survey, CMP has been overlooked and neglected by most (if not all) of the existing 
security schemes for SMNs.   

7.1 Privacy Issue 
It is undeniable that smart meter plays important roles in delivering smart meter data such as 
billing, DR, command/request information, errors and anomalies report. As smart meter 
communication is expected to operate in real-time or near real-time, lots of different data with 
high frequency intervals and different priority task will be transferred between metering 
devices and collector. With high frequency and short intervals of data collection by the smart 
meters, privacy information such as user private information, billing data and power usage 
data [13] would have the tendency to be revealed more easily. Once compromised, these data 
can be analyzed to determine energy load signature (energy fingerprint) and human behavioral 
patterns [55] such that privacy may be harmfully exposed. According to [55], load signature is 
different between devices; therefore, it is easy to determine the presence of people doing their 
normal routines such as when they are back from work, the usual time to sleep, when they are 
away from home and what type of home appliances they have. As a consequence, consumer’s 
behavior can be profiled and monitored by cyber attackers or even burglars.  These violations 
of privacy have raised public awareness mainly through the Internet, articles, newspapers or 
even in conferences [16, 56, 57, 58, 59]. In addition, improper use of consumer’s privacy 
information can also lead to privacy abuses such as identity theft, real-time surveillance, home 
invasion or even unwanted publicity and embarrassment. Some other types of potential 
privacy threats and impacts can be found in the National Institute of Standards and 
Technology (NIST) [60]. 
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7.2 Data Aggregation Issue 
Data load handling in smart meters is one of the important issues that need to be catered as 
smart meters are responsible to collect quite an amount of abundant data in high frequency rate. 
Since metering data will be collected every 1, 5, 10, 15, 30 or 60 minutes, these data are 
considered very large for RF based network especially in a network with thousands of smart 
meters. This scenario somehow might cause network bottleneck problem which also 
contributes to delay or network latency especially when the data are sent independently by 
each of the smart meters. To solve this problem, data aggregation can be used as a technique to 
combine the data together so that the data can be sent in the form of packages rather than being 
transmitted individually. Data aggregation is also a useful technique for saving network 
bandwidth and this can be done by  maximizing the use of network links by joining multiple 
data together prior to being sent to the next destination. 

7.3 Security and Privacy Issues in Aggregated Smart Metering Data 
Security is an important issue for data aggregation in order to ensure confidentiality, integrity 
and authenticity of data. Secure data aggregation is a new mechanism in SMNs and lots of 
works need to be done in order to counter from different types of attacks in smart metering 
networks. In data aggregation point of view, CMP seems to be the most difficult to be detected 
especially when the aggregator nodes have been compromised. To the best of our knowledge, 
there is no secure data aggregation scheme being implemented specifically to counter CMP. 
Hence, this could be a good and interesting problem for future research work. 

Nowadays, privacy also becomes another challenging issue in aggregating smart metering 
data. Several works have been done to ensure privacy in aggregated smart metering data using 
cryptographic techniques [17, 40, 44]. However, due to real-time or near-real-time data 
collection in SMNs, cryptographic based solution need to be reconsidered in order to tailor this 
solution with the limitations on SMNs. Existing research claimed that homomorphic 
encryptions are the best solution to protect consumer’s privacy [61, 62]. However, 
implementing this technique requires extra memory and powerful computing capability. 
Therefore, applying homomorphic encryptions in SMNs needs to be further studied in order to 
ensure that the requirements for executing such encryptions are tolerable with the available 
constraints in smart metering devices. To the best of our knowledge, there are limited number 
of work have been done using homomorphic encryption to protect privacy in SMNs [16, 19, 
40, 41]. Therefore, designing and implementing lightweight homomorphic encryption are 
highly demanded, and this can become another good and interesting future research area. 
Other than homomorphic encryption, there is a scheme that has utilized elliptic curve 
cryptography (ECC) to protect consumer’s privacy [63]. However, the use of ECC 
cryptographic function to preserve privacy is still immature and rigorous investigation and 
exploration of this function can be of a good research direction. 

7.4 Solution for Node Compromise Attack (CMP) 
The security analysis discussed in Table 1 reveals that different types of attacks may need to 
be solved using different types of countermeasures. Our qualitative analysis result shows that 
CMP has attained less attention in most of the existing schemes. Based on our ongoing 
literature survey, we have also discovered that current detection mechanisms on CMP are still 
lacking in providing effective solutions, thus, motivates us to propose enhancement in 
fulfilling the identified gaps. 
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Detecting and eliminating node compromised attack is a challenging task in SMNs due to 
resource constraint issues and other unique characteristics of SMNs such as memory, 
computational capacity, two-way communication and wireless transmission medium are 
among the factors that need to be considered. In addition, due to compromised smart meter 
nodes are actually legit nodes that have been authenticated, thus, detecting and eliminating this 
attack on legit smart meter nodes becomes significantly challenging tasks. However, on the 
positively contrary side, since the behavior of the compromised smart meter nodes can be 
monitored and profiled, that would give us some advantages in the sense that certain 
parameters and abnormal activities such as packets dropping rate, packets flooding rate, 
packets modification, packets misroute and false meter reading reports can also be obtained. In 
order to achieve this, reputation-based trust systems will be investigated and our expected 
contribution will be on the implementation of this system which has been neglected by the 
existing schemes for SMNs.  

According to Table 1, it is found that key management approach is the only solution that 
has been implemented in the current scheme to defend against node compromise attack. Key 
management is the management of cryptographic keys in a cryptosystem which includes the 
key generation, key exchange, key update, key replacement and key storage processes. 
However, this approach has some disadvantages in term of having high computational and 
communication capacities that lead to overheads Intuitively, using reputation-based trust 
approach may not only expected to be able to provide effective and efficient solutions to detect 
and eliminate node compromise attack, but can also contribute to minimize the overhead. 

8. Conclusion 

The transformations of power grid systems have brought significant benefits to not only utility 
providers but also to consumers and environment. The introductions of smart meter, wireless 
technologies and bidirectional communication to the power grid system have urged the need 
for a reliable communication for data exchange in smart metering networks. Smart metering 
networks are part of AMI system which is responsible for managing and delivering all 
metering information including billing data, DR data and anomalies report. This network is 
formed of a collection of hundreds or thousands of smart meters that are connected together to 
deliver metering information to the control center for billing and analysis purposes.  

In this paper, we present the fundamental discussion of SMNs communication architecture 
which consist of several topologies including HAN, BAN, NAN and WAN. We have also 
investigated several types of attacks that occurred in SMNs and listed out some important 
security requirements in ensuring optimal security level of data transmission in SMNs can be 
achieved. We also provide detail security analysis on attacks, vulnerabilities and their 
corresponding countermeasures in current existing security schemes. At the end of this paper, 
we highlight some security challenges and open issues related to privacy, data aggregation and 
some potential solutions on dealing with node compromise attack. We hope that this paper 
could serve as a good starting point in exploring the fundamental knowledge of the 
communication structure, security and privacy issues of SMNs.  
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