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A Layered Protection System for a Cloud Storage of
Defense M&S Resources

Chanjong Park - Seungchul Han * Kangsun Lee*

ABSTRACT

Defense M&S (Modeling & Simulation) is utilized as a realistic method to analyze MOE (Measure of Effectiveness)
of weapon systems by modeling weapons and their operational environment on the computer, and simulating them
under various war scenarios. As weapon systems become complex in their structure and dynamics, model engineering
are experiencing difficulties to construct simulation models on a computer. A model repository helps model
developers to save model development time and cost by systematically storing predefined and already validated
models. However, most repositories for Defense M&Shave not been successful partly due to limited accessability,
vulnerability to security threats, and low level of dependability. In this paper, we propose W-Cloud (Weapon Cloud),
a cloud model repository for reusing predefined weapon models. Clients can access W-Cloud on any platforms and
various devices, yet security and confidentiality concerns are guaranteed by employing multi-tier information
protection mechanism.
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<?xml version='1.0' encoding='UTF-8'?>
<FunctionName>

<AttributeName>Attribute Value<AttributeName>
</FunctionName>

oAl

<Login>
<Id>pcj</1d>
<Password>1234</Password>
</Login>

Fig. 3. W-Cloud: Interface
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Table 3. Retrieved models based on access control
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Table 4. Intrusion detection rules in W-Cloud (parts)
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FEAAE ANgSke Al

u|AFU</Description>

<Use>t|-3</Use>
<Range>tH7|2]</Range>
<MultyFidelity>-&</MultyFidelity>
ind #j9}ti<nd
<MaxSpeed>2.60</MaxSpeed>
<MaxRange>5.30</MaxRange>
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hueJXhNRf5+eD46KIB5YkHdUO85aryAwXn93+vZr8YJKkIVF6L31Vd4m7CdAQy+1//ZpgO
91QcGUkSg77bvveZF4AaXcendAJ4cy+y SFONYm43m0sXTCtw1kYnhoFhLR78M5/V9+KONs
nlVpQiOICb1pFaKBOpXnaTbSKiSn4cINK5tbiQhLE/ej4mL+A899V/IU9OFrY/hUx/AE5SUpk
P7G0/vSYOglk6rSsjVPm0biQeCmDhLfuBWAJelymxHlo7xgShTIIDNKTBqdaZXFooQZNu
95bastZ04GBcY+vuC+S6aG1cDw798{t79jpexBFIcpKS+mmWJIwpFHV Iy XiarpxBSTQ/0ZsTx
rfU/dPKx0vuN+xCfwReWVGIhD6yzpPGyQjakaAlVIOVGBB7dY91LQbISEGWI1iQRIIgo
H+YnCL7liaa2leZ)JzdBxQKEqnLRFDXfxsiUIBOACPul 10PeOr+HxpykZZzAHYPOFvfgL+5
ILyvknHEvgCiRt9r8hwZGPuZqde9jQbG8iN5nVyBa7DILTou/DULbogMo+0oGZg+IdXkMQ
OW5tADZhKH8xLdNBwerkogs//2VVAnxCCx0fDst4EUgE4QEAIxvgKGOQ79PuvRv06Ji+N
k0dlOiachGd3M5SbICBpIHSdVyqokwix5+tm96xCtawfQhi95 TxCGXK TgnSjUjtB6LDxSqGw
JXWkmb+HA7Kn8qf4waNnk/0rO3S9UOBA WGfNu3eMtE9AGSMI1Etd/rDaszSQ26Ewt/bAfF
zFsfvz00krBfpvIFCR+7xMYKUyKnFhpHBIW3¢ 1 POJAUMOr6 1 GMIMKJkum7B9709BAwo
ThGm2Bbjd3P89UFXAU4HIMHR9SaMV W9kexsqlATpHHRXKAIC3 1 VtmiNdLCVQVahQl
ngUeFYZgA+yX/+zGyEil3igmPIU3KefBbo7MZVidbflOPmhrjk/UljciO4+9VzelbfQIE5046w
HitQ+mReCiip8jlZizTp3n5KMurdCQ4aKLng5rONi306i10z81C/CHIKCGti8CpZDeSYOL2K
Oh2I1WPsk2mF27SzIx+/Q1Sku29Bdg8s1Y WhqhmXYPcYQaSmFctSZ6XwdwJFBpQqaS7T5s
nfVKZCGKE=
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Fig. 9. Retrieval and Download service in W-Cloud

Client

Fig. 8. Encryption results of RDF files
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DB Data

NAME GRADE BITMAR
= |+++3DIBhxElcjjxVpGlubg== 1/0100011000100000000010100
++N3BISqyMtPNJ+jodt 2/1000101001000000100000010
+/Aday3ETPKKlezenhtA=: 1/0100100011000010000000100
+0Ms5dulguRwxgolediWmg== 2/0100010100010000000010010
% 2/0010011000010000010000001
1/0100010101000000000010001
1/0011001000100000100000100
1/1001000101000000010000010

1/1000100010100000010000100
1/0010010101000000010000010
I 1000010010100000100000100

Ew+2VEKytAG/Bre]ljw
dIVFIIBBYQdnda Yyw
ULEY5BVO2VmhmESYPA

koZ gP YBisldUall3vtyx0:

WLx8244q00 T2y TgZ XBO: 1/100100001 1000100000000100
OKaAsPIEY/ZwnvEHgOg== 1/0010011001000100000000010
AJ+D/4EOC 1 5ic 72E +g 201001010001 00000100000001

“prmilyaNYTASDIYXL oLt
I1hB47=HmZunSnBh09BA=:

1/0100011000101000000000001
20100101001000010000000001

HYwiSFNgPC27Z ABLMDN Q= 2/0101000010010000100000001
CQeDshGxu+DUxDMWg2HT 2/0100100010010001000000010
ColNXrkoalh Y2 TOUxESSA: 21000101000010010000000010
EruSnbMdNOSLn XCOHMVgw== 20010010101000000100000100

FUUIGIVEIPIO4uQ T IKg== 1/1000010101000100000000001
20010011000100000000010010
2/0101000010100000000010010
1/1001001000100000000100100
1/0101000101001 000000000100
1/0101000100010000010000001
1/0100011000010000100000100
20010010010100010000000100
2/0010100010010010000000010
1/0011001000100000000010100
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67HaTywisZHAUFAWOLbA=
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Table 5. Performance overhead of encryption/decryption in

W-Cloud
oy | gEst daes vds | oast dueE AE
zg
s AL (s) AIZEAL (s)
100 0.047 0.057
200 0.051 0.079
300 0.127 0.073
400 0.073 0.124
500 0.105 0.166
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