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ABSTRACT

There is great need for efficient user rights management method to provide a flexible service on variety protocols, domains, applications
of IoT environments. In this paper, we propose a IoT service platform with CapSG to provide efficient access control for IoT various
services of the environment. CapSG uses a token including authentication and access rights to perform authentication and access control
service entity providing services. In addition, the generated token for service management, delegation, revocation, and provides a function
such as denied. Also, it provides functions such as generation, delegation, disposal and rejection for service token management. In this
paper, it provides the flexibility and efficiency of the access control for various services require of the IoT because of it is available to
access control specific domain service by using the token group for each domain and is designed to access control using specific service

token of tokens group.
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