|

’giiii’il
2015, 8

H25H MH45,

SC27/WG2o)| A o] HAEAM G LA AT BE 27
oz

ISO/IEC JTC1/SC27/WG2 (Information technology — Security techniques — Cryptography & Security Mechanisms,
o)3} FoIA SCWG2 R EA)E FEFE FA02 716H AT ANES BESHIE Ao, 2 o) 9
A e e Fell $AF 2vE & le® o, Bl SC27/WG2elA v Tl At A gl gt

FEol sl RE WES TAHCE alhs A uokes /e BF 2 Aot B 5 RS Furas s
[. CIX|=HMH ISO/IEC (013} 2914 <IS°) 979628 %F3}e|o] gl

a1, FA4] A= AR AR = A wAA] A A
t A" A (digital signature, ©]3} FoA] A1) 2 A=Y 9l IS 14888F ¥E3Ee] glt).

A 2(signer) & EHalstar WA} AAREA (03] ] w3k o= 25 (group)ll 3 A= AL XW«I
A7), message)ell A3 5& HebA & BAo =, A7) M-S sbel, A5A= 257 (group key) 3
ZolAl el ot Eﬂol‘% F(FMHE 3=, wAA = 543 oY e AF7] ZFE ARSEe] A5

o Wlgolt o Kolhashht AAe]l 4w gl A, FPAAE mEv 2] 44 gl Aol
v 7] (signature key, BI-5707](private key)2tL = &) v o8] Ao AZ7] F shdel ddste AHIE 2

5 o]&3le] W= HAY AHo|r} I8l AEARE AR SS geldt = ol oAl
A5l v A% (signed message)’st AW} st Azt sRele] oS HAE £ gl AW HRE
AR (AR = A5 AEE 28 98 F9E AU «o]w x"(Anonymous digital signatures)’©]2} 3},
= B9 AS 2t IS 200082 T3} vk HAEAR= 2 25l 3
A& A K verifier)= A% W AR 9} it o 5 o= At AY, S48 o] o] 7] F olH
= AR HZF|(verification key, %—7H7](pubhc shitell AR AH7E 23 9le AHA AL
key)2ti® $h=E A5HAE AA, 2 A7 2 ) + g 5 gl
AR ] el tgE A rhe (5, sl Wzt of 223 ke wAAe| gt AHS i) E ek
Yeke) ARlS gl ‘84 2Krequestor)’ 7} AHALE A|A A A S HbE
A RS el AHoZNE wAA] A A AHAE AR S WE- 4] EEka A TE AR
25 AR5 Blsle AR BUE Av(Digital slo]  wlE= AHE 2 H“*(Blind digital
signature schemes giving message recovery)’ 2} %3] signatures)o]2bx 33, IS 18370% %F3b= 7 gk
Elo] HA] ol M-S AL HAA HY-5h= ¥ Al HAA 5 é% 3% = Azke] AE715 At
B2 Hufe} dk=  WAA §7F8 A7(Digital g3l ML QAL «loﬂ A vl Al A ol A7
signature with appendix)’2 & 4= 3t} Pos AU 59 Tﬂr- AAFE AR} o 4] o] &
AApe] A5-2] AHE AR = Ao A g 4 sich

A Fe A BEA g AR PAET

2 a7 v EEy 2 AR AR SAE o] SHCTATFAIE 84 A AAked o] A7A3E =5 (IITP-2015-H850
1-15-1003)
Fagabestal A 71385} (pjl@postech.ac kr)
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<IS 9796> "W A|A] B3 A7 -

3t 71¥ (Digital signature schemes giving message

REYS o8

recovery - Part 1: Mechanisms using redundancy)

(W8 =lAIA o ARl &3 (redundancy) S 57}
a4 RSA A™[RSA78]S 3t 7|HS %3k

(F2h ZF(1st edition)2] H# xHeditor)+ el A]
oFou} 1991-09-199 Bz gieh. 1 & o}E H(part)
Eo] A7IWA, L. Guillou(FR)7} A7} =]o] IS
97969114 IS 9796-1% EFHE L vt &S B}
stelal st F AlZRE FAWH[CNS99]e] g ol
w2} 1999-10-0691 &AM % IS JTC1/SC27 N2424 2
ds JTCI/sC27& A= Hls) & ZEe A3
(withdrawal)Z ZA 8}, 2000-07-27] N2636 22 &
35 Rl

(33h A3 A

<IS 9796-2> Wl AIA] L4 M - 24 A &
A3 oz]Ld 7|4t 7]¥ (Digital signature
schemes giving message recovery - Part 2: Integer
factorization based methods)

W4 2 A9 2eleiale] ofz]g-oll 7]ukat 370
o] wAA] HLH M 7S 258k 1 F 2=
AA Z7 <l(deterministic, & F-01%1 WA #] ol djsl &
A ELT MRS Fo) 71l v Ve A
Z (randomized, & & wAR|2kE o] =& 3
EE 7] A Wake) 7eln, =7 4 (total)

HE-(partial) WAA] &=

L71Y1—1S 979601] gl o]m] FEE]e] AREE|T
ue AFEH] A5 3K backward compatibility) <
g8 BEsE o, FAAE AN WA E B
o] A& 5 g WAE AR T S st

9\1]\

L

&

7]*5 2 — [P1363a]°ll#4] IFSSR(Integer Factori-
zation Signature Scheme with Recovery)2}al 748
=2 713} Z3H compatible)= = 21414l 7] o],
[BR96]¢l14] PSS-R(Probabilistic Signature Scheme -
Recovery)S A Zolt}

3. 714 3 — 719 26041 F2491A
ol A7} A uAH & P

o,

£ E(salt)?] 7=
AAZA Q] 71

(92h  1997-08-28¢l = 2002-10-01¢ =k,
2010-12-159] 33ko] W7k=]lr}. 23S M. Girault(FR)
7}, C. Mitchell(GB)e] =t} 32 Al #bo]c}. A
o] FIWA= 2 52 Al o] S| gE o]-8-3 W
(Mechanisms using a hash-function)o]$loy} & %5
o] 347} Rl AWA] £ o] A ES Ao} o] 5
Asigich Aol &S FDIS N3032¢4], 3%+&
FDIS N8979¢ll4] &Hlst &= glch. (7 AAIALe] Fof| 2
Z}= 1SO 3166-1 alpha-22] 7}z o|t})

@E3h A HF: AAEE 20134 o9
2013-04-26°] F-A187| = 24 (N12710) = %ch 2016
el ok AE7}F AEE gich

<IS 9796-3> HAIA| E1¥ A" - o]4t d9
ol ol 714k 7] (Digital signature schemes
giving message recovery - Part 3: Discrete logarithm
based methods)

(&) 1702] Aol 4] ofAbel 4 A7} o fthe 7
o 7wk 713, 570 ] =l Aol Al 9] o] ikels>
EAZE ofjths el Wk 7 ES 2530k

1. NR — Nyberg®} Rueppel®] [NRI6]IA 7}
Ao},

2. ECNR — NR71%& e}d3A(elliptic curve)3 €l
= uhE Zloleh

3. ECMR — Miyaji 2] [Miy97]ell4] 7}#-2 Zlo]t}.

4. ECAO — Abe®} Okamoto2] [AO99]el|A 714
Zoltt.

5. ECPV — Pintsov®} Vanstone?] [PV00]ell4] 7}
A2 Aot

6. ECKNR — ECKCDSAE NR7|9Y 3} Ak W
FAA Ao R [LLISIS Fasle] vHE [YSL02]elA
A& Aol

(94h 19979 K. Nyberg(FI)7} HA=p7} =] A=t
A NRZ|H £3H51412000-04-159]  ZIFHFDIS
N2299)0] HzbE|gir). H&olli= FAME 7} 9796-4%]
th7}, 19964 L. Guillou(FR)7F S51x17} o] Al2k4)
© 9796-3 EelgE ©]4-3 7] (Mechanisms using
a check function)©] N1622¢]|4 #| A% kg o2 57|
Hol| wa}, JANEE 9796-32 vlHch

g A A2 el odd el 71k oS 7]

N

%(Cryptographic techniques based on elliptic curves)



20 SC27/WG20lA €] tlA e ==} AlA <l

o[N

20

B
AN

F3ekabe Aler 19981 A1#HE S
=4 1% - U¥KGeneral), 2% - A{"(Digital
Signatures), 3% - 7] A% (Key establishment)> 2
A2kl 2000 F7ER 4% 518 A7 (Digital
Signatures with Message Recovery)®= A|Zt=|e] A,
Miyaji(JP)7} FA-A7} 5o 2004-10-019] $12] 571A]
EC71WS fAshe 23H(N3743)0] 7r=Egdeb), 1S
9796-32] o] ZEHA] 2007-11-16¢1 7] Y.

IS 9796-3-% 20031 % o] AA =] A. Miyaji(JP)
7} A2 =] 1S 9796-32] 23} IS 159469 %
Hdoll Sle 7SS $AA 1S 9796-39] A|F(FDIS
N5202)°] 2006-09-1591 7k=] e},

@B A HF AREE 2014 o8l
2014-04-11°l A7 2 AA(N13967) =31e} 2017
el okg 7} A8)5o] giek

S IS 159462 %
oln
=

<IS 14888-1> ¥718 A9 - dH} (Digital signature
with appendix - Part 1: General)

(W8 57k Ame] ok g, S, mel, 94}
& & Ansta, 29 354 ohE el W7 &
NE shsich

(94D 19959 K. Nyberg(FI)7} HA A7} o] A=
§37(1995% 109 &3] eJel| A= #<le] acting editor
H9kl) 1998-12-200] Z3H(N2027)°] H7k=] 9l
28} 35-9] Al E3} Wi-go] Wl whel 20031
Otsuka(JP)7} AL =]e] A o] A12t= )
2008-04-15¢] AH(N5422)0] 7kl glc),

@) A HEF ANPEE 2013 o]5x
2013-10-25¢] §-#317]1 2 AA(N13266) =iTh 2016
el ok A7 =7 Al =] 9lrt

> ﬁlm{m

<IS 14888-2> H-7}3] M™ - A LQlg5Ed e
olz]-go 7|ukgt 7|¥ (Digital signature with
appendix - Part 2: Integer factorization based
mechanisms)

(8 2 A5 s ofelgel 7Hkat 7]
HEs 273

1. RSA, RW — RSA: [RSA78]14, RWE
[Rab79]3} [Wil84]ellA] 7}41-& Ze]c}.

2. GQ1 — Guillou & Quisquater®] [GQ88c]<}
[GQ88e]ellA] 7}A& Zo]ct.

g

3. GQ2 — Guillou, Ugon®} Quisquater®] [GUQO1]
oAl 7b ot}

4. GPS1 — Girault [Gir92] ¢} Poupard & Stern
[PS98]ellA] 7H4 & Ze]t},

5. GPS2 — Girault & Pailles [GPO3]o A 7}4-2 7
olc}.

6. ESIGN — Fujioka, Okamoto and Miyaguchi
[FOS92]el4 7kH 2 Zleleh

(94 19951 ID7IMF  7]¥(Identity-based
mechanisms)©| 2+ A 52 2 K. Nyberg(FI)7} ##x}7}
wo] Azl ot (19954 109 A1E-3] 2]l A+= #<lo]
acting editorg 29t-%) & M. Chawrun®= ﬁjz] 2}
7} uklo] 1999-12-160] 24-9] Z7HN2028)2 HH7He)
t}. of7lell= GQI# L W3, GPS1o] EF3}E o] )
ek 2003 o] AAE WA A3} ol el
no R & W B AES dx)e} zto] A8 A

L. Guillow(FR)7} FAA7} Eo] 2008-04-15¢]] ZHJJr

(N5424)& W7Hgeh o7]el= 714 13} 71962 1S
14888-3] Z7Hol| 4], 71 22 IS 14888-29] Zhol| A,

s A 371 ES AR E23E g

(33h HAF A7 EE 20134 o], Bl 74}
o] ulgol uje} FAH == v EQ Zo|x Zojx{o} gt
o= AR QadAw, 2013-10-259] FA]s71 = AA
(N13267)= %A} 20161l vk A7 E7F A2l = o
odtt | EZ |7} AojA o} ghrhe -l thajA =, K
Suzuki(JP)7} HAAP7} =] v]EAe]e] 43} 1 4
ole] wkE  GPSIS]  FACE e FAHE

CORI(N15205)& 9HEe] & zke of|go]c).

<IS 14888-3> 718 A - ol4ltj4g] ol ¢
o 7]ukgt 719 (Digital signature with appendix -
Part 3: Discrete logarithm based mechanisms)

(1419”) olabdiar EAIZE otk Aell 7k 71
3 1 £ 1070 oS4 (certificate) S 7]

E

HJLE L 9T (L F AN A Aol|A, thE 67)
= ERIFA(EC) AbellA 78), t}2 27l IDE 714t
o2 3ka gl

1. DSA — (US) Digital Signature Algorithm®] &
ol weln], [DSS4]elA] 7FA-2 Zlo]rt.

2. KCDSA — Korean Certificate-based DSA®] &
Ql who]nf, [KCDSA3]ellA] 7FA& Zlelch.
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3. Pointcheval/Valdenay 7]*] — Pointcheval<}
Vaudenay®] [PV96] oA 7} Zlo|t},

4. SDSA — Schnorr®] [Sch90]el|4] 7142 #lo]c).

5. EC-DSA — [DSS4]¢} [ECDSA05] oll4] 7}#-&
Zle]}.

6. EC-KCDSA — [EC-KCDSA2] 4] 7142 7i0]
o}k QP4 FEste] [YL99PZF FhaE sick

7. EC-GDSA — EC German DSA®] 9] wo]n],
[EP05]ellA] 7142 o]t}

8. EC-RDSA — EC Russian DSA2] 4] wo]n,
[GOST10]ell4] 7}A-& Ze]th

9. EC-SDSA — EC Schnorr DSAY] =
[Scho1]ellA] 7FA 2 Zle]tt.

10. EC-FSDSA — EC Full Schnorr DSA2] Z¢] 2
o], [Sch9l]ellA 7142 Zeolct.

11. IBS-1 — Hess<] [Hes02] o4 7142 7ot}

12. BS-2 — Cha & Cheon?] [CC02] ©llA] 7}4 2
Ze]ct.

(F92P 19951 <lZ=4] 714t 7]4¥(Certificate-based
mechanisms)o] 3 A 522 Morris(US)7} A A7} =
o] Ajzkglor}t F D. Wallner(US)7} o]e] who}
1998-12-200] 34-2] ZIHN2030)2 W71} o]7]9]
Eirolle A clgeiae] ool 7kt 7t
oAbl =e] ofzlgoll 7|MIEl 7S Awsta, F7]l
Z2ke] o 2 RSA[RSA78] ¢} ESIGN[FOS92]2-, ¥x}
9] o & DSA[DSS0]E 4t}

4 IS 9796-3¢ll4] A g Ro] IS 15946-2 EFd=
A 71ub 9+% 7]% - A% (Cryptographic techniques
based on elliptic curves - Digital Signatures)”} 1998
d A)2kE] 9l =] R. Horne(GB)7} HAA7L Ho] 7|4
= 5, 6, 7% E3F8k0] 2002-12-01) Z23KN2555)0] 2
ZrEdelzl, IS 14777-39] Ajgte]  EuhE|wA
2008-01-259] #|7]1=] i}, o37]ell= [LL98]F [YL99]
7} =ik

20031 ANHe] AA=A AEZ gl el o
EE T B o AES Ao} o] A, £
7} L. Chen(GB)7} HAA7} 5o 71WE1, 2, 3, 5
7, 10, 118 Z33lo] 2006-11-159] AHFHN5060)2
7+t

I F Ak 55 Bgle]l #HAAPE o

2007-09-01 1 CORI1(N5906)2} 2009-02-15

1to

=3
d

E

it

COR2(N6690)2 =718},

2007 RUS] 8322 A. Chmora(RU)$} A.
Lunin(RU)7} 427} Heof 719 88 ¥7|= sla <
Z(Amendment)S A|2HIEd] 3% Schnorr 7|HES
F7Vsahs 84¢] 9lel 7IHE 4, 9, 105 TIAA
2010-06-15¢] AMDI(N8181)2 713},

w3 GB7} EC Schnorr A4 y&52 A x ot
AAke] EAl7E $ley] 1 option® YAk w4 M.
Ward(GB)7}  #HAAPF 5ol 2012-07-01¢]
AMD2(N10693)-% 27Hg) .

(83 20134 #7131 Eel4 GB7} IBSOlA R Ftel
Al RELE Y= dfAZES AA AHSke A
o] A7} Qo-& AAE F FAAGEe] of=] X
itk ZAgtH Y(defect report)s NI2260Z w3,
CORE 27}, AMDE. 27]0] a7, w38} 80-H] E o]Ake] W
otEg  Ho] 9la, FAYEX  80-bit security
example=o] H-ald] B £ HoMFEE Zde
2ol 58 golof grha ©alo] o)7L Wit A A
NAE IR star #2117 L. Chen(GB)7} HAAA}
o] IstWD NI2561, 2ndWD NI13204, 3rdWD
N13975, 1stCD7} N14756¢]¢1, 2015-07-29< DIS7}
N154192 o} 2435 7vle]s Folrh

a0 At 49 3] 9ol A T2 7]-2LA|(KS, Key
Substitution) 22 ([BM99], [MS04], [BRS06])2] =%
s AAxse 71Ee] 71§ 47H(EC-DSA,
EC-GDSA, EC-RDSA and EC-FSDSA)+= KS 27
HAokde] gla, Aol AH-H Public Keys ™A=l
F3A 71 s A" 5 olvhs AL ol TR S
7}18l71 & 6. (KCDSAS} EC-KCDSAdA = AdA o
Al o]v] KS FA 0] ErFs3tEE AS71E WA
Skl Yol 3| & shs WAS EFCRE 5 18
Ao A EFELRE AMEE AL 3= SM29} AR AR
IBSE £ %5l T3 7= AL dlZde] A &
ol4] L. Liu(CN)E FAF$] ¥ (rapporteur) &2 3] o]
55 IS 14888-3¢l 713 AQAAE AFehs V1S
2712 s

<IS 20008-1> % A% - 44l (Anonymous
digital signatures - Part 1: General)
(W8 e BAtshe Ao oduk A, 8o,

wel, 2K 5¢ sl



22 SC27/WG2ell4 2] tA|-dAmds} AA <l

0

o|\
kKl
AN
o

(22D 2009 Al=kd AR L. Chen(GB)7} HA
A7} ®lo] A12H) A, 2013-12-150] Z3H(N12582)0]
7=l Sl

(33 201690l vk A7 ESL A= gk

<IS 20008-2> 4= A% - ZFIMNIE AHE-3)
o # %3l 71% (Anonymous digital signatures -
Part 2: Mechanisms using a group public key)

(W4 IS 2As] A3 1530718 AH-st
of ZAE3shs 7o Bk g mds) e Ak A
w3, AAAS A|Fshe 7% E(Mechanisms with
linking capability) 1 ~ 4, 3/NS A3k 7|HE
(Mechanisms with opening capability) 5& 6, &7
I AAAS 25 AFshe 7]%H(Mechanisms with
both opening and linking capabilities) 7¢] T4 =]
A

1. 7I'8 1 — List signature schemeZ Canard,
Schoenmakers, Stam®} Traoré2] [CSST06] A+ 714
<+ 7ot}

2. 71 2 — DAAEA 9% ¢l= Direct
Anonymous Attestation)®] 7]+, Brickell, Camenisch
9} Chen®] [BCCO5t]9} [BCCO5a]olA] 7H4-& Zo]c}.

3. 71" 3 — DAAJ pairingS ©]§ E85 =3 7|
4. Brickell®} Li¢] [BL10]eA]

4. 71" 4 — X} 84 2% DAA. Chen, Page}
Smart®] [CPS10] o4 7}x Zle]ch

5. 71" 5 — Furukawa®} Imai9] [FI06] 4] 7}4]
< Zlo]tt.

6. 71" 6 — Isshiki, Mori, Sako®}Teranishi®]
[IMSTY06] °llA 7}--& 7ot}

7. 71" 7 — Hwang, Lee, Chung, Cho®}Nyang<]
[HLCCN11]¢} [HLCCN13] el|A 7142 7o)t}

(F2h 20094 A)zhdl A2 K. Sako(JP)S} I
Li(US)7} HA A7} wo] A1=Hlar, 2013-11-150] &3
(N12582)°] ®zh=|9ict.

(23 2016 oh5 A7 EZ} AR =] 9lrt

<IS 18370-1> &4 A® - dul (Blind digital
signatures - Part 1: General)

(&) 24 Aol gk oduk i, &of, 28, 87
AR} 55 Awsisich

(94h 20104 J. Traoré(FR)= A1 % (rapporteur)
o2 o] 2y AMelat AES AF7]7K(study
period)S Zt}rl, 20124 AAl o2 Aj=tE FA 2, D.
Turner(US)2} J. Traoré(FR)7} HAAA7} Ho] 1stWD
N11195, 2ndWD N11824, 3rdWD N12586, 1stCD
N14010, 2ndCD N14774%2 it}

(383h 2015-06-30¢] DIS N151967} 1}o} F3% A=}

= 71AA sl= Felth

<IS 18370-3> 24 A% - o]itd5] o Eell
714Kk 71 (Blind digital signatures - Part 3:
Discrete logarithm based mechanisms)

(W8 e By 913l 2570715 AHE-3t
o AFeh= 71 Bt AAgE mdls) e FARRE A
w3l AAAS AlFsl= 7" E(Mechanisms with
linking capability) 1 ~ 4, I/N4E #AFsle 71WE
(Mechanisms with opening capability) 5 & 6, ¥/
I AAME 25 AFse 7] (Mechanisms  with
both opening and linking capabilities) 7¢] 4%
det.

1. 719 1 — 7184 294" 2 Okamoto?]
[Oka92]ellA] 742 7ot}

2. 719 2 — FE kFo| 9lE A H(with partial
disclosure) -2 Abe 2} Okamoto 2] [AO00] <4 7}
A2 Ao},

3. 714 3 — Hop Al T Fo] glE &Y
/% © 2 Canard, Malville ¢} Traoré 2] [CMT08] °ll
Al 7FA & Aol

4, 71 4 — AYA Zo| gl(with selective
disclosure) =944 22 Brands 2| [Bra00] °|4] 7}4
< Zlejtt,

5. 718 5 — A o] 7}8H(traceable) > o2
Gaud ¢} Traoré 9] [GT03] o4 7142 7ot}

(GAh 15-9F Zo] A3 ZH-2 AR A}Eo] 1stWD
N11196, 2ndWD N11826, 3rdWD N12588, 1stCD
N14012, DIS-by-editors N14776°l ©]¢] DIS-by-ITTF
7} 2015-02-19°]] N14958 % }gie}

(83H F3x 237} Sov_DIS N14961 2 2015-06-01
vigtedl wkg S7ks §lsla, JPe GBRE] oS
WAL, o 109 IN3|ejellA] =2 Al gle]r},
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I. AlY

re

g 20

A 9l%(entity authentication, 7} Q15e]2fz W

7] = r‘ﬂ—) o 01 U:«] Al xﬂ 7]. —,—7]‘6]- /n] 2] (1dent1ty)-—
_}‘—‘E 6] S uELs 1;}, c:_:]u],;d o7 /&l a:l ¢ o_‘TL;q_
(requestor)’ 7} A A 8l= $AE 7S AK(verifier)’ 7} &
st dl, L FA2 2 AAuke] g gl x| Ao,
AARre] Zha g, AARR] ALAA/8914 B4

AFg-gle},

el 1
[EA D)

R

N

SC27/WG2lA4 ZF3sla 9l AA dZe 1S
97989 A] thEaL 9l&d|, FE AlA vt %}1 = A

Al 7] (secret key) E-& H
shelsle Alo) 3, 7} 7 AlAY
(Be]Ael B2)e eld 7
AAA/BIA 5AE AHakE A5 el
ghE AlA Q) A]Q—Jy].x]{_ 29 9 4
%3l S, o AAE 23 gl W s
3 gell=, 2% ] glslu A wrolSo] AL} I
%=

5}
= AT 5 oo o=@ al

[e)
>
H] A

rlr =

AlA| 91%(Anonymous Entity authentication,
EOZ]H el gyolebar sha, IS 20009 3
et

N O % oofy
0 it M

2

<IS 9798-1> AA F - Ayl =d (Entity
authentication - Part 1: General model)

1,].]3.) Al x%] Z,] olu]. 7HL=1 B.o] Ut—" J_L:TZ-}\]IE]—
& Ausha, g ololAE Hpar)EA g

Lol 3k 0E skl

(AAD 1991-08-2901] Zho] W7F=| I}, 449 54
7 F7bel meEb 19959 RS AAER L
Nilson(NO)7} HA =17} 5[] 1997-07-31] A7+ 1t

O

7rstedet 2008 A7NAE A 587} 4RI 2 Afe
H3E FrEAES Ak vk A i
A (N6664)3F3. R. Domingues(ZA) 7} HA#}7}
o] 2010-07-01¢l 33-& W7bs}gict.

(A2 HFE A7AEE 20139 0193, 2013-04-26
o 82372 AA(N12626) =il 20161 t}e
A&7} A= o] 9lrt

i) rulo

<IS 9798-2> AA AF - WAY ¢35 daYH
& o]$3 7|¥ (Entity authentication - Part 2:

(2015. 8) 23
Mechanisms using symmetric encipherment
algorithm)

M8 A hse) vps)E o AE mEw
LAkt AEAbE & slvka ek, iAE s

2l
719 & AR QlFske WAS PR ok
1. 99elZ - 13]A"A4 (Unilateral authentication

- One pass) — EfY2sizo} d#HlE ARS-

2. d9elF -
- Two pass) — ¢ AR

3. AukelE - 23]A4 (Mutual authentication -
Two pass) — EFR2®]lZU} d#HAHT AL

4. AdF - 3FAF
Three pass) — 5= A&

5. TIPEF 7|1 - 43A$
involving a trusted third party - Four pass) — B}~
Bz} dHHF AR ISO/MIEC 11770-2(1996)2] 713
89} zr}.

6. TTPE{ 714 - 53|44 (Mechanism involving
a trusted third party - Five pass) — Y= AM&-
ISO/IEC 11770-2(1996)2] 714 99} 7kc}.

(S1A1) 1994-12-156]) Z3bo] Mizkelgic). 1998 Tt}
E o} 3= 8 MAe] AR = o] C. Mitchell(GB)
7} AAA} 2o] 1999-07-22¢0 A TH(N2145)< wh7ks}
gt 2005 A717E Al OID7F Wizl 7, FAztde]
ahl 71 el Bigk A1A ol 2005-04-19¢1] 7§A 0] ZA =]
o](N4569) T. Tatsuta(JP)7} HA =17} o] 2008-12-15
ol 37HN6952)S W7katodrt.

2008+ N7066 22 GB7} Al7|8F +4 - +4 <]
2335 dAstuA AR U712 ZAH(N7303)3)
93, C. Mitchell(GB)7} HA A7} o] 2010-02-15¢]]
COR1(N8289)2 yict}. = JP7} 2011 Basind}
Cremers”} role-mixup attacks¥} type-flaw attacksell
0798-2, 9798-3, 9798-4 7} RF FAYEI=
CRYPTREC H.alxfe]] Wl =%& N9651 =2 AlZ3shd
A A A4S 8 S 29 (N9848)sl L, S. Matsuo
(IP)7} HAz7} =] 2012-03-15°] COR2(N10040)&
et

4 GB= 20124 N10861Z Basin, Cremers &
Meier®] [BCM12]E 153k AbAgt $4¢] B as)c}
2 B3 H3 A3} Corl & Cor29] W42 &
7 ®o} Cor3S wHE7|Z ARSI S. Matsuo(JP)<} C.

23|74 (Unilateral authentication

(Mutual authentication -

(Mechanism
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Mitchell(GB)7}  #Az7}  Hof
COR3(N11802)Z Wt}

(d3hH 20119 AVAHEAA= FABPIR 2A
(N9782)5%it}. 22v} 20141 CORe] ¥ 7154l o]
ok #AsA= FRE 8Aow JHAHE AA
(N13962)  3}9lx, R. Domingues(ZA)2} I
Hermans(BE)7} HAA7} =]o] 2H4]E 7| & o),
I % oA ol £A7} v o] §lolA] A 3] 9]
A B2S g3, 1stWDE 7|tle]s Fo|)

2013-03-21¢]|

<IS 9798-3> AA AF - A% 7Y o|&7 7Y
(Entity authentication - Part 3: Mechanisms using
digital signature techniques)

(H-8) A S 3k vl A 715 v A}
2], 7)ol sidshs 30 A= vt
Ath= el Aekste] Q3AlE A W
et

1. 9¥}el= - 13]"% (Unilateral authentication
- One pass) — EF2sl i} Al s A4S

2. 9ukelE - 23]A<$ (Unilateral authentication
- Two pass) — 5 A%~

3. AelZ - 23)"A4 (Mutual authentication -
Two pass) — EFJa®iZu} A S A

4, #}elZ - 33]A % (Mutual authentication -
Three pass) — &5~ A&

5.9l F - 238 &A% (Mutual authentication
- Two pass parallel authentication) — E}J~Ei =1}
e s A

6. TTPX3 7| - 53]A<%1 (Mechanism involving
an on-line trusted third party - Five pass 1) — <=
ARE, 8 A

7. TIPE3E 7|9 - 53]A$2 (Mechanism involving
an on-line trusted third party - Five pass 2) — W<~
e, 2R A

(&4 1993-11-189] Zto] Wkelelch. ool
A9 AR sl EZgEel slddh B
Preneel(BE)e] A2z} =o] 1998-10-15¢] ==t
(N1868)<& 7tslsdrh

20074 Fe] 2705 F7kEb] fls A IN6211)0]
AARE 3 X. Lai(EH)7} AAA7} Hof 2010-07-16°]
AMDI1(N8394)2- Wt}

[e]

i

|
Al

o o|\
o, -1)‘ }-U

4

~

2008 N7066. 22 GB7} A|7)8 4 F-% 5419
2538 ddstust SRS 7IE A NT303)3}
3L, C. Mitchell(GB)7} HA A7} 5] 2009-09-16°]
CORI(N7150)& Wl = 9798-2¢141¢} o] N9651
o sl 448 2 2(N9848)3ti A. Otsuka(JP)7} &
A7} =o] 2012-03-159] COR2(N10041)S W},

(@3h 20119 A7 AENME SA3|2 AA
(N978H) = %t 2y 20149 AIFHEAAE
AMDI13} 27]¢] COR U7 A A w3, 71HE 7H]
HAE S F7lshe o] Flvhe oAl HAS A9
(2014-05-16) 3913, J. Hermans(BE)$} Z. Du(CN)7}
ARAPE Ho] 1stWD 2N1050% v}ghir, 2015-07-17
o] 2ndWD~7} 2N10822 e} AE7H5<] 97-& 7|0k

g1 gl Folth

<IS 9798-4> A A g4ZF -4d5dA HEIFSFTE o]
43 7 Part 4:
Mechanisms using a cryptographic check function)

(8 d53A AEgds F vAAIFITE(MAC,
message authentication code)oll AHS-=|= i 8 v
715 v AbE ZE2A ek Akt A glk
L 7HAEEAL, MACE ARS-3te] Qlgehe WS 14
et

1. 999l - 13)A"A 4 (Unilateral authentication
- One pass) — EF2sl i} Al s A4S

2. 9ukelE - 23]A<$ (Unilateral authentication
- Two pass) — 5 A%

3. AelE - 23)"A4 (Mutual authentication -
Two pass) — EFJa®iZ} A S A

4, #}elZ - 33]A 4 (Mutual authentication -
Three pass) — &5~ A&

(A4 1995-03-026]) Zho] W7HEI e, o] 2
Aol C. Mitchell(GB)7} HAAA7} =] 1998-12-15
o] A|THN2289)S 7kssich

2008 N7066°.2 GB7} A|7|3F ¥4 -4 4] <]
2538 s Astaal LS W2|Z AAHNT303) 3}
%3, C. Mitchell(GB)7} AR 27} = o] 2009-09-16°1
CORI(N7151)% Wt} = 9798-204] ¢} 7Fo] N9651
o sl $4S 2 2(N9848)3t1L S. Matsuo(JP)2} A.
Otsuka(JP)7} HRA7E Hol 2012-07-15¢] COR2
(N10042)Z it}

(Entity authentication -
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(33h) HE A7|HEE 20134 0813, 2013-04-26
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<IS 9798-5> AA| AF - FAAFHIEE o4
3t 714 (Entity authentication - Part 5: Mechanisms
using zero knowledge techniques)

(H8) olF Ee o girhs A FH e
=0l Al e Sk 7EE ol 27
& QFshe A AP

1. ID7]8t 71 Fiat-Shamir, GQI (Mechanisms
based on identities) — A. Fiat ¢} Shamir ¢ [FS87]3},
Guillou & Quisquater 2] [GUQO1] ©ll4] 7}4& A o]
ct

2. AF A5LEF 718k 71 GQ2 (Mechanisms
based on integer factorization) — Guillou, Ugon &
Quisquater 2] [GUQO1] ¢4 7142 o]t}

3. &FdA elads Jlwk s

(Mechanisms based on discrete logarithms with

Schnorr

respect to prime numbers) — Schnorr 2] [Sch90] ©ll
A 7H& Zlelch

4. FAFNA o)Al 719t 7% GPS1, GPS2
(Mechanisms based on discrete logarithms with
respect to composite numbers) — GPS1-2Girault 2]
[Gir92] ¢} Poupard & Stern 2] [PS98] °llA], GPS2+
Girault & Pailles 2] [GP03] o4 7}4-& 7ot}

5. HYAY g3A2d P A
Brandt-Damgard, Mitchell-Yuen (Mechanisms based
on asymmetric encryption

Brandt, Damgérd, Landrock &

Pedersen €] [BDLP90] ©ll4, Mitchell-Yuen

Mitchell & Yeun 2] [MY98](IS 11770-32] 7|3 %7]
o6 ZAF)llA 72 Aol

6. BFFAGA o]id R 7IW EC-GPS

(Mechanisms based on discrete logarithms with

systems) —

Brandt-Damgard +

respect to elliptic curves) — Girault, Poupard & Stern
2] [GPS06]< Girault, Juniot & Robshaw [MJR07]<]
712 Aol A] FEsA §F A eR, [GL049
LHWH & 2§ 7}53ich

(Arh 22 0] o a2 19951 el A=
3 3l 2 M. King(GB)7} BAA7F o] 1999-03-25

of 23K (N2266)°] H7t= ). 57HA] 9] 7| ES 23§
A71aAk 20029 AHAol  ALN3411D)EHL L
Guillou(FR)7} #A A7 =e] 2004-12-01¢] Azt
(N3959)< 7kstsict. 6A] E52] 71W-& 23417
22 20074 JHAe]  AL(N5823)EHNUZ .
Misarsky(RU) & M. Ward(GB)7} #HAz7} = o]
2009-12-15¢] 3%H(N7904)S W7h3}9ich.

(#3h 20159 A7 EAAM= fABPIR AA
(N15207)=] ek 20189l v} A71HET} AlE = ¢

o)
A

<IS 9798-6> AA QF - £o= HolHE A
3} 7] (Entity authentication - Part Part 6:
Mechanisms using manual data transfer)

() S7ARe] 2o B e ol dlolElE B
of k3 APAh, o W& ok glehs AL

A

o
2=
274 QFaE 94

o] g5}l & A0
L7191 — & B33 7k gin, o B2

Zbkgh SR ARgSh AL, S Eelghe ARSshe 71

(Mechanisms using a short check-value - One

device with simple input, one device with simple

output)

S g e B
(Mechanisms using a short check-value - Devices
with simple input capabilities

3.7 3 — & B 0dE o o B2
Zbkgh SRk ARgsla, g2 gelgheld g2 715 A

A Aesh= 7|Y (Mechanisms using a manual

1_,

transfer of a short digest-value or a short key - One

device with simple input, one device with simple

A Aesh= 7|Y (Mechanisms using a manual
transfer of a short digest-value or a short key - One
device with simple input, one device with simple
output
5.719 5 — A w5 Zhdl sl vy B2
&AM, e gl ge =
m

71" (Mechanisms using a manual transfer of a short
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digest-value or a short key - Devices with simple
input capabilities)

6. 71" 6 — - i wF e oJHqnt et B
& ARSEtaL, g Flgtelut #2 71E A At
+ 7]"¥ (Mechanisms using a manual transfer of a
short digest-value or a short key - Devices with

simple input capabilities)

7. 718 7 — A 2 g 2R s B2
< AHEEEY, MACS AHE3k= 71 (Mechanisms

using a MAC - Mechanisms using a MAC -
Devices with simple out capabilities)

8. 714 8 — & B 7hdgt Yk, ohe BES
Zhgt EFEwk Agsla, MACS AMsE 7
(Mechanisms using a MAC - One device with
simple input, one device with simple output)

(AAh A2 xE9] mpATeR 2003 el A2t 3}
A2 C. Mitchel(GB)e] HAAA7} =|¢] 2005-08-01°]
Z3H(N4365)0] Wz 9iT) 2008 #7174 Eoll4 GB
7F A 7SI 3 ~ 7MW 6, [LR11]el] A= o19)
e TRk e sk sk welEsin
(N7130) L. Nguyen(GB)7} #%z}7} =]¢] 2010-12-01
o] ATHN8949)S 7katsdch.

(83} HF A7AEE 20134 01903, 2013-04-26
ol fAI8P71= A4 (N12628)= 31t 201613l w5 A
E7} AlEE o] o)t

<IS 20009-1> <] <& - <44t (Anonymous
entity authentication - Part 1: General)

(W8 JuAE BAashs AA 3] dut /i, &
o, wdll gFAlsl 58 Adsty, ofg olofA=
(part)yEollA] ohE W8l gk 25 ot

(92h 20091 A]=Hel A 2 C. Mitchell(GB)o] #H
A7} 2ol A3, 2013-08-01¢]] ZIHN12578)0]
4z Peiay

(22 2016 ok A7 EZ} AZ =] 9let

<IS 20009-2> ¥ <AF - ZFINIE AHEs}
o AF3t= A9 714k 7% (Anonymous entity
authentication - Part 2: Mechanisms based on

signatures using a group public key)
(H-8) 1S 20008-214 /Wl o} Arg& AF-g-3to]

o

A Q1S s 7IHoR 1S 9798-3 “AA Q1% - A
W 7 o8d 7S ke sfE gk

1. 719 10 13"%, d¥gedF  (One-pass
unilateral anonymous authentication) — IS 9798-3<] '
ARl - 13] AF 7|HE W3, gz o™
W3 AR

2. 719 2: 23] AF, ddHIF (Two-pass
unilateral anonymous authentication) — IS 9798-3¢] '
AulF - 23] A 7S WY O AR

3. 719 3: 23] AE, AelwASF (Two-pass
mutual anonymous authentication) — IS 9798-3%] "%
HelZ - 23] A 7S WY, ellagi =z o 3w
5 A

4. 719 4: 33 AF, AW AF  (Three-pass
mutual anonymous authentication) — IS 9798-3<] "%
WelE - 33 A 7S Wy Jd AR

5. 714 5: 23| EASE, A eF (Two-pass
parallel mutual anonymous authentication) — IS
9798-32] upelE - 23 HEAE 7S W, Y
28z i Ws AR

6. 711 6: 23] %, A" AHHalF (Two-pass
unilateral-anonymous mutual authentication) — 7|*§
33 frakeht 192 oW ohe 142 AR QlE

7. 719 7: 3314, dwkel 4HelS (Three-pass
unilateral-anonymous mutual authentication) — 7|
48} frafeht 192 on o2 192 A S

8. 7IW 8: 23] WIAF, WY AWAF
(Two-pass parallel
authentication) — 7|¥ 59} §AFHY 18 o9 o} &
192 A s

0. AW 9 38 A, F-AW, AAEAF
(Three-pass

unilateral-anonymous  mutual

sign-later mutual anonymous
ash AR B4
(binding-property), & AFE= #|AA] Alolo] FlS
Feld 5 ole LS U vAA e & A 3
A el

10. 71 10: 33 AF, A-A9, AR AF
(Three-pass sign-first
authentication) — 7|% 49} frARBI 7S WA o)
Aol & Aee BaA F)

11. 714 11: 23] W§E A, F-A9, e al

authentication) — 7|

mutual anonymous
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% (Two-pass parallel sign-later mutual anonymous
authentication) — 7% 52} FA F9A4S vz
ARl g M-S FsA 2l

12. 719 12: 23] WY AF, A-AH, A
% (Two-pass parallel sign-first mutual anonymous
authentication) — 7| 59} A 7S WA o)
ARl g M-S FaA &l

13. 714 13: 33 A, T4, S il
% (Three-pass sign-later unilateral- anonymous
mutual authentication) — 7| 73} Ak} Y5 v
Aol & A FalA gl

14, 719 14: 33 A%, A%, Qe A
% (Three-pass sign-first unilateral -anonymous
mutual authentication) — 7|9 73 AR FUAS
A Aol g AHE FaA Bl

15. 714 15: 23| BAF, A4, du= 4
AZ (Two-pass

parallel sign-later

unilateral-anonymous mutual authentication) — 7|
83} Akt FAE v HAAe & AR Bl
A &l

16. 71 16: 23 FAF, A-A7, A= 4w
AZ (Two-pass parallel sign-first
unilateral-anonymous mutual authentication) — 7%
83t FrAtsht S wiA wAA o g AR S FEl
A &l

17. 71¥ 17: 877 A&, 4311 %, A= dF
(Four-pass unilateral anonymous
authentication(initiated by A) — 7§ 194 13| 4%
= Fo] duklEow Wy

18. 719 18: AFA A, 434 %, A=A F
(Four-pass
authentication(initiated by B) — 7] 200ll4] 1344
= Fo] duelEow Wy

19. 71" 19: 872 A&, 53 A F, el s
(Five-pass mutual anonymous authentication(initiated
by A) — IS 9798-32] 'TTPE3} 71 - 53]x1%1" 7]
S Wy G AR

20. 71% 20: AFA A1, 53 AF, A s
(Five-pass mutual anonymous authentication(initiated
by B) — IS 9798-3] 'TTPE3} 7|9 - 53] %152 714
= WY 3 AR

unilateral anonymous

21. 714 21: o=l 873k AR 53 AF, Ao
™ AH}elF (Five-pass unilateral-anonymous mutual
authentication initiated by A who is anonymous) —
719 195 HEste] ol a7 AlAteba, Avgal
ek Al

22. 714 22: 873 ARAFAE AR) AAL S
A, dupeiry el E
unilateral-anonymous mutual authentication initiated
by A and B is anonymous) — 7|% 19= wW&3}e] Al
el & AlRbetar, el Akl el

23. 719 23: AZA AR TARE AR), 53,
dule]w kel E (Five-pass unilateral-anonymous
mutual authentication initiated by B and A is
anonymous) — 7|1 205 ¥W33ste] Anl SR}
Alstar, ofwdel eAbel kalF

24. 714 24: =l ASA A1, 53 F, Ao

™ AH}elF (Five-pass unilateral-anonymous mutual

(Five-pass

authentication initiated by B who is anonymous) —
719 205 W ste] el A} Alteta, Anal
277kt AnkelE
5 o] 83te] AelSS e 7IHE 4,
5,7, 82 A 7L o]43F FZ(misbinding attack)
o ks 4 gl5o] Walker & Li®] [WL10]Jol4 ¥
2> S5 2 FA2] el Bl
BoJFQlar o] & o] 43 7| E 9, 11, 13,
o} g A-AHs Fal AR FEAE
olsl= 71 E 10, 12, 14, 162 Hwang, Eom, Chang,
Lee & Nyang®| [HECLN12]ol|4 7} 7ot}
w3k e AA 2 A4S E]lshe AAR
Brickell & Li®| [BL10] ¥} Hwang, Lee, Chung, Cho
& Nyang®] [HLCCN11]ell4] 74212 vl 23hA 7
t}.

(92D 2009 AJ=HE A= Eols} S, Matsuo(JP)
7b #AAE Hol AlRa, 2013-12-01¢0 %
(N12842)0] 7 =]Qlc). A goll= AEo] o
7]%kek 7]¥ (Mechanisms based on anonymous digital
signature schemes)o|glon} el We7p &
oty gedEo] Ealo] o w o] A FoR
A3k

(83 201690l v A7 EA AZE ] Qlck



28 SC27/WG2ellA 2] AL} AAl A5 2F 20
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Mechanisms based on blind signatures) oA & SC27/WG2elA ZF8E 1 9l YA EA
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ok o B2 7 sl 23E AL ot bl that ool =go] =glom ek
1. 719 1. 23"d%, d9gHdS (Two-pass
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