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Abstract In this paper, we propose a communication middleware for development of HACCP(Hazard
Analysis and Critical Control Point) automation system, which is composed of lightweight devices and
a server, to support effective HACCP data management. To provide the proper HACCP data to
lightweight devices, we design the communication message protocol based on HACCP management
regulation model. Moreover, we develop the communication middleware that performs various functions,
such as processing of communication protocols for HACCP data, analyzing of messages between devices
and a server, and providing database managements tools. In addition, it takes a role to guarantee sharing
consistent data among the devices and server, through the active updates for information on devices.
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Design of Communication Middleware for HACCP Automation System using Lightweight Devices

Actually, the proposed communication middleware can be a part of critical system to develop a HACCP

automation system with lightweight devices, because it implements the HACCP communication protocols

making lightweight devices execute every HACCP task.
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Table 1 Message Format

Table 3 Message Profile Design with MSG Type &

D
Format Definition
MSG
STX Start of Message (0xAB1) Type ID Role
1’\1‘/[SG Notificatiolil/[ of Sent}l?r/Receiver & 1 1 Device Registration Request
ype essage 1 ype 1 2 Device Update Request
IEEE Device IEEE address .
1 3 Current Time Request
D Notification of Message role 1 4 Day Diet and Category Request
CCP/CP Notification of CCP/CP 1 5 Check Results Transmission Request
Payload Payload length 1 6 Warni.ng Status Transn.lis.sion Request
Len 1 7 Density value Transmission Request
Payload Payload 1 8 | Temperature value Transmission Request
SUM Sub 1 Byte of Sum from IEEE 9 3 Ack corresponding to Current Time
to front of SUM Request
ETX End of Message (0xCD34) 9 4 Ack corresponding to Day Diet and
Category Request
Table 2¢] MSG Typedl #< #olst7] 94 9 1 Ack correspondglgdt? Inspectors list
pdate
A, @27l = D(Device)Z, AWM= = - S
1 | (Device) =, Awi _S(Server) 2 2 Ack corresponding to Diet list Update
el 23 (REQ), 59 @RSP), &J(ACK)< . .
o Ack corresponding to Density value
Aﬂ 7}'X] Uﬂ }\] X] 65] % z= 6]—6]'0:] Uﬂ }\] X] 7]' }\g Aé 2 5 Transmission
4 1 37 @S Foldu d8 = A (S)el 9 6 Ack corresponding to Temperature value
A ddrID)ER AsHY, dax AAs A Transmission
(REQ)st=  #AAY A% MSG  Types 3 1 Inspectors list Update Request
‘S2D_REQ'E UEelUlE 3k 302 AAgt), 3 2 Diet list Update Request
3 3 Category list Update Request
Table 2 Message Profile Design with MSG Type 3 4 Inspecting Request
MSG T : 3 5 Density value Transmission Request
Valuipe " | Transfer Direction Type 3 6 | Temperature value Transmission Request
D2S_REQ : 1 Device—Server Request 4 3 Response correspRorelggéitto Current Time
D2S_ACK : 2 Device—Server Ack ) ) Response corresponding to
S2D_REQ : 3 Server—Device Request Day Diet & Category Request
S2D_RSP : 4 Server—Device Response 5 1 Ack corresponding to
$2D ACK : 5 Server—Device Ack Device Registration Request
5 9 Ack corresponding to
3 . o Device Update Request
e 7+e =23y A
& MSG Typext D9 gh= =3ske], vl 5 5 Ack corresponding to Inspecting Results
=] ;’:i—q-%]-g Aol sl ] 9] T":_I‘éi S 59 }‘1 il Transmission
AR Y] gA dEs FEE  9ESE Table 3 . 6 Ack corresponding to Waring Status
I} o] ID IS F st} Transmission
ek mAxe] Zautede]l [1, 1191 A$E 5 7 Ack corresponding to Density value
Table 20 Holi wHlgl zol MSG Type©] Transmission
D2S REQ &M, Satrlo] ] Aws A4 a4 5 3 Ack corresponding to Temperature value

WA A olH D7} 191 Agolm= Table 30| A

Transmission
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date =z 2 2015-05-21 19:30:20
Freezer temperature 993
¢ temp 222= 993

Check Result 0/05K } f_temp Heoo g99.3
Inspector 01 | checkl =3= a

| check2 =7
check3 =zj== *
Fig. 8 CCP4 D2S_REQ Message inspector Zanté= 1

Fig. 10 Database table for CCP4

| Transmission

Fig. 9= A lA CCP4 dAe] HAdd A

AAE GE7| 25 st S mE 9ol Fig. 112 228 A% ware A 7+ B4
M A datE B WA e FAAC]l & g A jFee B3 wAA] AE FAHS Hol
Asfef, CCP/CP &, typest ID sol 2458 51 giv), FefoldEql BavlelA CCP 8 2
o, dAelmE e mEdel A4 AHN ss dAgad Mo B4 vEddoldA HAA
T e A ARE I WAAE AFdr SLsld)

o] ZE(Payload)®] HolH= HAAZ, W/ N gem g Ad S9 g
WEsue AAAF, dAAe HolHE
i glom ol & dHolH Az EEeli Wg
DBell A3t HolHs AT F &
dlolef o] Aol Wi SAACKWANAE dAF
st} o]} wiz7kAE CP5, CCP6, CCP7 A El

Server

D2S REQ : CCP4,CP5,CCP6,CCP7 Transmission of check result

| £:| Communication Middleware [ = |[-E |3
Check Data RitoE el S2D_ACK : CCP4, CP5, CCP6, CCP7

b ABA Response of check result (success or fail)
s 1{D2S_REG)
e AT T D2S REQ : Request a current time or day diet

; 40 ; ;
it S2D_RSP : Response a current time or day diet
5 5 (CCP4 Check Data)
N — OE (14byte) D2S_Ack : Ack a current time or day diet
Payload 3d6b37343a55cE4213a58 S2D_REQ : Updates a inspector/diet/category table, Request a

2015-05-21 18:20:20/ CCP check, Transmission a density value and temperature value

EEITACICL AT e ks 99.3/99.2/00X/01

sum
ETX cD34
D2S_Ack : Updates Ack a inspector/diet/category table,

| Souvelatn | Request Ack a CCP check, Transmission Ack a density value

and temperature value

Fig. 9 Data processing results for
CCP4 D2S_REQ Message Fig. 11 Communication Protocol of transmission
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Atst T4l HlEAdY A5 EE8AEES AF
371 91814 HACCP WlAA B4 ks A&
sk @3 wAE S Faalste WY CCP 4
T o W] vas A ol £
=R A ¢kslE HACCP WIAIAl qFeky B4
vEdlolE Fdd 71E9 HACCP As3F A~
o] HA= g A" Bl o]y 7] wiE
o},

Table 5% € Table 8& E4 wE9 o7} #y
&= CCP/CP dAolA Add & = & ¥
glo] wAIAE FAE 3 HACCP wWAIA] Tf ofell

3 i o]9

o mEAR 27 A4 s
278 248 A7 dedn.
dusld A AWz AsHE 2d wAR

A 192 H]-O]EU]—X]

184, HACCP X}%zz} Al 2=
o]l A 1H] FA1 Al, 60 HlolE
A2 2[12-14] HACCP WAl A toFx} o]
gt B2l mEddT fle ]

Table 5 D2S_REQ Message comparison of

efficiency
MSG Message| String '
. Commun/Communi
Type Definition .. .
(name) —1cation| —cation
(byte) | (byte)
Device Registration 22 72
Device Update 17 68
Current Time Request| 17 56
Day Dle}t{ezr;de S(Eategory 17 56
D25_RE["CCP4 Check Result 20 0
Q Transmission 14
CP5 Checlli Result 35 192
Transmission
CCP6 Checlk Result 23 116
Transmission
CCP7 Cheqk Result 50 182
Transmission

do] =7hs st

Table 6 Q1 HA|A] dFe] 5714 B4-=
UERE, ZF AR A7) s dsiAl B
Noo o 4 . el wAAE Holrrr)

= T
slo] FERrE A 3}‘33 A Ao AT 5
S|

[e)
ox AHEE & & gtk

Table 6 ACK Message comparison of efficiency

MSG Message| String
.. Commun | Commun
Type Definition L .
ication | —ication
(name) (byte) | (byte)
Ack corresponding to
Current Time Request
Ack corresponding to
Inspectors list Update
Ack corresponding to
D2S_ Diet list Update
ACK Request 16 88
Ack corresponding to
Category list Update
Request
Ack corresponding to
Inspecting Request
Ack corresponding to
Device Registration
Request
S2D_ | Ack corresponding to 16 38
ACK | Device Update Request
Ack corresponding to
Inspecting Result
Request
Table 7= AW dLd7|2 AE3+= 8%
HAIA] 474 A5 YERUY, dulo]E o] H
2A 7} WAl A ] A7]E 7] HEE Aot %l%
< ¢ F AT} Table 82 @&7|7F A &
(REQ)9] ©]gt & wlAIA| 2742 A& UrEMJ
W, 7t WAA e 27 @A wE zols 8l
&% % & o
A9 BE ASel BT £ Y& WAAY B
At A Fe] mlale] oJsiA A o 61.7%
o vholEst Aoksm, WA ekl elsiA 2
Zst¥l HACCP d©lolg o] &&o] 7tsghs ¢
F vt
T 2 =iolA AAG HACCP HIAIA Af
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ok FAl wEdele Fde SEA, EE
HACCP % 43 A37F 60utolE o]ste] v
ol FAlE& TheAl FomA Ak dEr|ef
A A RES Adsted e 23A9dS
& Ak

Table 7 S2D_REQ Message comparison of efficiency

MSG Message | String
.. Commun-|{Commun-—
Type Definition . L
1cation 1cation
(name) (byte) (byte)
Inspectors list Update
Request 19 94
SoD. Diet list Update o4 116
Request
REQ ;
Category list Update 99 100
Request
Inspecting Request 16 88

Table 8 S2D_RSP Message comparison of efficiency

MSG (l:\/Iessagei . String i
Type Definition ommunT Lommun
h ication 1cation
(name) (byte) (byte)
Response
corresponding to 20 100
Current Time Request
S2D_RS
P Response
corresponding to
Day Diet & Category 24 108
Request
5 2 &
B =FodAE HACCP %9 A53ds 93

Al CCP/CPYF7F o] FolA =
o] Abg3hE Ao w9 dely o F3tay
& Fd3t= AWE 9% HACCP H& S4lv
EdolE At ol& 984 HACCPY
CCP/CP 459 4 2 F2l HAAE Aos)
1 AE3t 7hsd dHelHE Zdstr] fd
doleE F4lsl7] 998l HACCP B4l <3
ol Fdste Bl wEdolE FdIFAL. A
A HACCP 477t Fal=+ #AddA A s+
HolEHE AWMz FAsa oo g3 HIdE &

Ago] zel9ld

a4 HACCPY
7ol A 7he
27} 7t eee Hdth o]
Eﬂ_ }\]/\Eﬂ %

=

%5 101 7%-@

(1]

(2]

[3]

(4]

[5]
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