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Design and Implementation of Software Vulnerability Analysis Algorithm

through Static Data Access Analysis

Hyun-il Lim*

Abstract

Nowadays, software plays various roles in applications in wide areas. However, the security

problems caused by software vulnerabilities increase. So, it is necessary to improve software security

and safety in software execution. In this paper, we propose an approach to improve the safety of

software execution by managing information used in software through static data access analysis. The

approach can detect the exposures of secure data in software execution by analyzing information

property and flows through static data access analysis.

In this paper, we implemented and

experimented the proposed approach with a base language, and verify that the proposed approach

can effectively detect the exposures of secure information. The proposed approach can be applied in

several areas for improving software safety by analysing vulnerabilities from information flows in

software execution.

» Keyword : static data access analysis, software vulnerability analysis, static software analysis
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[I. Related Work
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T2 AME ol
Cheng[6], Clause[7], Bail8] T4 &4 29 #41& &
&5 FA AAE AAEIL o, O = A o 3§
Aol e A4S $=8Ek3iT) Cheng 5(6]S tlolE9] &
B FAsRE Bt Al2EE AEEielt) o] WA E A4
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Table 1. Summary of related work.

Authors Approach Applications
Tracing flows of malicious Software
Newsome . . .
= data through dynamic taint vulnerability
et al [5] . :
analysis. analysis
Cheng et Developing a Sepurlty Network attack
system for tracing data .
al [6] analysis
flows.
Clause et Develqpmg a generic Taint analysis of
analysis framework through data flows and
al [7] . . ;
dynamic taint analysis. control flows
Developing a dynamic Detecting data
Bai et al analysis for data security security in
[8] problems in network network
connections. environments
Yin et al Detecting malware through Malware
91 dynamic taint analysis. detection

[Il. Static Data Access Analysis

1. The Definition of Base Language
44 dlolE A A4S flgh 7uk A= dAA 229

oA FFAHA  HH TES ¥sele WEHy Y
(imperative language)$l ZE1#}% o] While[10,11]°]
719k T FAEITE 228 olo] Whiled 2139

[e)
Aol HpHA  FE Y T(assignment), AT

(sequence), Z7A¥(conditional), ¥H+&(while) & A H T}

B =RoME Whiled %£3d FES XF ¥¢sta glom,
o a S wpolyg] 2ol e 42 JeE MReE
AR g A 88509l load)9} store() HHolS x| Y3
== 359,

program ::= program begin statement end
statement ::= skip |
{ statement } |
statement; statement |
identifier = exp |
if exp then statement else statement |
while exp do statement |
identifier = load (exp) |
store (exp, exp)
exp ::= identifier |
true | false |
constant |
addr |
exp ® exp |
© exp |
input (data, src)

// binary operation
// unary operation

Fig. 1. The syntax of base language.

Fig. 1oA] & =Fol|A AH&3te 719k o] 9] FiE(syntax)
S HoFa Quh AA Zaae] Pxe
(statement) .2 HoHTE WH] 7 TS A
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rir

£ golEE TN, Buols Az, R, if 2%,
while WEE 5 & £t Qe Ee, vine] 42
2

1"4 0}71 A v 2

A EE dEeld A8SE S48 Yehl

=d], " o]88 %3l identifier, true B+ false #&
A

THE = a, A, AR Fa(addr), ©lF it B T
At & TG EE, Zrag oA AR HolHE
49 & F odE WHo] inputOs EF sk glrh o] HEo
© ZRIOY] £ Tl AHAR UESA T ofF-25-H
AEE Y e dAke FRE.

2. The Design of Static Data Access Analysis
1 24 284 2N
A4 deoly A wAE Fds] AN 2

£ S g Folea el 4 2 guel

Table 2. Analysis environment for static data access
analysis.

It manages the analyzed values and
Id_Env properties of identifiers used in a

program.

It manages the stored values and
Mem_Env | properties of memory locations during

program execution.

It represents property of data according
Property | to the security levels. (Safe, Curious,

Secure, Unknown, and Warning)

Table 3. Data property information for static data
access analysis.

Property Meaning
Safe Safe data that can be trusted
. Curious data originated from
Curious
untrustworthy source
Secure Secure data that should be kept securely
Unknown | Unknown data that is potentially curious
Warning Warning for possibility of secure data
exposure
Table 204 T2 o] B4 JeE 8= 34 ARE
S BolFa vk [d_Enve ZEIHA ALE HEEe] A
NE B4 ATE AFea Belshs GRS Bk 2 ws
fﬁﬁﬁfﬂ AR} Are] &4 ARE A st A} g

§P HRE
&4 Xéli

A Uehdes wg g vl Add ZRe gt doly &
A ARE FH3 5 = S AFe Propertys L2
IR A ARR-E= HlofE] ] 4] A AR ANE JERTL
o] & A% dlojge] A E &4 whEkA| Table 33 2

o] T 7I# ez EFHch
Safe Ho]HE AlF3t 4 9= oAdt S Jrhyx
Curious HoJEE Ul&9] obAAL A7 4 9= 983 A

g 2yt doleE e
F59 o188 e wol ol E

oJEl AH Holg F BAL 5B

. Secure H|oJE+= F-2
YERATh Unknown
dlo]g &AJo] BEH3
A5 UERH Aoz o4l(Curious) HlolHZE F/H
th. Warning dlo]El= o4 dlo]87} Bt dlolHef ghe
2 AR FF 2 oh8d F e Aeol vEvH, AZE9
o9 Hekd S Yehlle A9 s x¥si

2.2 B8Ol 24

T2 dolEl9] ofey H JHE FAskaL ¥4
shz dlolE] A B4 TRafs Fgske HEoldl s
H BEo7E AAEUA e} ofgA WM =AE 24

, 7L WSt RAE dukE s o4 dlofEef Huf B Hek Ho]

E1«1 FEi7y A7 Elojof gttt

Fig. 204 718k dAojol|A] 7]&H
gk A daEEs HoFa vk E_fﬂ&.ﬂ A
eval)2 A4S G4 exp9t Ao Zgsk 37
[d_Env®} Mem_EnvE wj7iW4E Hhola] 42219] A
I A A9 voly 4 HRE A AnE wgkelt)

eval(exp, Id_Env, Mem Env) {
switch (exp) {
case identifier : return Id Env(identifier);
case true : return (true, Safe);
case false : return (false, Safe);
case constant : return (constant, Safe);
case input(data, src) :
if src is from safe source
then return (data, Safe);
else if src is from secure source
then return (data, Secure);
else if src is from curious source
then return (data, Curious);
else return (Unknown, Unknown);
case addr :
return(Mem_Env(addr));
case © expl :
(val, property) =
eval(expl, Id Env, Mem_Env);
return (S val, property);
case expl ® exp2
(vall, propertyl) =
eval(expl, Id Env, Mem_Env);
(val2, property2) =
eval(exp2, Id Env, Mem_Env);
val = vall ® val2;
prop = combine(propertyl, property2);
return (val, prop);

-

Fig. 2. Analysis algorithm of expressions.

F2)o] W& (identifier) 91 49 87 AR Id_Enve £4
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Ao wEha Qb stk dlole] Q1 - Safe, Bt dolE <l
% Secure, 94 tlolg §
A=gke]l AA BAo=2REH F4o] EVFES dHolHE

Unknown &Aooz #4313 A4 oA dolg=z gk

RS T Fao] Byl gholAy A4}l g T2
el Al A grolm2 doly $A%2 e Safe= 4
giet dlole] 949 A4t input() 91 8-, g Anw FE
e dlolB & Wokaslt) of wf 4 wlojE o] Ae] A=
7
g

o mEbA, input() BRI e & AnE FE 4
H ARE Curious £A02 BA81, 22 oA 94 A
B9 EFS BHT 5 Uk F40) MR 32 addr 2 3%
37 AE Mem EnvZ5-E ¥4 Z3ls ukgisit),

F2lo] whak oq/\}z]_ 6& I3st= whakael A9

S, W 2 expld exp29
4 €4~ A%t combine) 3+ AFE dHlolE HAHoR 7R
t}, o714 do|E e Ag2 oA uvlolE 7}t Hel vlolE o]

A=)
sha o2 frEshs 5 oelHel dle] A & 9] uE
o o

Table 4. Data combine rule for property p1 and p2.

p2 . .
) Safe Secure Curious | Unknown | Warning
b
Safe Safe Secure Curious | Unknown | Warning
Secure Secure Secure Warning Warning Warning

Curious Curious Warning Curious Curious Warning

Unknown | Unknown | Warning Curious | Unknown | Warning

Warning Warning Warning Warning Warning Warning

Table 4% f dlole] 4 plat p2o diaix AXkS 3
A AHEEE S 24 Z28E UehdlE 2% 773 (combine
rule)& HoJFEr) o] Ad 13 AXES o)) MHAES HF
at7] 84 oA dlolEt AgE e As TS AuE e
W& e glom, o HlolE 7} Het vlolEld] e}
= 799 Warning? dlolg £A4 02 EAgo g Hel b
ol o] MRl ALR-S AR 4= dth. vl A 12
Al Warningo| 2A3l= A9 Secure FR7}F Curious GH
I+ Unknown X 9JsiA Hd uf #Asit), o & &
ZeIae)x o4l dolEE BAE oMY FAE ‘@:5}3
AR7} 287k WE ol e Wt flolEd] ek A4S 4
|7tE Wt g WY F2E FelhEd 9840l vk
A o4 dlolE 9] & Warning Hlo|HE A8}

P

2.3z Holg HZ &4

B oAM= 7]k o] ool is)A dlolH A 4]
A& A¢t3t}, Fig. 3& B =FoA A¢tels= dloly A
BA dug|ES HolFa 9} analysis) & EAEE HY

4 1d_Env,

Mem_EnvE w7}

h O
Wgg Wy BA A9E 87 AW [d_Enve Mem_EnvE %

analysis(stmt, Id Env, Mem_ Env) {
switch (stmt) {
case skip : return (Id_Env, Mem_ Env);
case {stmt} :
case (stmtl; stmt2) :
return(analysis(stmt2, Id, Mem));
case var = exp
return (Id_Env, Mem_Env);
case if exp then stmt] else stmt2 :
if val = true then

else if val == false then

else if val == Unknown then

case while exp do stmtl:

if val == true then
(Id, Mem) = analysis(stmtl,
return analysis(while exp do s

else if val == false then
return ( Id_Env, Mem_Env) ;
else if val == Unknown then

(Id2,Mem?2) = analysis(stmt],
case var = load(exp) :
(val, p2) = Mem_Env(addr);
return (Id_Env, Mem_Env);

case store(expl, exp2)

Mem_Env=Mem_Env+ addr: (Val
return (Id_Env, Mem_Env);
¥
}

return (analysis(stmt, Id Env, Mem |
(Id, Mem) = analysis(stmtl, Id_Env, Mem_ Env);
(val, p) = e.Val(eXp, Id_Env, Mem_
Id Env = Id Env + (var : (val, p));
(val, property) = eval(exp, Id_Env,
return analysis(stmtl, Id_Env, Mem_Env);
return analysis(stmt2, Id_Env, Mem_ Env);
(Id1,Mem]1)=analysis(stmtl,Id_Env,Mem_Env);
(Id2,Mem?2)=analysis(stmt2,Id_Env,Mem_Env);
return Union of two environment infos;

(val, property) = eval(exp, Id Env,

(Id1,Meml) = analysis(stmtl,Id_Env,Mem_Env);
return Union of the environment infos;

(addr, pl) = eval(exp, Id_Env, Mem Env);

Id_Env = Id Env + (var : (val, combine(pl, p2)));

(addr, pl) = eV.al(expl Id_Env, Mem_Env);
(val, p2) = eval(exp2, Id_Env, Mem _Env);

Env));

Env);

Mem_Env);

Mem_Env);

Id_Env,Mem_Env);
tmtl, Id, Mem);

Id1, Meml);

combine(pl, p2)));

Fig. 3. Data access analysis algorithm

skip B#olo] 295 Sua #4o] Baglel Aol ¥4
A2 oz e, 9ol A A8 4 A 8
wolol dlsld BAE ATE WL o AE FAHOE T
Yok, YL 4*40 a2

Z:Zj” o] =Lo] A

- h=4
ol 734 stmt29]
&

o] 79 stmtl9] #2

for statements.

_E
LT
T
=

B A

T =
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B e ¥ 5 k.
while ¥H2E9l 9 27 0] el A= WEES A% [, Progmm begin
F317] witol] HHEEe] uiY stmtlS ¥A% A 34 A 2: s = input( SecureNum,
£ olgato] A R BAUE, 2440 AR AL L | 3 - i oo P
BRo zasy g 24 34 ARE agE dksked @ b addr - a Curious e-mail address);
o} kel 27049 o] AA EA48 FAlA EA4HA Ee 5:  store( addr, x);
A daeel w49 42E wr aed g e | § (570 s T s
Ak, e AF7)F J)2AM BAS ARt WEE | 8 b = load(a);
o hu 21571 03], 13, 131 ol4kl A0l S BAF A | 10 Gpe
H2 wolr HE A= waslo 24 753 vheksl A8 7 ié ‘; = :)rfput( “SafeData”, safe value for init.);
ol W B4 Jug vt 13 j = -lo;
load WHES A5 £ expl LT Atz el | L a1 atwe from unknown source).
o] F42 ANEaL, 874 AR Mem_EnvERE g F40 16: =it
A AnE golert dnelel dage B BN | 18 store( 1, s
BE W] g8 B4 AW IdEnvel wdE dolg | 19 i=t®k
sxgre nee Faol B 240 e 498 gl end
542 AW ANRS SR VBT store FHE Fig. 4. A test program
B wmeel gh& Age) 98] 4 expl CRRE FAY o 5e gaE wzode] gia 47 oy A B4
& B T4 exp2 2RE ATRS TAUG AL g9 pelm gt xz o) 2 Wyele] s 24 2
sRolH = 24 A3t gstes &8 AE Mem Bnvell A g} ~aymo) webd 874 A 1d_Envet Mem_Envel ve}

U B4 ANE wAdoR nojEd.

ol
s
rir
o
o
T
4
o o
ol
o
rlet
o
o
o
n
[o

gy 1} Table 5. The analysis procedure for the test program.
o]

A . = AR AFE Ao ulgbA b Id_Env Mem_Env
B S48 $Asa, 2 Ay o dolelel s 1 e (00 Salo )
_ o _ ~ 2 | s (SecureNum, Secure
R HSHHelE7E mEd S slE Sl S AL & 3 | x (*a@b.mail®, Curious)
ITEFo)e] A S I A ¢ At 4 | addr (100, Safe)
5 100 (“a@b.mail”, Curious)
6|8 (SecureNum &
; ; “a@b.mail“, Warning)
IV. Implementation and Evaluation o0
7 (SecureNum ®
“a@b.mail”, Warning)
B Ao e B =R Aoket A& dglolE] A Bl g | b (SecureNum ®
FE 9 AY ANE uolETh BAYIE ) Qojo] A4 20b.mail. Warning)
b (SecureNum ®
4 9lom, HAE EEZ‘%J% 3 A AE HoFrh 9 “a@b.mail”* ®
el AR 4 dolE A2 A eaege) A a@bmall, Werning
1w 3172 Microsoft Windows 7 A Aol g8 L2 11| t (“SafeData”. Sale)
™ 1o} Haskell[13]S o] &34 FA3sIIT) BA417)= 74k 12] 1 (0, Safe)
ool g 2y E Tg Mo gEE xgdo] golE 5] Al 13| ] (—10,, Safe)
‘ 14| k (“~1", Unknown)
ol weh &gk Bk oy Holelel s 2 web [
olEl 9] kHAS AstaL ARE Yt 16] j (5040, Safe)
Fi 1= 7 E‘l’ O\j =2 o)l x iﬂ_% E}‘-‘7 o] :l_ o1y 1711 (101, Safe)
&7 ] . Oiaz]"ﬁi? :ﬁHEH oo 13 101 (5040, Safe)
HIAE Z2ags Hojerh, o] ZIge 7]uk dojel|A] & 19| 1 (SafeData” ® “-17
ghakal 9l skip, WY, input() B#EE, if 21, while J Unknown)
52, WEE load/store T 71HF Aol B g9} £AS
Egelal glom, B B4 qize] 23 4 RS TS 2}l 1, 2, 3e0l4= &do] ok Al 7<) dlelElr} AR H
of, 2 22 g3 nok glojgjgl o4 dojEQl ojvd F4E5 WF s AR H Ho|H(MHERE, FYUHE )&
Ao e & deolHe SESRAetH sE2 00l dHoR W $4E Secure o e, W x= 95
100704 9] 35 HHE A o2 ARbslhs 2aglo g Atk 2HE FYsHe giad ojrd F4E 7RItk gkl 4ol A



74  Journal of The Korea Society of Computer and Information

T A a7b addr Wl dIdEAL, 2l SellAE HEE )
addr |Aol| W= xo] dlo|e 7} A)F ) webs w=2e $7
AR Mem_Envell = 100 Aol Curious $A4& 7 vjd 5
a7b ArgEt

2kl 6ol if 2T FA2el wEhA Ay FEo] &
gty 2042 ALEAETE Y e Hel vlolE so #%
o wEhA At SRR A TA A E AR E
o digk I ARNE wdd F gloemz 27
Unknowne| "t} upeha 23 A
o] uirizt g MR A ETE 241 6ol A= Bt diolH s9} 9
A ol x7F 7 AFEE L 917] wlitel] €141 vlolE 7} Bk
dolEel gatal o™, Bt volg ] & 7l & UE
Y& Warning £S5 7Hth 281 7oA & Kot AW s9 3t
o] wixg] 100 Aol #A7g=]=v] o] uwf wmelel] #7Fe €4
dlelefel] HatAl HWA Warning o] tebdth

2ol 82 =] 100MAolA ks ol ¥ bell tisist
32kl 9ol A= W bell A gho] oA WS xoll st
M Warning o] 2%t} 2kel 10, 119014 skip H#EHoE= 4
34 gom, by inputOWE ol kg 4t “SafeData” &
Z71Fke 2 Qlewola WS tof] "l 9l 12~18
while YHH2& 5317 984 W 19} & 247 07 -102
2 2718keta 0914 100744 18] & gt - iAol A=
A (store) et wEhA E2E] 101HAo = 50400] 3 Fhol
A &S Safex FAET &1 19614+ Safe ¥ k
of 14eklelA wAe] A~2HE 1% Unknown ® t7}
Astar glom Axprl @4 jof gide) whebd M4 9] &
%2 Unknowneo] ¥t}

A A A oA dHolERl WY FAE F 3W A
dloleel] skl doH, Warning £73¢] Yeleds & 4
t} ol Ful HE -2 nol Holgrt ASEA ¢ HloE

2 olud Faol o3l §EHE Fol AL AZT 5 9

N

=3
Table 6. The analysis results of the test program.
Mem. loc. Value Property
100 SecureNum ® “a@b.mail” Warning
101 5040 Safe
Identifier Value Property
a 100 Safe
S SecureNum &® “a@b.mail” Warning
X “a@b.mail” Curious
addr 100 Safe
b SecureNum &® “a@b.mail” Warning
® “a@b.mail”
t “SafeData” Safe
i “SafeData” ® “-1” Unknown
j 5040 Safe
k “-17 Curious
Table 62 HloJH At £4& 53 HAE Z2o] &
A ARE BAFI it} B4 AFjoA 2] HEe

Zeop wigpel] theflA A4S Faf vehde Adghst AFe &
e BolFal sk Aat= e viie] 100949 W sot b

7} Warning £4< 7H4= AL gels = 9t}

Fig. 5¥ 783 £47|2 8 ~E 220988 B¢ 438
HolFET) BA Anjox Zazame] 3 o UEY 5 9lE
HeE dolH o 7% 7FeAS A 309 A wAAE
wolFa 9ok Zb Al wAA= T2 el Hel dglofEl
SecureNum @3  ARJF gA  dolEd HAd  Fi
“a@b.mail” T4 = 7HsAd

=
T
& A A
B4 Zake o

EC RO Dk

o

glom o] Table 5004

o QA3E FAF 4 Ank.

B #elAk Cwwindowswsystem32%cmd.exe - ghel =

-—— Static Data Access Analysis Results ———— -
arning: Secure data may be exposed: [VINPUI"1:Secure is used with [“aBh.mail"l:
urioust

arning: Secure data may be exposed: [1BB1:Safe is used with [Unknownl:Warning?
arning: Secure data may be exposed: [Unknounl:Varning is used with ["aBh.mail"1
:Curioust

———— Analysis finished. ———

———¢ Environment Information after finishing the program>——
[Mem_Enu1 :

<hddr 161, <UConst 504@,PSafe)>

«<Addr 1088, {Unknoun, Plarning)>

[Id_Env] :
(K", (UStr "-1".PUnknown)>
€<"j".CUConst 5040.PSafed)
KUiY. CUSte "WStr W'SafeDatali" <{+> UStre W'-1W"".PUnknown)>
eV CUStr “SafeData".PSafed)
K"bh", CUStr "Unknoun <+> UStr W'alh.mailW'"' PUarningd>
{“adde", (UConst 108.PSafed)>
{Ux", (UStr “aPb.mail",.PCurious)>
(s, (UStr "UStr W INPUTH' {+> UStr W'aPb.mailW"".PWarning>>
<"a".(UConst 100.PSafe>?

Prelude Main . -

Fig. 5. The data access analysis execution result for the
test program.

azEgole] P FE3 HRo] 2TE] Fope
A ehte Bek BAE AR Fe8 $A7 93 9T 4
A HolE e BAE Az Egolo] AHLEE net Aue) o
A AR 58S $As 4 Ak net Jud goshs
e BB, o) ek Aue] §E 8 e & 3
= ohke Tl Al Aol A 5 gl AsRe T
S W Faw 94U T 5 9L Aol

2 eRalAs 4H dole 4 249 dueEe A%
7] dlolol Tjg BAV)E S FHS Ak Hx
E Z2aus S04 A0E Belesia, oy dolre 58
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