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Development of Managing Security Services System
Protection Profile
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Abstract

Security Management System is a system which operates in the security control center for security
control. All living things across the Internet in recent years, with the rapid increase in the subscriber
base has increased the need for network security dramatically depending on yirueojim through web
services, thus cyber security sheriff, I have a big issue to build a security management system, each
agency and perform control tasks. But the security functional requirements for security management
system would not specified exactly, in developing a security management system to build and
design a situation that PP’s needs require a lot of trouble. In this paper, we develop a Managed
Security System Protection Profile for the security functional requirements specification of the

security management system.
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Security Security
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<Table 4> Comparative analysis of the control
System Protect Profile

7. 4

2 =& MSSSE 49 ska, CC V.31 R4ol
A HYs A S EE3%ke] SRS AY=
TE E3 MSSS RzZazads /e st
2 =folA Ad MSSS HIIZEdde

oin 71z B &

References

[11 Y. J. Kim, “A Study on the Improvement of Effective
ness in National Cyber Security Monitoring and Con
trol Services”, Journal of the Korea Institute of Infor
mation Security and Cryptology, Vol.19, No.1, Febru
ary 2009.

[2] S. J. Ann, “Security Monitering & Control”, Leehan
media, April 2014.

[3] Korea Information Security Agency, "Guide for the
production of Protection profiles and Security target
s”, July 2007.

[4] CC, "Common Criteria for Information Technology
Security Evaluation Part 1: Introduction and general
model Version 3.1 Revision 4", September 2012.

[5] H. J. Lee, "Reuse way of Protection Profile to draw
Security Functional Requirements Based on Commo
n Criteria”, Sogang University Graduate School of

Information and Communication, December 2012.

[6] K. S. Han, "Design of instrumentation and control
system nuclear protection profile(NPP-ICS) based
on nuclear cyber security guideline”, Hannam Unive
rsity, February 2013.

[7] Korea Information Security Agency, "Enterprise Sec
urity Management System Protection Profile V 2.0”,
September 2008.

[8] Korea Information Security Agency, "Intrusion Dete
ction System Protection Profile V2.0”, April 2008.

[9] Korea Information Security Agency, "Network Intru
sion Prevention System Protection Profile V2.1”, Ju
ne 2010.

[10] Korea Information Security Agency, "Role Based
Access Control System Protection Profile V2.0", Jul
y 2008.

[11] H. S. Jo, "A Study on Development to Be Protection
Profile for Interoperability of Heterogeneous DRM
Systems”, information processing society journal C,
Vol.16, No., February 2009.

[12] Y. J. Jo, "Analysis of Security Requirements on DC
U and Development Protection Profile based on Com
mon Criteria Version 3.1”, Journal of the Korea Insti
tute of Information Security and Cryptology, Vol.24,
No.5, October 10.

[13] CC, "Common Criteria for Information Technology

Security Evaluation Part 2! Security functional com



ponents Version 3.1 Revision 4", September 2012.

[14] NIST, “System Protection Profile-Industrial Contro
1 Systems Version 1.0%, October 2004.

[15] H. Jung, "A Study on the Security Requirements
for Developing Protection Profiles”, Journal of the
Korea Institute of Information Security and Cryptol
ogy, Vol.17, No.l, February 2007.

[16] G. S. Ko, "Support tool for cloud system security
functional requirement specification”, Hannam Univ
ersity, February 2011.

[171 Y. S. Kim, "Development of Security Functional Re
quirement Specification Tool of Information Securit

y Operational System Level”, Journal of Security En
gineering, Vol.07, No.1, February 2007.

2013 © gdoistal A FE et

2015 : gdohEta o
A

BHERES HATA, LXZES ] FT}

SOLZHIAI A E

o)

1981
1983

19854 :

19879 ~@ Al S oista
RS
P Rob: WebE, AXE

A}
st gt A%
Fop} Aabatg A

o % &

Fojusta oA

L oggUsta ekl A
o o] 44}
Madjeta gote A

8 o] shupa}



