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Abstract  Steganography is the technique of hiding the existence of a secret message that is
communicated hiddenly. Generally, the main objectives of this paper is to develop newer and more
sophisticated steganographic techniques based on perceptual transparency, robustness and capacity of
the hidden data. This paper analyzes the advantages and disadvantages of image steganography
techniques and proposes an effective method. As a result, the images steganography technique based
on good ELSB and DCT which applies the rearranged key is secure and effective.
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2.1.1 Spatial Domain Technique
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-Edges based data embedding(EBE)
-Least significant bit(LSB)
-Pixel value differencing(PVD)

-Random pixel embedding(RPE)
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2.1.2 Transform Domain Technique
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-Discrete Fourier transformation(DFT)

-Discrete cosine transformation(DCT)

-Discrete Wavelet transformation(DWT)
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2.1.3 Distortion Technique
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2.2 LSB Mehtod
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3.1 Evaluation Criteria

Table 1A
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Table 1 Steganograhic measure and pattern its

factors

Measures | Text | Image | Audio | Video
o) medium| high high high

@) low |medium| high high

©) low |medium| high high

@ low high high high

® low low high high
® low |medium| high |medium

Table 2 Image steganograhy analysis

Domain |Method| @ | @ | ® | @ | ®
Spatial LSB O X X X O
Spatial ELSB | O O X X O
Spatial PVD @) @) X X X
Transform DCT O | X X | Oo| X
Transform | DWT | X X X | O | X
Distortion - X | X | X - -

Table 3& oJv]A] e 7bw1efd] oA ARE-5
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Table 3 Performance of image steganograhy
algorithm
. Single Adwlre et I?isze&t[&\}zv
Comparison LSB LSB&P |1LSB&| Walsh Walsh
VD | DCT |Transform Wavelet
Invisibility low | medium | high high high
Capacity high high | high high medium
Robustness low |medium| high | medium high
Encryption low high | high high high
PSNR medium - high - low
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Table 4 Evaluation of LSB techniques

Comparison LSB RLSB ELSB
Pixel components | sequential | random edge
® low low |medium(—high#*)
@ low medium| high(—high#)
® low low medium
3.2 Evaluation Tools
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Stego image(26,277)
message(1,032)

Cover image(25,478)
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Fig. 4 Cover and Stego image(Byte)
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