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(A Virtual File System for loT Service Platform
Based on Linux FUSE)
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(Hyung—Bong Lee, Tae—Yun Chung)

Abstract : The major components of IoT(Internet of Things) environment are IoT devices rather
than the conventional desktop computers. One of the intrinsic characteristics of IoT devices is
diversity in view of data type and data access method. In addition, IoT devices usually deal with
real-time data. In order to use such IoT data for internal business or cloud services, an loT
platform capable of easy domain management and consistent data access interface is required.
This paper proposes a Linux FUSE-based virtual file system connecting IoT devices on POSIX
file system view. It is possible to manage loT domain with the native Linux utilities such as
mkdir, mknod, Is and find in the file system. Also, the file system makes it possible to access or
control IoT devices through POSIX interface such as open(), read(), write() or close() without any
separate APIs or utilities. A test result shows that the management performance of the file
system is lower than that of linux file system negligibly.
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static struct fuse_operations iotfs_oper = {
.mkdir = iotfs_mkdir,
.mknod = iotfs_mknod,
.getattr = iotfs_stat,
.readdir= iotfs_readdir,

.open = iotfs_open,
.read = iotfs_read,
.write = iotfs_write,
doctl = iotfs_ioctl,
.rmdir = iotfs_rmdir,

.unlink = iotfs_unlink,
flush = iotfs_flush,
.release= iotfs_close,
I
int main(int argc, char *argv[])
{ fuse_main(argc, argv, &iotfs_oper, NULL); }

% 6. FUSE 7€ Z# 9=
Fig. 6 Framework of FUSE Implementation

o 7]‘_ HOHS% E]'ook:l' E]’OI:}
o] IoT tlule]~2 POSIX Ululo]l~ gz Ul
A7EL, Zh ERPE A e kel mejoly)

HISE VE IoT m}o]A o] Hos 4 gle m
ol wdAzwle] At tHE A
o mwlel #E] H Aol AAZHA o] Folxl



CHEUHICIEZ S S| =2 X

M 102 Ml 3= 20158 6 143

static int iotfs_mkdir(const char *path, mode_t mode)

{
char  buf[256];

sprintf(buf, "%s/%s", VFS_ROOT, path);
return mkdir (buf, mode):

2% 7. lotfs_mkdir() ZEAA
Fig. 7 Iotfs_mkdir() Procedure
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static int iotfs_mknod(const char *path, mode_t
mode, dev_t rdev)
{

(void)rdev;

int re;

char  buf[64], type[2], iotfd[32];

if (get_path_type_iot(path, type, iotfd) < 0)
return (=EINVAL)

sprintf(buf, "%s/%s", VFS_ROOT, path);

mode & ~(S_IFIFO | S_IFCHR | S_IFBLK);

mode |= S_IFREG;

if ((fd = creat(path, mode)) < 0)
return —errno;

sprintf(buf, "[%cl%s", typelO], iotfd);

write(fd, buf, strilen(buf));

close(fd);

return(0);

19 8. lotfs_mknod() EZA]A
Fig. 8 ITotfs_mknod() Procedure
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static int iotfs_open(const char *path, struct
fuse_file_info *fi)
{ char buf[256], typel2], iotfd[32];
int ffd =1, fd, n;
mode_t mode;
struct  stat st;
sprintf(buf, "%s/%s", VFS_ROOT, path +1);
if (stat(buf, &st) < 0) return -ENOENT;
if (st.st_mode & S_IFDIR) return —-EINVAL;
fd = open(buf, O_RDONLY);
n = read(fd, buf, sizeof(iotfd)); buf[n] = 0;
close (fd):
strepy(iotfd, buf + 3): mode = st.st_mode;
type[0] = buf[1];
if ((ffd = vfs_open_iot(type[0], iotfd,
fi->flags & O_APPEND)) < 0)
return ffd;
fi->fth = ffd; fi—>direct_io = 1;
fi—>nonseekable = 1:
return 0;
}

18 9. lotfs_open() Z2ZAA 1
Fig. 9 Iotfs_open() Procedure 1

O IoT == A (mknod()

mkdir® FA}81 Al “mknod /home/iotfs/seoul/
usngw:g:12.23.34.45:67 p’9} o] ylo]X tjulo]
2 A WEolE AREgth. o] wj, g I
FA 7] S8 ‘AW EY FAIEET FEe
#AdH & AHESIES @t mknod HHEo] <l
£ mknod() AZ=® F& AA FUSE 7H3
A|2=®e]  iotfs_mknod()  ZZA]A el
“/seoul/usngw:g:12.23.34.45:67" 3} t]njo]
p'E AEHEY. iotfs_mknod)E ZF2HS FA]sld
g3 F&2(“/seoul/usngw’) T} &4 FE(“:1gi12.23.
34.45:677)& EElg ¥, o]l Y il creat()
A" FE ol&dte Wi FFtell “/IOT_VES/
seoul/usngw” TS AAdstT 1 Y Ygo=

&4 FEE AFIHIHE 8).

O

& o

o

RU

4 ¢
2 od & & 1o

O IoT == 7B (open())

AFEAL7E “fd = open(”/home/iotfs/seoul/
usngw’, O_RDWR)"¢} Zo] open() A|=® ZF&
AEstd, AEY “/seoul/usngw”¢ JHF RE=
O_RDWR #ke] FUSE 7Md 3t A|2=E9] iotfs_
open() X ZA|A] AHCT} iotfs_open() ZZA]
A" 9, 1005 WF 37 R o s Wkl

int vfs_open_iot(char type, char xiotfd, int flag)

int fd, sd, rc:

struct sockaddr_in srv_addr;

if (get_addr_port(iotfd, &srv_addr) < 0)
return —EINVAL;

switch(type) {

case 'g'
sd = socket (AF_INET, SOCK_STREAM, 0):
rc = connect (sd, &srv_addr, sizeof(srv_addr));
if (rc<0){ close(sd); return rc; }
flag = TYPE_SOCK;
break;

case 's' :
if (flag) { // try listen
sd = socket (AF_INET, SOCK_STREAM, 0);
if (bind(sd, &srv_addr, sizeof(srv_addr))<0)
{close(sd); return (-errno); }

listen(sd, 1):

if (put_Istn_port(srv_addr.sin_port, sd)<0)
{close(sd); return -ENOMEM; }

flag = TYPE_LSTN;

else {

fd_set rdfds:

struct timeval to;

—

if ((fd=get_lIstn_port(srv_addr.sin_port))<0)
return (=EINVAL);

FD_ZERO(&rdfds); FD_SET(fd, &rdfds);

to.tv_usec = 0; to.tv_sec = MAX_TOUT:

if (select(fd+1, &rdfds, NULL, NULL,

&to) <= 0) return —EAGAIN;

if ((sd = accept(fd, NULL, NULL)) < 0)
return (-errno);

flag = TYPE_SOCK;

%d = vfs_get_fd();
Ufilelfd].flag = flag;
Ufile[fd].data = (char *)sd;
Ufile[fd].size = 0;

return fd;

1% 10. Iotfs_open() ZZA]A 2
Fig. 10 Iotfs_open() Procedure 2
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static int iotfs_read(const char *path, char *buf,
size_t size, off_t offset,
struct fuse_file_info *fi)

(void)offset;
return vfs_read(fi->fh, buf, size, offset);

}

static int iotfs_write(const char *path,
const char »buf, size_t size,
of f_t offset, struct fuse_file_info *fi)

(int)offset;
return vis_write(fi—>fh, buf, size, offset);

}

int vfs_read(int fd, char *buf, int size, int offset)

UFILE =*fp;
if (fd <0 || fd >= MAX_FILE ||
I(fp = &Ufile[fd])->flag)
return —EINVAL;
if (fo->flag & TYPE_SOCK)
return recv((int)fp—>data, buf, size)):
else
return —EINVAL;
}

int vis_write(int fd, char *buf, int size, int offset)

UFILE *fp;
if (fd <0 || fd >= MAX_FILE ||
I(fp = &Ufile[fd])->flag)
return —EINVAL;
if (fp—>flag & TYPE_SOCK)
return send((int)fp—>data, buf, size));
else
return —EINVAL;

19 11. Totfs_open(/itfs_write() ZZA] A
Fig. 11 Iotfs_open()/iotfs_write Procedure
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static int iotfs_close(const char #path,
struct fuse_file_info *fi)

(void)path; (void)fi;
return vis_close(fi->fh);

int vfs_close(int fd)

UFILE =*fp;
if (fd<0 || fd >= MAX_FILE ||
I(fp = 8Ufile[fd])->flag)

return -EINVAL;

if (fp->flag & TYPE_SOCK)
close((int)fp—>data);

else if (fp->flag & TYPE_LSTN) {
close((int)fp—>data);
del_Istn_port((int)fp->data);

}

else if (fp—>flag & TYPE_FILE)
close((int)fp—>data);

else if (fp—>data) free(fp—>data)
fp—=>flag = 0;

return(0);

13 12. Totfs_close() EZA]A

Fig. 12 Iotfs_close() Procedure
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T 15 31 A .
#1049 84 struct sockaddr_in Addr; // dev_passive
Table 1. Experimental Environment main()
Items Specification/Version { int sd, nsd. t. h, i:
0.S. | Window 7, 32Bit ,
Host CPU | Intel Quad Q9300, 2.5GHz f\jd’ S‘?Ckft(f-'NE; SlﬁgifSTREAM' 0):
Mem | 2.00GB r.sin_famtly = Ar_fhet:
VMware 3.1.3 build-324285 Addr .sin_port = htons(7777):
Liniux Ver Ubunto 10.10 bind(sd, &Addr, sizeof(Addr)):
FUSE 2.9.3 listen(sd, 1);
MySQL 5.5.15-1 while(1) {
nsd = accept(sd, NULL, NULL);
P printf("Accept ...#n");
seoul for (i =01 i <55 i+) {
"‘|—" t =rand() % 10, h = rand() % 10 + 60;
— T sprintf(buf, "T:%.2d,H:%2d#n", t, h):
g el R send(nsd, buf, F_SIZE, 0);
' -. printf("send() %s", buf);
¥ M
[g1147170627777] [ 00007777 | . printf("Finish ...#n"): close(nsd);
I3

28 14. NES 938 0T 7H 3gA] 28
Fig. 14 IoT Virtual Filesytem for Test 3 16. 538 [oT tute] =(Alo]Ego))
Fig. 16 A Passive IoT Device(Gateway)
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Fig. 15 Test for a Passive IoT Device
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main(int ac, char *av[]) // app for passive loT dev

{

int fd, n, len;
fd = open(av[1], O_RDWR):
printf("Open ...#n", fd):
while(1) {
for (len = 0; len < F_SIZE: len +=n) {
if ((n=read(fd, buf + len,
F_SIZE - len)) <= 0)
printf("Finish ...#n"), exit(0);

}
printf("read() %s", buf);
close(fd), exit(0);

}

a8 17. 759 IoT tube] 2 H ol &yl

Fig. 17 An Application for Passive IoT Devices

struct sockaddr_in Addr ;
char buf[16];
main()
{
int sd, len, h, t, i:
sd = socket (AF_INET, SOCK_STREAM, 0);
Addr.sin_family = AF_INET;
Addr.sin_port = htons(7777);
Addr .sin_addr.s_addr = inet_addr("114.71.70.69");
if (connect(sd, &Addr, sizeof(Addr)) < 0)
{ sleep(3); continue; }
printf("Connect ...#Wn");
for (i =0; i <5; i+) {
t = rand() % 10; h = rand() % 10 + 60;
sprintf(buf, "T:%.2d,H:%2dWn", t, h);
send(nsd, buf, F_SIZE, 0);
printf("send() %s", buf):

close(sd);
printf("Finish ...#n"):

I3 18. 558 10T tlufe]2(Alo] Egle])
Fig. 18 An Active IoT Device(Gateway)
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Fig. 19 Test for an Active IoT Device

char buf[16];
main(int ac, char *av[])
int Id, fd, len, n
|d = open(av[1], O_WRONLY | O_APPEND):

while(1) {
if ((fd = open(av[1], 0_ROWR)) >= 0)
break;
if (errno != EAGAIN) exit(1); // critical !!!
sleep(3):

printf("Accept ...#n"); close(ld):
while(1) {
for (len = 0; len < F_SIZE; len +=n) {
n = read(fd, buf + len, F_SIZE - len);
if (n<=0)
printf("Finish ...#Wn"), exit(0);

printf("read() %s", buf);:

close(fd);

a9 20. 55 10T tufo]=(AlolESe])
Fig. 20 An Active 10T Device(Gateway)

a9 21 g w= AhA 3A
Fig. 21 Process of Directory and Node Removal
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Fig. 22 Performance Test Environment
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Table 2. Directory and Node Creation Time

File system || depth-1 depth-2 depth-3
Linux 306 206 201
I0T-VFS 2623 2560 2520

% 3. == /I AZHms)

Table 3. Node Opening Time

File system depth-1 depth-2 depth-3
Linux 36 46 50
I0OT-VFS 91 120 123
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