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Management for the Protection of Information in Smart Phone
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Abstract

In order to protect important information of smart phone from these security threats, this paper
has studied a mechanism for protecting information from the leakage of various information and
personal information stored in the smart phone.

This paper has configured the basic protection scope for the information protection and applied
real time encodement when new contents were created. Also, this paper has applied a security
function so that the content of the protected scope can be managed and erased remotely in

preparation for loss and burglary.
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[I. Related Research

1. Smartphone Security
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3. Android Security Technique
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Table 1. Android security model
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Table 2. Experiment of Encodement function

alel I )
no | w | e | mm | awa | TS
hwp o2 100 0 100 501.51
doc office 100 0 100 478.20
pdf office 100 0 100 708.24
ppt office 100 0 100 765.45
xlsx office 100 0 100 479.41
ipg Image 100 0 100 824.11

> o2
gﬁg o b

£
N
-

%g ZRE OEQ_E}E mﬂli R bA=
/RN tgoz AAE SMSEA WAAE Aste]
2uolg AA 7)Folth 2HAl Hx

e 497t 33 HAEe o, Al Bl A vEY A9} A
H o] Halo] o]k o J google C2DM E5ol|A] SMS HA]
A5 WA Kbz 497t o uﬂ Asfstgict. olH s A

> ©
FE BAE A

ofN 1

EX 204N A2 v

o,

V. Conclusions

w mEdAE dERolE AEE YNt F24H 7} of

oM q, ik, Al st e fEHE s
Hjstel A faste JElE B g AeEE AYSE
S, 2ol hujske] eZel M A 4

¥ 4 2
el
.o
NP 24
olf
_,H—‘ﬂ
-4 M
el 9 g
_(|>£
2
Ui

o
- o
N k;o

in)

o

e
O
s
ol
-

WAZS g, DA} Hstel

= o] Ak, 17e] wEj] sm

Fol gobd AlFshor sz Agko] Holdi Bilol

@ AL A Bl st

Qo=

WEfe) Aae Fol W 42 AN ;e ane
] g

o=
1g3t0] Fals

2 2
= o

o, Jm

fetl

El

m{

i,

N

olf

=Y o_>.:

11

o
_1q, R

],

[

oo LR
o X I
E o
fitl

Y

do
ro
re
-
Ll
™
%Og
ot
pocy
B

www ksci.re.kr
http://dx.doi.org/10.9708/jksci.2015.20.6.043

References

[1] Garner Newsroom: PressRelease, "Gartner Says
Indian Mobile Handset Sales To Reach 231 Million
Units in 2012", Nov. 2011.

[2] Garner Newsroom: PressRelease, "Gartner Says
Android to Command Nearly Half of Worldwide
Smartphone Operating System Market by Year-End
2012", Apr. 2011.

[3] Google Android Developers OfficialSite: DevGuide,
"What is Android?", 2012.
http://developer.android.com/guide/basics/what-is-
android.html.

M., McLaughlin, S.,

[4] Ongtang, Enck, W. and

McDaniel., P. "Semantically Rich Application-Centric
Security in Android", In Proceedings of the 25th
Annual

[5] Sang-ho Park, Hyeonjin Kim, Taekyoung Kwon, "On
Security of Android Smartphone Apps Employing
Cryptography", Journal of The Korea Institute of
Information Security & Cryptology, Vol. 23, No. 6,
Dec. 2013.

[6] Woongryul Jeon and Jeeyeon Kim, Youngsook Lee,

Won, Threats  and

Countermeasures on Mobile Smartphone” Journal of

Dongho “Analysis  of

the Korea society of computer and information,
Vol.16 No.2, pp.153-163, 2011.

[7] Educational industrial group of university of Seoul,
"Analysis of Android Mobile
Model", Korea Internet and Security Agency, 2010.

[8] Moon-Goo Lee,
Security Systems Using Smart Phone",

Platform Security

"Implementation of Remote Physical

Journal of
the Korea society of computer and information, Vol.
16 No.2, pp.217-224, 2011.

[9] Eun-Gyeom Jang, Seok-Woo Nam, "Study on the

Camera Image Frame's Comparison for
Authenticating Smart Phone Users" Journal of the
Korea society of computer and information, Vol.
16, No. 6, pp.155-164, 2011.

[10] Moon Gun-Hwan,

Android smart phone for Preventing Important Data",

"Security Mechanism based on

Master’s thesis of Daejeon University, August 2012.



Journal of The Korea Society of Computer and Information www.ksci.re.kr
Vol. 20 No. 6, pp. 43-50, June 2015 http://dx.doi.org/10.9708/jksci.2015.20.6.043

Authors

Eun-Gyeom Jang received a PhD in
Daejeon University in 2007.

He is currently a Professor in the
Department of Internet Communication,

Jangan University.

It has an interest in mobile communications, system

security and Computer Forensics.



