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Abstract

In this paper, we propose malware database in mobile memory for realtime malware URL detection and
we support realtime malware URL detection engine, that is control the web service for more secure mobile
service. Recently, mobile malware is on the rise and to be new threat on mobile environment. In particular
the mobile characteristics, the damage of malware is more important, because it leads to monetary damages
for the user. There are many researches in cybercriminals prevention and malware detection, but it is still
insufficient. Additionally we propose the method for prevention Smishing within SMS, MMS. In the near future,

mobile venders must build the secure mobile environment with fundamental measures based on our research.
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Fig. 5. Malware URL prevention on the PC
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