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Software Quality Prediction based on Defect Severity
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Abstract

Most of the software fault prediction studies focused on the binary classification model that predicts
whether an input entity has faults or not. However the ability to predict entity fault-proneness in various
severity categories is more useful because not all faults have the same severity. In this paper, we propose
fault prediction models at different severity levels of faults using traditional size and complexity metrics.
They are ternary classification models and use four machine learning algorithms for their training.
Empirical analysis is performed using two NASA public data sets and a performance measure, accuracy.
The evaluation results show that backpropagation neural network model outperforms other models on both
data sets, with about 81% and 88% in terms of accuracy score respectively.
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Fig. 1. Structure of the severity-based classification model
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22951
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2
1
0
2

module defect severity

22880 2248 3
22880 2575 2
22903 2283 2
22903 2284 2
22952 2332 1
22952 2
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... NUM...
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22903
22951
22952
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Fig. 2. Construction of experimental data
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LOC BLANK

BRANCH COUNT

LOC CODE_AND_COMMENT

LOC COMMENTS

CYCLOMATIC_COMPLEXITY

DESIGN_COMPLEXITY

ESSENTIAL COMPLEXITY

LOC EXECUTABLE

HALSTEAD CONTENT
HALSTEAD DIFFICULTY

\(JIZ\/H HALSTEAD EFFORT

HALSTEAD ERROR EST

HALSTEAD LENGTH

HALSTEAD LEVEL

HALSTEAD PROG TIME

HALSTEAD VOLUME

NUM OPERANDS

NUM OPERATORS

NUM UNIQUE OPERANDS

The number of blank lines in a module.
Branch count metrics.

Number of lines which contain both code & comment in a module.
The number of lines of comments in a module.
The cyclomatic complexity of a module.

The design complexity of a module.

The essential complexity of a module.

The number of lines of executable code for a module
The Halstead length content of a module.

The Halstead difficulty metric of a module.

The Halstead effort metric of a module.

The Halstead error estimate metric of a module.
The Halstead length metric of a module.

The Halstead level metric of a module.

The Halstead programming time metric of a module.
The Halstead volume metric of a module.

The number of operands contained in a module.
The number of operators contained in a module.
The number of unique operands contained in a module.

(not blank or comment)

PC4 NUM_UNIQUE_OPERATORS The number of unique operators contained in a module.
(36) LOC TOTAL The total number of lines for a given module.
CALL PAIRS Number of calls to other functions in a module.

CONDITION_COUNT
CYCLOMATIC DENSITY
DECISION_COUNT
DECISION_DENSITY

DESIGN DENSITY

EDGE COUNT

ESSENTIAL DENSITY
PARAMETER COUNT
MAINTENANCE SEVERITY
MODIFIED_CONDITION_COUNT
MULTIPLE_CONDITION_COUNT
NODE_COUNT
NUMBER OF LINES
PERCENT_COMMENTS

Number of conditionals in a given module.
Ratio of the module’s cyclomatic complexity to its length in NCSLOC.
Number of decision points in a given module.
Calculated as: Cond / Decision.

Design density is calculated as: iv(G)/v(G).
Number of edges in a given module. Transfer of control from one module to another.
Essential density is calculated as: (ev(G)-1)/(v(G)-1).
Number of parameters to a given module.
Maintenance Severity is calculated as: ev(G)/V(G).

Number of multiple conditions that exist within a module.
Number of nodes found in a given module.
Number of lines in a module. Pure, simple count from open bracket to close bracket.

Percentage of comments. Calculated: ((CLOC+C&SLOC)/(SLOC+CLOC+C&SLOC))*100

GLOBAL_DATA COMPLEXITY
GLOBAL_DATA DENSITY

| PATHOLOGICAL_COMPLEXITY
NORMALIZED CYLOMATIC COMPLEXITY

cyclomatic complexity of module’s structure as it relates to global/parameter data.(25 0)
Global Data density is calculated as: gdv(G) / v(G). (25 0)

measure of degree to which a module contains extremely unstructured constructs. (25 1)
CYCLOMATIC COMPLEXITY & &= HE2]|
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Table 4. Results of attribute selection
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JM1 78.70(0.87) | 80.75(0.51) v 78.51(0.93)
JM1_as 78.64(0.92) | 80.73(0.36) v | 79.98(0.83) v
PC4 64.80(6.65) | 87.97(2.17) v | 86.85(2.03) v
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Table 6. Result of SEVERITY1 data when BPN is a test base

cloleEigt BPN NB J48
JM1 80.75(0.51) | 78.70(0.87) * | 78.51(0.93) *
JM1_as 80.73(0.36) | 78.64(0.92) * | 79.98(0.83) *
PC4 87.97(2.17) | 64.80(6.65) * 86.85(2.03)
PC4 as 88.05(1.34) | 86.21(2.03) * 88.07(1.67)
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Table 7. Result of SEVERITY2 data when NB is a test base
==kt NB BPN J48
JM1 78.65(0.94) | 80.75(0.34) v 78.29(0.83)
JM1_as 78.44(0.93) | 80.77(0.29) v | 79.39(0.79) v
PC4 49.95(5.38) | 88.43(2.02) v | 86.40(2.48) v
PC4 as 88.55(1.57) | 88.95(1.34) v 88.61(1.31)
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Table 8. Result of SEVERITY2 data when BPN is a test base

cllo|E& g BPN NB J48
JM1 80.75(0.34) | 78.65(0.94) * | 78.29(0.83) *
JM1_as 80.77(0.29) | 78.44(0.93) * | 79.39(0.79) *
PC4 88.43(2.02) | 49.95(5.38) * 86.40(2.48)
PC4_as 88.95(1.34) | 88.55(1.57) 88.61(1.31)
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