3 EH H 35 8 3 X
M 253 HM2%5, 2015, 4
£H 53y g 9 A58 AHF
A OE 2 MEH ST
2 o

AERS S35 D] 93 vk eE F, davleS AR /EA Rl 93 8 e R &8%c
7t Z7 e A darle B o), S EHE, 5'—4—) 71 F8 AR B E 9% durles 3N 52 vl
Aol ojal] A - Aot} Ratel A, b okl QlolAl AlAl # e 7|eH S Bfeha glrka deiRl EE s
Au)e] WA FS doliy, o]F EUlR, &F AnEA Wi 13t ¢Er)E bulers AlAstas} gk
I.M E S He g, A4 25 dsols B - 97 A, 3

7 kel AN keagnle] vd S|Ael e ol 5

3 3H(encryption)= % - Al HE AR 3L 4 < 8, NSAolAM FA15lw 9l s AHA - Z o
Aol W&, Ql7pkA] 33k ol= A= 5 gle 24 el AL WL He FAelt
ZA - F3 So® WEsle As vigth tsolE olof] Earel| Az, wlTe] t3ls/An] A8 g ¥
- 453t 7l TR HE A A - g e EA 7158 A=)sla "051ell NSAdA w33t s A5
gz E(Ys=e]) ¥ HEZReT B8 % +$54 A=H(Cryptographic Interoperability Strategy)’
= golola, A= 453 75E TR FHoR = FACE v H b3 RS Al AStaAt
dzrlEe] T F WAEo] ARbE AA 2 A gt
5 vl B0 FAL, TANA vlT-e shean] 24 At

s Z3EE AA 2 Tl s w7 2 A S Md 2 NSAZE hEAME B Rudlee g
A7 tokel ¢hr|es A7 Y sk 9k ¢ (security factor)2 A|As}a, MAAAE vt 434
57150 B¢ WHe7E Foigel wet SAA R e Hle] Typed £5 d3 ¥at ojie}, ¢+3 43 -84
715 2F3E s F3 Folv, iR vt H =kl 718k} k57| % Suite 5 A3E A A A
EC U F T8 ARY HIE 9T ds]ES v o, VA= g5 e84 ZZHCIS), Eo=
SNE A, Fe]skar gk ol whet Zh =y o VAl A= el AAE Akl sl AA 2 A
37w & AR 253 ke A2 AR 25 e
A, v=o] 3 71EHe AA H4$ FEeE QA
A=A gle. I.0|2 4SFH|IQ BES 27

pl=re] Helrle A A7vRE 5 1952 SR
Sds ooz A NSA(National Security 7} g 2 Hololl A v U R EREE HHHEE
Agency)=, HY 7]“2‘ AR BT E HAOR vla A G 98, derled A9E dahnE 59

AR71Te ALEE darleAnEe AN, F 3 A - e Eka gich
=2 85 52 A5 glrk AE5H 02 NSA Aubx o g e ¢heAul= 8 54 2 3
A e e ES vl A4S A8k ufe}, AEdlele] Haol AAdelE B 27 F&
skt A, AR FA % o2 Qg ghs]s A ). Agdoly BE o3 Am]E thekdr B g
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ol F - FAlE= AR REE 9% Zi_i Link
£, A3}-8 FAXE, VPNE 59 A4 oksAn]r}
slgEleh. AAvlele] BE ksl PC, xm Am}
EE 5o AA - = AR HEE $g Hog
*F&X} 7dv A H 2 ol ule} T A

o] 7Hg wel A
“*Hliﬁ F2AgH] AL A Pr'rLEl

.LJ' Mol HRAlHESH Ea];dio]_ To

 shaAulvh A4l 379 /)% 5y 9
9 5ol N Aekad o] e, R
o] 93] zsle] T 7

71l sl °L°}id oh3h Ak

N

1. &S HOKCryptographic Security)

gsxduElE T dErlEs sker i
(Confidentiality), 915(Authentication) 52| ¥.o} 7]
< Algskes Aolrt dubdal tsAu]ol= 7|24
2 ts Mt 75 FHH

[0 Olf oX,

2.2. M&HOHTRANSEC: Transmission Security)

NENSEES

24 3% o]o)e] st

WS o] gske AF dlolE B4, $Al Aol 1 5=
HA|8l7] g Bl o24, A7 (Anti-Jamming)

- 34 %(Frequency Hopping) + 24 E7  gh4t
(Spread Spectrum) 5] HHe] Qch

2.3. EB|EHOKTFS: Traffic-Flow Security)

H571%0] A4H 49 A% dolels) suae
AR, AL e A0 la) WA 7
R L IR L EOEE SN
F& olsly] 918 nablse] a7Hc,
HgEE ueblE Rt An 5l WAgle] 97

g
«Lo

1) Link encryption is an approach to communications security
that encrypts and decrypts all traffic at each end of a
communications line (e.g. the line between two network
switches)[1].

& 2)9] B A 22 EdF ¥4 o849
e AREe] hush Wy Sol ARgEt Link$ ks
A Ee] A W EdEnsh 7)ge] Fas:

2.4, YAIHOKEMSEC: Emission Security)

b A FAA WEE L AY axE Als g F
sh 58 AR} AR 8 ghsiA BAoR o
45 As Wolshr] 918 E°}7] ToE %‘:’J" o
2E obsAm W A - BEellA o
E4& 24 - BA3= 54 TEMPEST ]%01

k.

b

2.5. 8|8 HE9KPhysical Security)

bohe} ghagulsh RaIT ¥,
Ay g s r;-; e
g ol

“d
2

o
ol
o,

0_4
o

M-S 2.1~2.5 Sl HlQl7pAtel ojjt exts &
2 ot | F<=ol g WA A|¥{(Tamper Resistance
VS Q8 glon, dlZutbe] o3} AT} yhaLA|

5 7158t 71°5(Electromagnetic Pulse Hardening) -
A7 melsk o4l

o olr

. 02 t5&H| / 2437|1e 2R

HI

NSA 4 o]% A7, vlite] hsAn]/gter]se
1950~19601tl] 12} 7|A1%=(Electromechanical) 74k
1A, 1970 %1 FHE(Vacuum tube) 7]4F 24T,
198011 el %1 3) &(Integrated Circuit) 7|8} 34|, 1990
A =14 7] Full(Electronic Key Distribution) 7|4} 4
A, 214]7] o] & HEH = FA J(Network Centric
Systems)el] &8-S H1 2 3= 54U 5, = oAl Al
(Five generations)Z W3} - 4l x| o] M‘“/} (5]

oh2-9] 3.1,/ 324604 A7) QdFE oA Ao}
Agb=E]o] 485, o] 2 oks|sel gk 54
35 A Ataat gl

o
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3.1. S&H| ER(Type 1 ~ Type 4)

ek Aol wet ghagulel 71 0 4L e
o, P19 I IR ARG ek sl
Fl: Wl WA 5 el Ak

%S
w7425
= d3le 9 %M upel 47FA -3 (Type
1~Type 4)2.2 TFEEITH6].

Type 1 - "5 57}9}E(National Security Information)
o} #HE AHRE F v]U(classified)z} =IZHsE
(sensitive) AL5°] R3E $l&] ALH= AR
Holr}, AMSEHE $37|ES NSAZE Hrh- s -5
ol - 2] - BAE Tl 3]. Type 19 &A=
3k =1 7] 75, %‘j\i Tamper Registance, HHAFE.
SHEMSEC) 7%, 354 Az 2 vzl thet Az}
7 5 AMakelel| tial] A3k A4 (Formal Analysis)
S 878, olel| whet 7} - A Hel7)

Type 2 - "l F7ielnel #AH" ARE F
SBU(sensitive but unclassified) 3 %. &
A eHunclassified) 21%FgE 2182 B3
3ot} A],.Q_Q

L ol A ots
) - e - BALE S,

g

Type 3 - 57k ARA R} opd w5 A -}
%l A HE F SBU(sensitive but unclassified) % X
A el H-47) e folch AHERE 93]
S w7k A Ao} W= dnb R E<l FIPSY)
o] Fx% 71%2A, vl=F NIAPYeIA H7} - Q55 &
D3l, Wl ®F7]&= NIST(National Institute of
Standards and Technology)”} <413tc}.

Type 4 - Type 1~Type 3¢} Aolsidl, B4 7|3
(NSA, NIST)®] H7} - Q1% - 5el& vbA] 23k f-3fe]ch

2) Federal Information Processing Standards

3) NIAP : National Information Assurance Partnership®] 2z}
2, 8 AR AFS A4, A4 5L 37 al
Z3}17] 918 7} Ade] 22 NSA%} NISTZ} 25 #hofs}
of oieivy.

%
< 3 1904 E—t— nfe} o], Suite A2} Suite B2] W5
2 FEEohs]

(% 1) Suite A / Suite B &=

Suite 3 W3

NSA developed for highly sensitive

A communication, critical authentication
systems
B Commercially available and published

algorithms for unclassified and classified use

3 1ollA Hi= mhe} o], Suite AT WHET} =74
S AR A A s E o
= ARl el A-L== 712, NSAZF RS
Tahe, BlENE LR g

Suite Al Z315= 715 Type 1914 275 =
7R el A H(classified &  sensitive

informations)ell A4 71531, A5-= Type 2914 &
TH= AR SHol= Ago] 7Fesith

Suite A F57|&2 F7]9} FFo] NSA|A 7Hukgh
vl G |EES T3 TR & oo, &
29| skErlEsel Akt ae]E WA 52 o
G FNE glot AR FE= vEN9]

vk Suite Boll E3H=+= 30 ‘%}iﬂ%%%, u)=
AN 2 A BF J5|ES 7R A Ee] 9l
v, QA Type 13} Type 27} L= & F7ketR 3
# AW S3(classified, SBU)l A& 7}53}c}.

=, 370 Suite B HF2] t37]%550], vlHe] o}
d ARz AgE 5 9rp= 7;4\? 7|&
GOTS(Government off-the-shelf) F42] =r|&wt
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(£ 2) Suite A Cryptography

Algorithm

ACCORDIAN, BATON, BAYLESS, CARDIGAN,
CARDHOLDER, CARIBOU, CRAYON, FASTHASH,
FIREFLY, GOODSPEED, HAVEQUICK, JACKNIFE,
JOSEKI, JUNIPER, KESSE, MAYFLY, MEDLEY,

PEGASUS, PHALANX, SAVILLE, WALBURN,
WEASEL %
AgEdd AREC  dlsl, COTS(Commercial

off-the-shelf) ¢=71&7kA] Wal A6 5 == A
A WS FoEM, vkt AR A 54 %
T dErles BYE de AR fr5S B8k, A%
[e]
R

= =
el == Suite A(el: & 2 F3)9} 2], Suite Bell o
|2 - Az - 43k 5
Stk g 3 33} 2] v S (Top Secret, Secret)
W g et 71EEe] A E2F 71EES EUE

A Al=le] le10].

ol
R
e
o2
A
e
fd
ACs
o\
Y

(Z 3) Suite B Cryptography

Function Algorithm Spec. Parameters
128 bit key for
AE
S FIPS SECRET
. (Advanced
Encryption E i Pub
Sn“-‘ilp ‘gn 197 | 256 bit key for
tandard) TOP SECRET
Curve P-256 for
(]éﬁingc NIST SECRET
Key SP
Curve
Exchange . 800-56
Diffie - Curve P-384 for
A
Hellman) TOP SECRET
ECDSA Curve P-256 for
Disita] (Elliptic FIPS SECRET
Si ngature Curve Digital Pub
£ Signautre 186-4 | Curve P-384 for
Algorithm) TOP SECRET
SHA-256 for
SHA FIPS SECRET
Hashing (Secure Hash Pub
Algorithm) 180-4 SHA-384 for
TOP SECRET

IV. Cryptographic Interoperability Strategy

~

o el dellA A o] HAAR, FAIZ
AR AAES] e84 2 1 AR

4 37 A Fshs sAY ke
/A e 218 BRE, NSA FEste] 0544-H

FAE ks A4 AHelst CIsy el daf A
2

)

FTAAS S d lajskon, MES=
A= F719d MEHAS 7o & AR

AR, AEAOR oI5l AHgEle] 9l 9]

SANES 8 0 B SN B AVHE 2

g, ma wr]%e] AR SRlelA R olelg

AL N 5 YEF $5jo] 97 ke o]

8, Tl F& F WA 371 BRI 2 7]
kA

WAo] nAEE QM FAlo] golsA spgkeh. ol

ok 43}t Suite A9} Suite B 3 7)&0 FEL
gl ZA4el CIS A 1] Asjolr). & vF 249

479 45284 A9E FAAE TE FEo1%
& AMgale Ao] 714 ARl A Ae]slon, Suite

B7} 17]¢l| sl Aol

Z, CIS 5314 %3, COMSEC 752 S8 Hx A

g AL a3} spA Bkt 4F 25s, T2
o]t

A
BT, $HREEe) 45SEHE ST A

ofN ©

o
4.2. CIS 29y
CIS® 9/ 23 1[8]oA He ule} Fol

GOTS(Government off-the-shelf)} COTS(Commercial
off-the-shelf)7} 4-8d 4= Q)= o= 723 = Qe

4) 213 1°] CSPP+= The Commercial Solutions Partnership
Program, CC= Common Criteria 2] 7|
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g

of

Z7hekR e mEE ERE ARSd dgse
Suite A AlY 7]$% EWE NSAZF FAslE, 2 ¢
AHE2 dgo] dsiAe FAHEF 7|5 2 Suite B
A 714 5 COTS 7|Mke] 714$ &3, & 54l
o5l # & Wtk A7 (End-to-End) L& AR

4 A5 84E I A19)= etk

do

4.3. CISOf| 28t H3/J|e HMat dret

nltel| A CIS7F 31571 Ao, =7iqkr.e} e
sto] ne]miA] mIZkgE A Hel ts]A]=, NSA =3}
of kel vl AE e ALdrhe 9
a3 gkt

SRAE, 4.1.0014] AJAgF whe} o] CISS] P Lol
ZFdigel el 3ME 23 7)E ke o &4
7Fedt E|eS FEstalon, olefd AArE W
3}o]] wa} o]7]%7F COMSEC $414] WA 7153t A
kRS el Asta, AR 2 A8 1wt
1 =3 Folr} o]7 S 3, 2147]0 o
A gFstaat sk vES 2 TAA slellM S7EE B

ok E4 B4 GAFIA s Aele,

Traditional
NSA COMSEC

GOTS for -
Secret
7
/

‘ COoTS

"~ End—to-End
Strategy

Ea A= mle] gErles E3 2Askaat o
= B3 FRe} o] F 2] T oA A
ol vheksh staAn] faS ks Mgkow, CIS A
o s #1AlsHsict.

TFEEE AR, wTe] A5 R RS E 3 5]
S/l el vgUhE A8 7S ARkl gL
Al s e 2E AAEe] MEH TS} H= d
o] ARG e A hrlE 8 fldl, 4

>

& ok s,
Fshs AREARAe] ¥ F571% Aeichel
W3 9.0 Ak ARl A2 5w
B AL SeellE 2R ¥
Tl AR Aol o]2l @ LA A, F4
AgolA A WAelee mge] & 4 or]E 7]

o 3 2ot

SN

7

02

b
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rok

[1] http://en.wikipedia.org/wiki/Link encryption

[2] http://en.wikipedia.org/wiki/COMSEC

3] &=r=rabed 7, All-IP AREA] 27 ojn] =
stz g 7]s A o KIDA =3, pp.
30-32, Aug. 2014.

[4] http://en.wikipedia.org/wiki/NSA_encryption_sys
tems

[5] Wikipedians, Cryptography, Pedia press, pp.
444-448, Nov. 2011.

[6] Committee on National Security Systems, CNSS

Instruction No. 400 - National Information
Assurance (IA) Glossary, CNSS, pp. 78-79, Apr.
2010.
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