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T AFEQIEY 715 AR QlE, B AFESlE B Aollre Al AHEE A= E}“ﬂ ARERTEML T
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o] == 9Jri[1]. 3], AFEQlEdl EAl R ET} vy 2.1. 4-bit ZEMAM T|8F AFSQIE{Y C|HIO|A
o Ag, B 18.3%9} 8.8%2 W AAEE 7 A
22 oakEan gioi1]. ol gk AR AAES ) B Ao M= AMEQE Y tule] A~ F, 27 EH(4-bit)
A= AFEQIEIL lute] 2 AL 4., 8-, 16-, 32-bit 7] AMEQIE Y Tluto] 2o dEls AtmelAFe] MARC4

ute] tlekglt =2 A S A3t 91w, Atmel Al =2 A2 9} EPSONS] S1C63 Ald Z2 Ao thall &
ARM A}, TIAL EPSON 5 theksl 719] ol 4] AHE]lE] o}Er},
Yl tiule] 2~ 7|&S ﬂiz}l otk B EFoas oA

ARgh hekgt AHEIEYl tlafe] 28] BA A A} 2.1.1. Atmel MARC4 ZZM|A
e ute]x A k3 1Y 7 VE F
gk W oro 2o Aube)| tfs)] Lol ux} dr} = AtmelAF2] MARC4 L 2A9] AL 7]&9] 8, 16,

T 276l A A ALEE L gl Thekdh AFEIE 32-bit 711k Z2A 49} &2, Stack Machine 7]HH]
Hute]2 W EAI F3el sl dolrar, 37 el = Z2AA F2Z 744, 16kHz, 500kHz ¥-& 2MHz
27l A Adrg gt AREQlE Yl Tiufe]s ¥ oksy|d & 2 abebn] A4 27ke] 74$ EEPROM(4kBytes),
7% F3el dial dolnr, 4= AHEIE ¢ RAM (4way-256bytes), 1mA®] Ao Hziwm
nlo) 2~ A} k| -l JlE Wl ¥4 H ko R (active mode) 5A¢] 9lom, & -40~125 Aol|A 5
o] Avgell w3 FotrH, 52| AEoR FAEIh zho] 7hgstet. A A, 1.8V~6.5VAle] o] Ao

2 FHo] 7hsshd, 7 3-8 obe 22, eyl 4
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73 B, AFEAt 7] el ARSE AL 9l

Atmel MARC4 ZZA42] Stack 7]4ke] 4k ol=l
2] 59} 7o) Stack®] TOSHAAEE o]-&-31e 27}
o] TS ALUR 71X ai9b4] d4ke A=l Elr).

Atmel MARC4 Z2ZAAE A F(Direct), 74
(Indirect), Stack Pointer(SP)E- ©]-8-gF WH2(8-bit<t$)),
6-bit short, 12-bit long 4 #A]S A3k}, A~
B9 7%, 8-bit RAM F4 #A~H X, Y9 8-bit
RAM 4 HAAE X, Y9 8-bit Expression Stack
Pointer(SP), Return Stack Pointer(RP, 12-bit), el A
X A& 9138t Conditional Code Register(CCR), Z 2
a2 A Fels $18F Program  Counter(PC,
12bit), Top Of Stack(TOS) #A|~E, 6742
programmable #|X|2E 2 FA =]

[se |—{ 1051 | | Tos |
S 1
TOS-3

e N4

CCR

(322 1) Atmel MARC4 Stack”|gte] oitt 222
2.1.2. EPSON S1C63 Alg Z= MM

EPSON®| SI1C63A1Y =ZZAAE A A3
Atmel®] MARC4 ZR2A| 49} FA31A 4-bit ZEAA
7]ulo] ™, Stack Machine7|¥}Fe] +ZE 7}2lt), F4
vFAle 214 (Direct), 24 (Indirect, 271), Stack Pointer
(SPYE o193 WS AT ok A% 32 7
-, 26kB code ROM(16k*13bits), 1kB data ROM
(2k*4bits), 2kB ROM(4k*4bits)= #]43t}. EPSON
S1C63CE 27019 4-bit Hlo]E] #|X|2E A, B, 4-bit =
Az A ~H FEH E, JERE L, A= ¢ 282 Al
2 ZY2 z2 FA), 2709 16bit Q¥ R AE X,
Y (post-increment "ol A1), 271¢] 8bit stack
pointers SP1(F4~ 4), SP2(dlo]E] $)& |43} Q)
o] stack pointerol 3] FAE&3} dlolE]-go7 o}
fro] ARtk Aol 4] AH e Atmel®] MARC4
o}o] #}o]7} 9lry. EPSON S1C63C AY #HA|~E 9|

e okde] 2t 2o,

|1E PC 8 Progesm counber
18 X a
= H r__lr L 1 Index register X
[1s Y L s ¥
LF e
[r H AE L o] -
[1s QUEUE 3| Queue register
[o[oo[ofo]e]: &Pt o]oo] Stack pointer1
| 00H [+ 8Pz 4| Stack pointer 2
."' EXT 8 Exbéngion P Ler
BA 2
B als A | DataregsierBAA
A F % fiag register
COGE g

(38 2) EPSON S1C63 family 2IXIAE 74
2.2. 8-bit ZZMA 7|8 ALZQIEY ClH0|A

E AoAe A AMEUAEY tnte] e sgE=
8-bit ZZAA 7]uke] ARZlEYl Tuje] o] S o
el Adwggict, dlZ2Ql 8-bit ZZAA] 7]Hke] AFEQ]
Bl o] A2 Atmel AFS] Atmegal28e] )t
Atmegal28< b4 A8t 4-bit ZZAA 7|Hke] 27
& ALEQIE Y trfo] el vlE) & T3 Tl W
< Wo] A& 7RIk AellA zbel7} gk

Atmel AF2] Atmegal282] % 2¢] A(instruction Set)
o] EA-2 133709] HEols Al thiie] =
olF 14fe]Fell F3=ln], IMHzS] F5°2 IMIPS
s 48 F odtke 5AE 7 A itk

Atmel A}9] Atmegal289] F4HM]2 1/O Direct,

Data Direct/Indirect(with Displacement, Pre-decrement,

Post-Increment), Program Memory Constant Addressing
2 7%k

A 237k 7% 4KBytes EEPROMS #|913}0],
128KBytes ISP(In System Programming)°] 7|53},
4KBytes®] W4 SRAM-> ] 64KBytes 7HA] #4}o]
7Fs-3tet.

Atmegal289] #A|~E]+& Status Register(SREG),
X, Y, Z: Indirect Address Register(X=R27:R26,
Y=R29:R28, Z=R31:R30)(16bit), Stack Pointer, 3271}
9] 8-bit W& A AE], RAM Page Z A9 HA ~E| 2
T
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2.3. 16-bit ZZAMIM 7[Ht AFZQIES ClHIO|A

B Aol A& 16-bit ZZAA 7]uke] tfxA el =
AbEQlEl Yl tiute] 2=l TIARS] MSP4302] 543l o3l
Folie,

TIAMS] MSP4302] w7 o] Al(Instruction Set)= 27
7Ne] wEo] AR FAEe] 9l2m, Register Mode,
Indexed Mode, Symbolic Mode, Absolute Mode,
Indirect Register Mode, Immediate Mode® % 67}4]
o] FaHbAS A3t} AR F7ke] 739 60kB flash
program memory, 256bytes flash
memory, 2kB RAM 2.2 A= o] glt} MSP430<] |
A~HE 16719 16-bit  #HA|ZE|(RO~R15),
RO(program counter), R1( stack pointer), R2(status),
R3(constant generator) ¢} W& #H A ~E|:R4~RI15Z
FA e},

i

¢

Fﬁ

information

2.4. 32-bit ZEMM 7|8F ARZQIE{Ul ClHIo|A

E Aol A = 32-bit 7|4Fe] 1A% AR AEY(IoT)
tjulo]~ & ) £49l ARM-Cortex A9 32-bit 7Fo] =
2ZAEZ9 EAd 5] A=ilt}. ARM-Cortex-A9

£ ARMv7 7]Hle]n], WE]Fo], HrFo] %x]¢], NEON
SIMD7}3}, vls=Ab4 wEolxe] A|9& Fall, HE A

3 &5 Fol= 540 sk o]#1§ Cortex-A9ell=
NEON "lt]e] ] alZ(MPE)S £3F 4t 8%
o]3 9Jr}. NEON ©lt]e] Az <l#(MPE)= gqc
-MAGC, ¥l 7] ¥ 8, 16, 32-bit A=} 32-bit -

% dlo]e] #& SIMD 3AE A5}, 64-bit
128-bit HA2E A E A3 FPUA o] &3 4= 9t
A 2~8 el S 7)) 9lom, unsigned, signed

integer 914k, single bit coefficient polynomial,

'

H

1r N'

single-precision floating-point valued A 43} 54
= 7K sleh s dakE Sl ARM
Cortex-A9-> 327} 32-bit HIA|2E] S, 327} 64-bit HA|
~¥ D, 167} 128-bit HA~E Q, WE A5 <14t
(Vector Floating Point, VFP)< A|2-5l= FPSID ||
<], FPU Al°]& <]§ FPSCR ##|2=E], advanced
NEON, VFP #4-2 9]3} FPEXC HA|2E|& FA =
o] slch

R
. AFEQIEL ClHlo|A &9| 2i5T|Y T8 7|
& 9 o7 58

3.1. 4-bit ZZ2MIM 7|8F AIZOIE{Ul C[H}O|A Alo| ot
SIY 7S Jlg Y o7 B

ook

B Aol A= 4-bit Plo]|mZREZ A 7HEe] 27
AFEelelyl tlulo] 28l Atmel MARC4%} EPSON
SI1C63 Ald ZRAA Aol ] ks -8 A7 Al
tj&f golrct

3.1.1. Atmel MARC4 ZE2AMA &to| &AZ7(|H T+& A7
At

E Aol 4= Atmel MARC4 ZZ2AA Aol 4] ¢
3 71y 78 QA7 Aol s olrl. PRESENT
o3 7|Hel A$, 4x4 S-BoxE ARESith= ZH A
4-bit ZEAA ] v H3tsln], PRESENT-80(key
size:80-bit, block size: 64-bit) {3 7]%H-S MARC4Z
2AA6 7 sfd, 1,250bytel] TE =79 6,967
cycle/byte®] A& Hehlle A2 Fel=glvh2]

AES tz7|¥e] 735, 4-bit ZZA|A 7]k $H7 ol A
©] 7L Atmel MARCAZ ZA|A ol 714 7lA] F-3o]
Hdom, 4-bit G0l A E7)E AHAI2F S-Box<}
Shiftrowd e A 3ste] &kl om, AES-128¢]
slo] 23,828bytese] Z= =79} 1,489cycle/byte 1E]
a7 15,848byte?] = =7]2} 991cycle/byted] A5S
e $ioh3]

PRINTc1pher-4 4%, Block®] =7]|7} 48-, 96-bito]
w, 7] ~AFe] B3R ¥ A-HS 714, S-Box
7} 3-bitHS 2 A= 0] 4-bit ZRAIA ] el gle]
A S 7Pk o]2ldk PRINTcipher®] A5
PRINTcipher48ell  ®isle],  zbzF 490/10,415,
1,250/5,013, 2,788/2,819(ZEAFo] Z(Byte)/ 7] AAd+3t
F3KCycle/byte))2] 4452 LFeRfglTh4]

Hummingbird $t37]%H<] 7% 16-bite] Block =
719} 4-bit 7]4Fe] S-Box & A F o] 4-bit3H o A3+
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3 AAHG A, 7] =7)7)F 256-bit] Aol dal,
1,532byte2] = =719} 2,877Cycle/byte?] 452 1t
R THS]

3.1.2. EPSON S1C63 Al¥ ZEAMAM &t =7 +

8 o7 Al

H Aol|x= EPSON2| S1C63AE Z2AA Ak
tsry 7o ATk el e oot

EPSON9| SI1C63AE Z2AAE A w3t
Atmel9] MARC4 ZZ2 A9} A8} 4-bit ZZAA]
T-Z2Z 71A 1, Atmel MARC42] 7$-¢} &) A7)
SZ7|RERE ofe} 7] kel gk 7 o
T7F A=l o, ofef disl] Adwgict

3.1.2.1. EPSON S1C63 7 =24 42| tfA7] ot
3714 2 4] g 7 AT Ak

EPSON S1C637|% Z2A|A] Aol A = b AAvh
Atmel MARC4elA &5 AES7} =gl
MixColumns, Key Expansion, AddRoundKey -%&
E3}slo] F&3}9d 20, Loop unrollilng} in-line” | ™
S A83ko] AES-1289] 7-f, wlxe] A3} 71y A
4 A, 1,294bytes®] F= =72} 17,347Cycles®] A5
§ Hglon, &% 474§}4 4%, 2,645bytese] TE
=7]9} 13,749¢cycles?] 6]. A A
W3 S X3 7Y 48L& F3l, Atmel MARC4
Aol 78 Az nok SEe 4 ARch

SHA-1 #l4] &<l tisled, 30-bit left rotation 14k
<& 2-bit right rotationQAte 2 Tl 0w,
Loop-unrolling®} in-line7|¥] 445 53 &
%o, Round o] S T3, Z= A71E
FAslelelon, ZE 77| A5 7%, 2,038bytes
9] = =37]9} 108,666 Cycles/block] 452 B4l
W, &5 HAsle A% 2 324bytes4 . =A7)9}
87,788 Cycles/block?] X-5-%

By = 5(;/@0]

3.1.2.2. EPSON S1C63 Al Z2A)x AFe] Z7)7] oF
371 78 AT A

£ AojM+= EPSON?| S1C63AIE Z2AA A2
TA7) s ) & ATk o] e wolrc)

RSASE DSAe|A e} 22 FA7] gtaelrs =
dAite] o] AREHTh  olEldt ®mEE o
Montgomery FA4& 7F @eol AMEHI 3]
EPSON S1C63 A9 Z2A49 2ol @A A48}
o] =gl en, 512-bitell gt Montgomery A1
260bytes T= 7|2} 0.243 Cycles(million)®] 455
Bglom,  1,024-bit  FAlel  dsix= 0.961
Cycles(million)®] 455 HAtH7]

e}l 341 $FE(Elliptic Curve Cryptosystem)-% 7

2
Mo &

> |o
£

%, At &= RS $3)], Row-wise multiplication
AHg-3loiom, 2842l Point Arithmeticd4HS 913,
Jacobian projective FHIAE o]-83tgl o, 7]&9
Non-Adjacent Form(NAF)#4]2] Scalar multiplication
& Left-to-rightA] 22 Wg3le]  on-the-flyHA] <]
Scalar multiplicationd 783} t}. secpl60rl 417]
Hlo 2 F33lg] on 10,616bytes?] T Alo]=E 7}
A]w, Point Multiplication®] 73-%-, 30.39 Cycles, Field
Multiplication®] 73-%-, 1,690 Cycles®] 5= el
sdeHe]

3.2. 8-bit IRMA 7|t AF2QIE|H CIHIO|A Ato| of
SOl T Tl U 9T S8

2 AolA= 8-bit vhe]ZRZRAA 7|Hke] A= AL

E9lE]Yl tlulo] gl AtmelAle] Atmegal28 ZZAA]
2ol M) ks & AT Al ds Lol

A7) b5 739 A% HEAQ] Al 2= AES9}
LEA7} 9l.ond, 7}7te] _7.34 A7 Ulg-2- oee} 7k

AES tA7] tsste] 79, 8-bit ZRA|A el 2]
k] od7] wmel] AR Hlo] B WAE AR AL
TF&= % oH, MixColumndAte]l 3] 27 #7]¢>
XORALHS Z3}ste] Fstglond, 7] A2 oh=38)
Aol dlsfl 171 Cycle/byted] A= HITHS]

LEA A 7] k53}e] 739 32-bit ZZA|A °ﬂ A
WA AR ] el sbit B9 el ke
Faislacth dasag ¢l Hell 190 Cycle/byte?] A5
< BYrH9].

N7 4E F4e 7, RSA¢ ECC7t glom,
RSA 8¢ 7%, Product-scanning®}22} Operand-
scanning”|¥ 245 5 & o] sldl o, AlF

od4ke]l tiate] Sliding Block Doubling”]%S A -8-3}
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of At EEslodrh Y 79 A2 RSA
8ol 0.11%2] $3 £=Z 7IIcH10].
ECC®] 7%, Subtractive A3}
Karatsuba #|edAt-e &-g-3le] F-3E 9l o, 160-bit
ECDHel 8] 14822 Fal&52 shAlc11].

Karatsuba

3.3. 16-bit ZEMM 7|8F AFZQIE{Ul CJHIO|A At
aASIY 7 Jle Y A7 &
2 Ao 16-bit vle|ARZRAA 7]uke] Ak
AbE-2lE] Yl tiute] 28] TIARS] MSP430 ZR2AA] Aol
Ao ks T A AlElel w3l ol
A7) 5 71 T A, A A 8-bit X
ZAA 714k Atmel Atmegal28itells] T-H= A}
Zro] AES®} LEAZF T8 71s3lch. AESS 73,
16-bit  %H$1°] XOR%AMZ  SubByte, ShiftRow,
MixColumn< 23t *Hﬂ Hlo] & Hol/‘f‘.i’i :[7"535]‘3«1

LEA HA7] ¢+33} 71‘:”4 37 8 b1t4 o‘l‘g}‘ v}
7R & 16-bit T E 32-bitS o] dAksle o]
7Fssteh dA7A] olel g o A= A A=A o
3 AT FAE 7S S fA 7 sbsEih

7] 53t 71 el WA= ECCel At

st=glo] 7|vke] A7) &85} Product-Scanning”]
+ A4t A e 192- b1t7lT_i of
0.5%3k] ECDH7} s3)0] 7153}, ECDSA2] 7

1% gl 3)o] 715 o2 o At=ri13].

3.4. 32-bit ZEMM 7|8F AFZQIE{Ul CIHIO|A At
2SI 7o 7|l Y o7 SE

A4 32-bit vlo]|ZRZ 2 A 7] 35
AFESIE Yl tlule] <8l ARM Cortex-A9 ZZAA] AF
42 sts & AT Abeel] whal folir)

g2l7] }s 3} 7]\34 T3] 74 i FEAS Al EE
AES$} LEA7} &

AES®] 7%, 8-bit A3} 342 T-table-= %14 Roundel
i3te] 48] AbA o] Eol] A A3le] o] §3l= WAl ®
Tl om, 34Cycle/byted] A5S e AUTHS]

LEAS] 7%, 32-bit ZEAAES Ao AAHS]
om BE oabe] Fte] wEo] Hlow 9 rlgst

=
o
s
ol

%3} A] 20.1 cycle/byte®

10247} =9l o,
£ 0.000191%29] A5 £52 71X, 2,048-bit]
39 0.000624%°] A5S 7RR14]. =, 1%
2048-bit RSA S 2,000%1-& éf‘iﬂf’ + ok

-

V. AF2QIE{Ul ClHIO|A Alo] StST|¥ P& 7|
& Hlm 24

A AR olofgt AFEQIE Y tirjo] 2 A4 gk
714 T8 7)%e s Ldoprgltt 4, 8, 16, 32-bit =
2AA 71uke] AbEQlE Yl viafe] s W ks -l
AT Abel= oo Ee} it

4-bit 8-bit 16-bit 32-bit
A7) AES
o' | PRESENT AES AES AES
ECDSA | ECDSA ECDSA
a7
°°LH§ RSA RSA EEB(S:A RSA
" ECC ECC ECC

V.2 E

A= QTEJY(I0T) tnle] 2ol 28] A=k ks 313t
Fadste], 72| tnpo] s Aol o] A ots 7>
8-bit, 16-bit CPU 7]uFe] A&k tinjo]~ - ARMI}
Z-2 32-bit CPU 7|4ke] 145 trjo] ol A{nt o] F
oo, 7|2 TPMZo|A 2] Bl tigl] o] Fo14
DP SHARE, Ak B M(IoT) AR]2e] F54el 53

AA A AL} Au| 2 o] G-l glofA], FFF AbE
EM(IoT) ulo]lai ~nlE t2E F3 22 I
3l i]—ﬂoﬂ rE50] & RPo 7 o A7) date

8 & 4 glojosittar HukEw, o]zt
uﬁz Fo| tiule]l~2E Atmel AF] MARC4%}
EPSON A}2] S1C63 family2} 2= 4-bit CPU 7]4k2]
ZAAY 277 tluto]2rt ook 7]Ee] U A7)
A 3 daelEd N ds daElE 7S
8-bit~32-bit LA 7|Hto 2 §F tinjo]iellA 4
o] o] o glom, AntE tAE F 2T tiu}

2 r&i:

7

b
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o] 2ol thyt F&o] Hol o] FoIAA B AL Fld
T stk o] & Fall, shome] AbEQlE Yl tiue]~
AollMe] gkary ATE AnE HAE Folae
o] Bod Zlow Holv, o]F T3l ~vlE HAE
H ARl Yl tiute] o] Bl BRIt 7bedt Zlo
2 Haldh
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20124 8“";—"%’& skl A7) =k
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