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AESE @A 2o 7H e 2ole BE4E
3} 71524 AES conference'98°l| 4] A|oFE 7]&o|t}
3 7152 128-bite] HF Alo]=E 71A|H 128, 192,
256-bite} 3Fo] thefek 715 F3f dudtH= 54 b
Zth14]. 1A AFE 7 22 A5E 7A@ o]
fr=2 8-bit wordE 7|E 22 AAE ] x| AFEQIE
o] vlolam A AP 5AL 7Hle) 32-bit
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2.1.2. PRESENT

PRESENTE CHES'079A4 Aloks otaz]&o 2H
64-bite] E-EAlo]=Z 7}Av 80-bite} 128-bite] 7]=2
715 7WIcH13]. a9 =ellA+= AESel vl&) 2.5u)
Z-2- sfeglo]l AA} Thssitha £k olE AR
2 7Jgke] Flo] 7bs3t A-S 71Ith 31 Round 2
TR AHY =2 e 84S SRR e
oJxich A 1SO, IECEFSZ AHoF o] glr}

2.1.3. CLEFIA

CLEFIA+ SONY Alell 9]3)] FSE'070|14 A|gk=l <
a2]Ze]tH15]. 128-bite] EFAl|ZE 7EAM 128,
192, 256-bite] 7] =7]E 71Xt} Feistel %25 714
v 18, 22, 26roundE 7Hlt} d" dw2]5S DRM
system A5 $l&] /NEH A & A A=
cryptographic techniques®|™ CRYPTREC2013¢]
A=l s-boxE 8 substitute XS A3
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Abo 2 A

2.14. PRINCE
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2.15. SEA
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2.16. KLEIN
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2.1.7. mCrypton

mCrypton< ISA'06°14 Aotsl Udxue]Eo2H
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2.1.9. DESLX
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2.2.3. IDEA
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2.24. TEAXTEA

TEA/XTEA<= cambridge computer laboratoryel <]
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8H|E wlo]m 2 ZZAXMEH 8Mhz o|Ate] FEHoR
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FAFeHA 8-bit word T2 A =2 *ét S
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7] 8
42 | %

Speck 128-bit[2] 13971444 Al¢l) | SW | ARX

AES 128-bit[3] 171 SW | SPN

Salsa 20 / 12[1] 1777184 #1¢]) | SW | ARX

Simon 128-bit[2] 3337144 #1¢]) | HW | ARX

IDEA 128-bit[9] 337 SW | ARX
HIGHT 128-bit[6] 370.5 HW | ARX
LEA 128-bit[11] 1907184 #1¢]) | SW | ARX
PRINCE 80-bit[8] 406 HW | SPN
KLEIN 80-bit[9] 761 ;‘Xl/ SPN
SEA 96-bit[6] 804 SW | SPN
TEA 128-bit[6] 926 SW | ARX
XTEA 128-bit[4] 961 SW | ARX
Present 128-bit[6] 1417 HW | SPN
mCRYPTON 96-bit[10] 2057 HW | SPN
CLEFIA 128-bit[7] 2336 ;‘XI/ SPN
KATAN 80-bit[9] 9007 HW | ARX
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(£ 2) stES|of oMol EE¢E3 45 vl glal A7k 4 gl
Design ?(;c;; Cycle Thr/(;uri};put ’é:l' o2 3
mCrypton-64[19] 2,420 13 0.19
mCrypton-96[19] 2,681 13 0.17 [1] Beaulieu, Ray, Douglas Shors, Jason Smith,
mCrypton-128[19] 2,949 13 0.16 Stefan Treatman-Clark, Bryan Weeks, and Louis
PRESENT-80[13] 1,570 3547 | 0.12/0.01 Wingers. "The SIMON and SPECK Block
/1,075 Ciphers on AVR 8-bit Microcontrollers.", [ACR
PRESENT-128[13] |1,884/1,391| 32/559 0.11/0.01 ePrint.
LED-64[12] 966 1,248 0.005 [2] Beaulieu, Ray, Douglas Shors, Jason Smith,
LED-96[12] 1,116 1872 0.003 Stefan Treatman-Clark, Bryan Weeks, and Louis
LED-128[12] 1,265 1,872 0.002 Wingers. "The SIMON and SPECK Families of
HIGHT[21] /22;612 32/136 | 0.07/0.02 Lightweight Block Ciphers." IACR Cryptology
DESXL[26] 2,168 144 0.02 ePrint Archive 2013 (2013): 404.
CLEFIA[15] 2.893 176 003 [3] Bos, Joppe W., Dag Arne Osvik, and Deian
KATAN-32[22] 302 254 0.02 Stefan. "Fast Implementations of AES on
KATAN-64[22] 1,054 954 0.02 Various Platforms." IACR Cryptology ePrint
HB2-4C[20] 3,220 4 0.12 Archive 2009 (2009): 501.
HB2-20C[20] 2,159 20 0.04 [4] AVR-Crypto-Lib, Available at https://www.das-1
LEA-128[11] 4,549 24/168 | 0.11/0.02 abor.org/wikVAVR-Crypto-Lib
/3,760 [5] Papagiannopoulos, Konstantinos, and Aram
LEA-192[11] /1’57%1 28/168 | 0.08/0.02 Verstegen. "Speed and size-optimized im-
So0Ls plementations of the PRESENT cipher for tiny
LEA-256[11] /5’,83 3 32/288 | 0.08/0.01 AVR  devices." In Radio  Frequency

Identification, pp. 161-175. Springer Berlin
Heidelberg, 2013.

[6] Eisenbarth, Thomas, Sandeep Kumar, Christof
Paar, Axel Poschmann, and Leif Uhsadel. "A

V.2 E

2 el e AbEelE Yl Aul2e] 43S 9
Aals|ojo} sk Ak obs otyel=zh e s o survey of lightweight-cryptography implement-
ols] oyl Ak olE obma]Zo | aghe] olak Bt ations." IEEE Design & Test of Computers 24,
wol Ie/A I7)2 AlTels o] G a3 94 no. 6 (2007): 522-533.
olt}. sA|uk olAl Balwel me/x Z7) olAl} AF [7] Rembrand van Lakwijk, "Comparing
SRS T E,—/‘j.‘lil/ﬂ shpute Bye el Performance of Software CLEFIA to Established
Coolr), mela B m=Rold AR ol okwz]= Block Ciphers on 8-bit Devices," 15th Twente

Student Conference on IT.
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A= Awo] My~ 718438 78 sle] A
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Kerckhof, Frangois Koeune et al. "Compact im-
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[9] Eisenbarth, Thomas, Zheng Gong, Tim Giineysu,
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plementation and performance evaluation of [18] Gong, Zheng, Svetla Nikova, and Yee Wei Law.
block ciphers in ATtiny devices." In Progress in "KLEIN: a new family of lightweight block
Cryptology-AFRICACRYPT 2012, pp. 172-187. ciphers." In RFID. Security and Privacy, pp.
Springer Berlin Heidelberg, 2012. 1-18. Springer Berlin Heidelberg, 2012.

[10] mCrypton 23}, Available at http://perso.uclouva [19] Lim, Chae Hoon, and Tymur Korkishko.
in.be/fstandae/lightweight_ciphers/ "mCrypton - a lightweight block cipher for se-

[11] Hong, Deukjo, Jung-Keun Lee, Dong-Chan Kim, curity of low-cost RFID tags and sensors." In
Daesung Kwon, Kwon Ho Ryu, and Dong-Geon Information Security Applications, pp. 243-258.
Lee. "LEA: A 128-bit block cipher for fast en- Springer Berlin Heidelberg, 2006.
cryption on common processors." In Information [20] ENGELS, Daniel, et al. The Hummingbird-2
Security ~ Applications, pp. 3-27. Springer lightweight authenticated encryption algorithm.
International Publishing, 2014. In: RFID. Security and Privacy. Springer Berlin

[12] Rivest, Ronald L., M. J. B. Robshaw, Ray Heidelberg, 2012. p. 19-31.

Sidney, and Yiqun Lisa Yin. "The RC6TM [21] HONG, Deukjo, et al. HIGHT: a new block ci-
block cipher." In First Advanced Encryption pher suitable for low-resource device. In:
Standard (AES) Conference. 1998. Cryptographic =~ Hardware = and  Embedded

[13] Bogdanov, Andrey, Lars R. Knudsen, Gregor Systems-CHES 2006. Springer Berlin

Leander, Christof Paar, Axel Poschmann, Heidelberg, 2006. p. 46-59.
Matthew JB Robshaw, Yannick Seurin, and [22] DE CANNIERE, Christophe; DUNKELMAN,
Charlotte Vikkelsoe. PRESENT: An ultra-light- Orr; KNEZEVIC, Miroslav. KATAN and
weight block cipher. Springer Berlin Heidelberg, KTANTAN—a family of small and efficient
2007. hardware-oriented block ciphers. In:

[14] Daemen, Joan, and Vincent Rijmen. "AES pro- Cryptographic =~ Hardware and  Embedded
posal: Rijndael." (1999): 21. Systems-CHES 2009. Springer Berlin

[15] Shirai, Taizo, Kyoji Shibutani, Toru Akishita, Heidelberg, 2009. p. 272-288.

Shiho Moriai, and Tetsu Iwata. "The 128-bit [23] LAI, Xuejia;, MASSEY, James L. A proposal for
blockcipher CLEFIA." In Fast software en- a new block encryption standard. In: Advances
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