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Malicious Application Determination Using the System Call Event
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ABSTRACT

Recently smartphone market is rapidly growing and application market has also grown significantly. Mobile applications have been

provided in various forms, such as education, game, SNS, weather and news. And It is distributed through a variety of distribution

channels. Malicious applications deployed with malicious objectives are growing as well as applications that can be useful in everyday

life well. In this study, Events from a malicious application that is provided by the normal application deployment and Android

MalGenome Project through the open market were extracted and analyzed. And using the results, We create a model to determine

whether the application is malicious. Finally, model was evaluated using a variety of statistical method.
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Table 1. Components of Confusion Matrix

Predict
Confusion Matrix
Positive' (P’) Negative' (N')
Positive(P) True Positive(TP) False Negative(FN)
Target
Negative(N) False Positive(FP) True Negative(TN)

Table 2. Terminology and Derivations from a Confusion Matrix[9]

Performance Indicator

Calculations

True Positive Rate(TPR, Sensitivity)

TP/P = TP/(TP+FN)

True Negative Rate(TNR, Specificity) TN/N = TN/(FP+TN)
Positive Predictive Value(PPV) TP/(TP+FP)
Negative Predictive Value(NPV) TN/(TN+FN)

False Positive Rate(FPR)

FP/N = FP/(FP+TN)

False Discovery Rate(FDR)

FP/(FP+TP) = 1-PPV

False Negative Rate(FNR)

FN/(FN+TP)

Accuracy(ACC)

(TP+TN)/(P+N)
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> summary (fit]

call:
rpart(formula = Type ~ ., data = appDataTrea, method = "class")
n= 247
cpP nsplit rel error xerror xstd

L TF235772

10 0 1.0000000 1.1215512 0.06344526
2 0.02032520

30

4.0

1 0.2276423 0.2601626 0.04200823
3 0.1B69919 0.2764228 0.04402260
5 0.1544715 0.2764228 0.04402260

- 01626016
- 01000000

variable importance

St M4 M4=(2015. 4)

futex syscall_b983042 doctl mprotect setpriority write exit SY¥s5_254 SYS_285
19 13 12 12 11 1 1
pread prctl SYS_286 clone syscall_B983045 SYS_281 SYS_283 ftruncate statad
1 1 1 1 1 1 1 1 1
fontled access sigprocmask
1

Fig. 2. Summary of Decision Tree
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Fig. 1. AUC and Model Performance Evaluation[11]
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Fig. 3. Result of Decision Tree
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Table 3. Confusion Matrix of Decision Tree

Predict
Decision Tree
Norm Mal
Norm 116 14
Target
Mal 8 109
Performance Indicator Calculations
Sensitivity 89.2%
Specificity 93.2%
Positive Predictive Value 93.5%
Negative Predictive Value 88.6%
False Positive Rate 6.8%
False Discovery Rate 6.5%
False Negative Rate 10.8%
Accuracy 91.1%

A AARYE 8 AP, W7E(Sensitivity)® 89.2% =
el o 5ol (Specificity) = 1HUT Z2F =2 932%
2 yehgh A4 25 A8 =(Accuracy)T 91.1%
AsE BIB9S Fig 45 JAHEAYR-< ROC Curve
5 vEhd Zlojth

SENS
0.4
|

0o

T | T T T T
0o 0.z 0.4 06 0.8 1.0
1- spec

Area under the curve: 0.9218

Fig. 4. ROC Curve for Decision Tree

919 Fig. 404 AMAA 9] AUCE 0.9218%, 94473
AUE7E =g Aol A e AA/eA ofRE AdstE H 9

of & RYYS Feld 5+ YA

>4

e N
5 3 ol Huom ol 4%, M BEgEol
o Ao BRE & JEhE BARL oF d3s
S dEAL dneEeltis) ¢ AolA ek
FamdA 49 6] WrE ez 2xxg 39

AR 2 0ME 2ME 280 oy HES2IAH0E THE 173

> summary(res2)

call:
gim(formula = Type ~ futex + syscall_983042 + foct] + setpriority +
mprotect + write, family = "binomial”, data = trainbata)

Deviance Residuals:
min 1qg median Ely] Max
-3, 1445 -0.575%7 0.0000 0, 3135 2.6121

coefficients:

Estimate Std. Error z value Pri=|z|)
(Intercept) =3,531le+00 5.996e-01 -5.880 3.87e-09 ===
furex 3.996e-05 1.155e-05 31.460 0.000541 ===
syscall_983042 1.109e-03 4.009e-04 2.767 0.003662 ==
joct] -2,561le-0% 1,226e-05 -2,089 0.036674 =
setpriority =9.563e-04 3.017e-03 -0.317 0.751296
mprotect -2.979%e-04 2.014e-04 -1.479 0.139052
write 3,138e-04 2,284e-04 1,374 0,169407

Signif. codes: 0 *#**° 0,001 *#*' 0.01 “*' Q.05 ." 0.1" "1
(pispersion parameter for binomial family taken to be 1)
Mull deviance: 246.20 on 177 degrees of freedom

rResidual déviancé: 112.87 on 171 degreeés of freedom
AIC: 126.87

Fig. 5. Summary of Logistic Regression
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> summary(resz)

call:

gim{formula = Type ~ futex + syscall_983042 + ioctl,
family = "binomial™, data = trainData)

peviance Residuals:

Min 1q Median L] Max
-2, 86838 -0.57693 0.00009 0.32449 2.62572
coefficients:

Estimate std. Error Z value Pr{=|2|)

(InTercept) =3, 563e+00 5.639e-01 -G6.318 2.66@-10 ==
futex 4.059e-05 1.113e-05 3.646 O.000266 #=+
syscall_983042 6.E856e-04 1.43%e-04 4.764 1.90e-06 =¥
1oct] -2. 366e-05 1.198e-05 -1.975 0.04B302 *

Signif. codes: 0 *=«+*Q.001 **«" 0.01 “*'0.05 *."0.1* "1
(oispersion parameter for bimomial family taken to be 1)
Null deviance: 246.20 on 177 degrees of freedom
residual deviance: 117.63 on 174 degrees of freedom

ATC: 125.63

Number of Fisher Scoring iteratioms: 7

Fig. 6. Summary of Improved Logistic Regression
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name futex sc_9830472

1 talkingben 56723
2 hereyod 18018
3 galaxypiane 67711
4 girlbg 322805
5 gatalk 35580
6 audiko? 133763
7 sail 4922%
8 simsimi 22546
9 dinterpark_app.ticker 27126
10 freemusicplayer 9387
11 fréedr amal 1092
12 gorealra 76511
13 imbe 45100
14 isadari 18023
is kwansang 17049
60 wrofall 107533
61 bakerystory 243278
62 omokmaster 187129
63 as_danti 598 8828
64 as_mood 9529
635 as_Rracing 36
66 bb_mf zone 251%
67  bb_rootcallblocker 2031
68 gd_pizz 13619
L3 ddl_myapn 5513

7590
4905
11509
9019
10064
34136
B499
6584
20101
2678
181

GEET 1

St M4 M4=(2015. 4)

ioct] my, res

18130
15030
20851
20204
16693
52796
14888
5795
17090
2297
587
9568
TB46
10650
12456

46150
24458
29892
6005
4098

Korm
Norm
Horm
rorm
Norm
morm
Marm
Norm
Ko m

Mal

Mal
morm
Norm

Mal

mal

Norm
Norm
Norm
Mal
mal
mal
Mal
mal
mal
mal

Fig. 7. Result of Logistic Regression
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Table 4. Confusion Matrix of Logistic Regression

Logistic Predict
Regression Norm Mal
Norm 37 2
Target
Mal 8 22
Performance Indicator Calculations
Sensitivity 94.9%
Specificity 73.3%
Positive Predictive Value 82.2%
Negative Predictive Value 91.7%
False Positive Rate 26.7%
False Discovery Rate 17.8%
False Negative Rate 5.1%
Accuracy 85.5%
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Fig. 8. ROC Curve for Logistic Regression Models
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getetoy,

orEE

ce

name mal NOrm

as_dantis572 0.959984601 0.04114276
dkfl_stetris 0.655847907 0.35593832

2048 0.120318726 0.BBO78672

concubinewar 0.002321868 0.99722838
bb_dantid416 0.951649129 0.05066647
interpark_app_ticket 0.320879310 0.67486256
as_danti285 0.987972021 0.01146221
dd1_calculator 0.503559709 0.51864606
stickerbooth 0.172248736 0.85799509
hairclipper 0.299885005 0.71594441

Fig. 9. Neural Network Predictions
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Table 5. Confusion Matrix of Error Back Propagation Model
(Train Data)

) Predict
Error Back Propagation
Norm Mal
Norm 34 4
Target
Mal 4 80
Performance Indicator Calculations
Sensitivity 95.5%
Specificity 95.2%
Accuracy 95.3%
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Table 6. Confusion Matrix of Error Back Propagation Model
(Test Data)

) Predict
Error Back Propagation
Norm Mal
Norm 33 2
Target
Mal 3 37
Performance Indicator Calculations
Sensitivity 94.3%
Specificity 92.5%
Positive Predictive Value 91.7%
Negative Predictive Value 94.9%
False Positive Rate 75%
False Discovery Rate 8.3%
False Negative Rate 5.7%
Accuracy 93.3%
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