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Abstract An anti-virus is a widely used solution for detecting malicious software in
client devices. In particular, signature-based anti-viruses detect malicious software by
comparing a file with a signature of a malicious software. Recently, the number of malicious
software dramatically increases and hence it results in a performance degradation issue:
detection time of signature-based anti-virus increases and throughput decreases. In this
paper, we summarize the research results of signature-based anti-viruses which are focusing
on solutions overcoming of performance limitations, and propose a new solution. In
particular, comparing our solution to SplitScreen which has been known with the best
performance, our solution reduces client-side workload and decreases communication cost.
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Table 1 Signature-based Anti-Virus Solutions
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Fig. 2 Signature-based Anti-viruses with a pre-
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Table 2 Analysis on ClamAV Database (June 2012)

[14]
Basic Regex MD5
Signature Ratio | 6.06% | 061% | 92.32%
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Table 3 Performance Evaluation and Comparison

Split Our
CloudAV Screen Solution
Communic
ation Cost 2 3 2
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of Privacy 0 X X
Real-time 0 0 0
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