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Abstract

This paper considers physical-layer security protocols in multicast cognitive radio (CR)
networks. In particular, we propose dual-hop cooperative decode-and-forward (DF) and
randomize-and-forward (RF) schemes using partial relay selection method to enhance secrecy
performance for secondary networks. In the DF protocol, the secondary relay would use same
codebook with the secondary source to forward the source’s signals to the secondary
destination. Hence, the secondary eavesdropper can employ either maximal-ratio combining
(MRC) or selection combining (SC) to combine signals received from the source and the
selected relay. In RF protocol, different codebooks are used by the source and the relay to
forward the source message secretly. For each scheme, we derive exact and asymptotic
closed-form expressions of secrecy outage probability (SOP), non-zero secrecy capacity
probability (NzSCP) in both independent and identically distributed (i.i.d.) and independent
but non-identically distributed (i.n.i.d.) networks. Moreover, we also give a unified formula in
an integral form for average secrecy capacity (ASC). Finally, our derivations are then
validated by Monte-Carlo simulations.
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1. Introduction

Recently, multicast protocols have been gained much attention in the research field of

wireless communication. Multicast transmission provides an efficient mechanism for
communicating the same data between a single source and multiple destinations. Due to the
broadcast nature of wireless channel, the source data in multicast technique can be delivered to
the intended destinations simultaneously, which can achieve efficiency of spectrum use.
Moreover, in order to improve the data communication reliability, the fundamental concept of
cooperative communication [1] can be applied efficiently. In [2], a cooperative-based
multicast protocol with decode-and-forward (DF) relay selection over Rayleigh fading
channel was proposed and analyzed. The authors in [3] considered a generalized DF
cooperative multicast protocol in which the system must resort the Nth-best relay to help the
source-destination communication. Moreover, in [3], the effect of correlated co-channel
interference was also taken into account in deriving exact expressions of the end-to-end outage
probability. In [4]-[6], cognitive multicast protocols in underlay cognitive radio (CR)
networks were investigated, where secondary transmitters use the multicast strategy to deliver
their data to multiple secondary receivers under a maximum interference threshold set by
primary network. In particular, [4]-[5] investigated average channel capacity and outage
capacity of secondary network over fading channels, respectively, whereas, [6] proposed a
distributed cooperative multicast protocol in CR networks which are composed multiple
secondary sources, secondary relays, secondary destinations and primary users.

However, the broadcasting methods face with security issues because the transmitted data may
be readily overheard by unauthorized parties or eavesdroppers. Recently, physical-layer
security has become a promising method to guarantee the secure communication without
using any complex encryption methods at higher layers [7]. Up to now, to improve secrecy
performances, i.e., secrecy outage probability (SOP), average secrecy capacity (ASC) and
non-zero secrecy capacity probability (NzSCP), for the existing wireless networks,
cooperative transmission protocols with diversity relay schemes have been proposed. In
[8]-[9], the authors mainly focused on security enhancement at the cooperative phase with
proposed relay selection methods, where the security at the broadcast phase is assumed to be
guaranteed due to short distances between the source and the potential relays. In [10]-[11],
both decode-and-forward (DF) and randomize-and-forward (RF) secured communication
methods were investigated. In the DF strategy, the source and the relay cooperate to forward
the data to the destination by using the same codebook. Hence, the eavesdropper in this
strategy can employ combining techniques to enhance decoding efficiency of the data
overheard. Unlike the DF protocol, the relay in the RF protocol generates a randomized
codebook to confuse the eavesdropper. In [12], an opportunistic relaying scheme using best
regenerative relay was proposed. Similar to [8]-[9], the authors in [12] only evaluated the SOP
at the cooperative phase with different combining techniques at the destination. Published
works [13]-[14] introduced theoretical models for secured multicasting systems. In particular,
the multi-user-based cooperative protocol was investigated in [13], while [14] considered the
secured communication between a single-antenna transmitter and multiple multi-antenna
receivers, in presence of multiple multi-antenna eavesdroppers.

To the best of our knowledge, there have been several reports on evaluating secrecy
performances of cooperative multicast protocols in underlay CR networks [15]-[20]. In
particular, the secured CR protocol in which transmit powers of secondary transmitters are
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fixed was proposed in [15]. Also, the authors in [15] made an assumption that the secondary
eavesdropper cannot overhear the signals transmitted by the secondary source and again, only
SOP of the second phase was considered. Similarly, [16] proposed various joint relay and
jammer selection strategies to enhance the SOP of the secondary network at the second time
slot. In [17], the authors proposed physical-layer security enhancement models in underlay
cognitive multi-antenna wiretap channels. In [18], exact and asymptotic closed-form
expressions of the end-to-end SOP for dual-hop underlay CR protocols with relay selection
methods over independently but non-identically distributed (i.n.i.d.) Rayleigh fading channels
were derived. Moreover, the secondary relays in [18] used the RF strategy to forward the data,
in order to avoid the eavesdropper to combine the received data. The most related to our work
is scheme proposed in [19]-[20]. In particular, [19] studied the secrecy outage performance of
dual-hop relay protocols in underlay CR environment for both DF and RF techniques and [20]
considered the opportunistic relay selection method using max-min criterion. However, [19]
only provided a simple relay scenario with a single relay, while [20] evaluated the secrecy
outage performance in independent and identically distributed (i.i.d.) networks for the RF
technique. Moreover, the scheme in [20] requires full instantaneous channel state information
(CSI) of the data, interference and eavesdropping links, which cannot be possible in practice.
In this paper, we extend the scheme in [19] to multi-relay ones in the multicast CR context.
Unlike [20], we assume that no eavesdropping information is supported and only channel state
information (CSI) of the source-relay links are available to serve for the relay selection. The
main contributions of this paper can be listed as follows:

o We first propose dual-hop cooperative relaying schemes in underlay multicast CR
networks, where the best secondary relay is selected to forward the data of the
secondary source to multiple secondary destinations. Moreover, partial relay selection
method is proposed to reduce the requirement of the perfect synchronization and full
CSils at relays [21]- [22].

e We consider two popular relay techniques in physical-layer security, i.e.,
decode-and-forward (DF) and randomize-and-forward (RF), in both independent and
identically distributed (i.i.d.) and independent but non-identically distributed (i.n.i.d.)
Rayleigh fading channels. More specially, in the DF protocol, we investigate two
eavesdropper combining schemes: maximal-ratio combining (MRC) and selection
combining (SC).

e We present new exact and asymptotic closed-form expressions for key performance
metrics such as end-to-end SOP and NzSCP. We further derive exact formula for the
end-to-end ASC which is expressed in a unified integral form.

e Finally, various Monte Carlo simulations are performed to validate our theoretical
derivations as well as to compare the performances of the considered protocols.

The rest of this paper is organized as follows. The system model of the proposed protocols is
described in section 2. In Section 3, the expressions of SOP, NzSCP and ASC are derived. The
simulation results are shown in Section 4. Finally, this paper is concluded in Section 5.
Notations:

- h,, denotes the Rayleigh channel coefficient between nodes X and Y.

- Yy (7/XY = h, |2) denotes channel gain of the X-Y link which has exponential distribution.

- Ay denotes parameter of the random variable (RV) y, , i.e., Ay =1/E{yy} with
E{yx | is the expectation operator.



4626 Tran Trung Duy et al.: Secrecy Performances of Multicast Underlay Cognitive
Protocols with Partial Relay Selection and without Eavesdropper’s Information

- X Is the original data of the source S, e and e, are data encoded by the source and the
relay, respectively.

- dy, and 7 defines the Euclidean distance between nodes X and Y, and the path-loss
exponent, respectively. To take path-loss into account, we can model the parameter A, as a
function of the link distance (d,, ) and path-loss (77) asin [1]: 4., =(dy,)".

- n, denotes additive white Gaussian noises (AWGN) at the node X.

- E;(.) and In(.) are exponential integral function and natural logarithm function [23],
respectively.

-C3 =bV/(al(b—a)!) is coefficient of binomial expansion, where a and b are non-negative
integersand b>a.

- Function [x]" is defined by [x]" = max(0,x).

2. System Model

As illustrated in Fig. 1, the secured transmission protocol in multicast underlay CR network is
considered, where a secondary source (S) attempts to transmit its data to N secondary
destinations (D) via the assistance of M secondary relays (R), in the presence of an
eavesdropper (E) who overhears the transmitted data. The source and relays utilize a spectrum
licensed to a primary user (P) to transmit the source data to the destination.

,.4E\ R, D,
S R R, D,
i /7 g R M D N

/
7/ ——p» Data Links
............ » Eavesdropping Links

— — —» Interference Links

Fig. 1. Secured communication for cooperative multicast protocols in underlay CR networks.

2.1 Assumptions

Throughout this paper, we consider the assumptions as follows.

e Assume that the direct S-D link is not available and hence the communication between
the source and destination is realized only via the relay nodes. We also assume that all
the nodes are equipped with a single antenna and operate on half-duplex mode.

e The source and relays have perfect CSI of the interference links to adapt their transmit
power. It is assumed that no eavesdropper information including both instantaneous
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CSl and average CSl is available. Hence, it is impossible to apply the optimal and
suboptimal schemes in [8]-[9], [16], [18] into our system model.

o All channels between two arbitrary terminals are subjected to flat Rayleigh fading.

e All additive white Gaussian noises (AWGN) at the receivers have zero mean and
variance of N, .

2.2 Operation of the proposed protocols

Before transmitting the data, the transmit power of the source S and the relay R,, must be
adapted to satisfy the interference constraint as presented in [24]-[25]:
R=Ils/7s and PRm =1y, /7RmP’ 1
where |, is maximum tolerable interference power.

The data transmission is split into two orthogonal time slots. At the first time slot, the source (S)
sends its data to the best relay which is selected by partial methods as [21]-[22]:

Ry i Vsr, = max (75Rm)- (2

m=1,2,...M
Equation (1) implies that the relay which offers the highest channel gain to the source is
considered as the best relay for the cooperation. Next, the received data at the relay R, can be
given by
Ig, = \/EShSRbeS g, 3
Due to the broadcast nature of wireless channel, the eavesdropper E can overhear the source
data, and hence, the data received at this node can be expressed as

Zg = '\/EShSEeS g, (4)
At the second time slot, the relay R, employs either the DF technique or the RF technique to

forward the source data to the destination. The received signal at the destination and the
eavesdropper can be expressed, respectively by

ty = PR., thDeR +Np, )
t. = N PRb thEeR + N, (6)

From (1)-(6), the instantaneous signal-to-noise ratio (SNR) of the S—>R,, S—E and
R, — E links can be given respectively as

Vsr, = IthVSRh /(No7sp):Q75Rb ! Ysps (7)
‘//SE:Ith?’SE/(NOVSP)ZQ7SE/7SP' 8)
Wre = ln?r,e /(N07Rbp)=Q7RbE /7Rbp1 (€)]

where Q =1, / N, is interference power to noise ratio.
Furthermore, the instantaneous SNR of R, — D link is dominated by the weakest link
between the relay R, and destinations, which can expressed similarly as [3, eq. (4)]:

Ye,0 = I, min (7/Rbon )/(NobeP):be,min /7RbP’ (10)

n=1,2,.,N

Where J/b,min = n:rlT;iPN (J/RbDn ) '
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In the DF protocol, the best relay re-encodes the data, using the same code-book with the
source, i.e., &5 =e; . In this protocol, the achievable rate of the data link can be computed by

cPhe =%Iogz(1+ min(y/SRb,y/RbD)). (12)

If the eavesdropper uses MRC combiner (named DF-MRC protocol), the achievable rate of the
eavesdropping link can be formualted as

a1
Crirc :EIOQZ(]-"“//SE +‘//RhE)- (12)
If the node E uses SC technigue (named DF-SC protocol), the data rate obtained is
av 1
Cgc = 5 log, (1+ max(l//SE Wr,E )) (13)

From (11)-(13), the end-to-end secrecy capacity of the DF-MRC and DF-SC schemes can be
given, respectively as

1+ min , i
CS,G:TMRC = max(O,CDa‘a —C&i’c) = 1|Og2 (V/SRb l//RbD) ’ (14)
2 Ity +Wre
1+ min , '
CSE‘}SC — maX(O,CData _CSEé\v) _ llogz (WSRB V/RbD) ' (15)
2 1+maX(V/SE"//RbE)

For the RF protocol, the relay R, uses a random codebook to avoid the eavesdropper to
combine the received data, i.e., e; # e5. Similar to [19, eq. (5)], the secrecy rate at the first hop
and the second hop is respectively formulated by

1+ ' 1+ i
Clsec - llogz l//st , CZSec — llogz l//RbD ' (]_6)
2 I+ye 2 1+ Wee
Hence, the end-to-end secrecy capacity of the RF protocol can be obtained by (see [19, eq.
©)
1+ 1+
C;EC =min (Clsec,Czsec) = l log, | min Vsr, , YR,D . 17)
2 1+ Ve 1+ l//RbE

We can observe from (14), (15) and (17) that since yge + /g ¢ > MaX (Wse W e ) and

min Ity 1+yep - min 1+ yg, 1+ We,p 1+ min(l//SRh,l//RbD)
Itye 1+wee 1+max(lr//SE’l//RbE) 1+maX(WSE1‘//RbE) 1+max(‘//SE:‘//RbE)
, hence we have the following inequality:

Sec Sec Sec
CDF,MRC < CDF,SC < CRF ) (18)

From (18), it is obvious that the performance of the RF protocol is the best, while that of the
DF-SC protocol is between that of the RF and DF-MRC protocols, in terms of the SOP,
NzSCP and ASC that will be derived in next section.
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3. Performance Evaluation

3.1 Mathematical Preliminaries

In this subsection, an overview of well-known mathematical results that will be used
throughout this paper is given. At first, let us consider an exponential RV X whose parameter
is 4, . The cumulative density function (CDF) and probability density function (PDF) of X
can be expressed, respectively as

F (x)=1-exp(-4,x)  and f, (X) = Ay exp(—A, X). (19)

Considering the maximum of K RVs, ie., X . = max X,, where K is a positive integer

and X; is an exponential RV with parameter 4, , the CDF F, (x) can be given by

Fr (X)=Pr( X <x)= ﬁ Fy, (%) (20)

i=1
In addition, with the i.n.i.d. RVs, i.e., 4, #4, ,Vi= j,wecanexpress F, (x) as follows

Fxmx(x)zﬁ(l—exp(— )) 1+Z Z eXp{‘Zﬂqu} (21)

i=1 y=.=z=1,
7<. <z

Considering the i.i.d. RVs, i.e,, 4, =4,,Vi, equation (21) can be rewritten by

Fy. (X)=(1-exp(- ) _1+z )" Cai exp(—mA, x). (22)
Next, considering the minimum of K exponentlal RVs, ie., X, ;_minK X, , the CDF of

X..can be formulated by (23) as

Fy,., (X)=Pr(X,, <x)=1- H(l Fe, (X)) 23)

Then, with the i.n.i.d. and i.i.d. RVs ,F, (x ) can be respectively expressed by

Fen (%) =1—exp(—iixi><j, (24)
Fy, (X) =1-exp(-K A x). (25)

3.2 Secrecy Outage Probability (SOP)

Secrecy outage probability (SOP) is defined as the probability that the end-to-end secrecy
capacity is below a target secrecy rate, i.e., R, (R, >0). In the following, the SOP of the
DF-SC, DF-MRC and RF protocols will be respectively derived.

Proposition 1: In the i.n.i.d. networks, the SOP of the DF-SC protocol can be expressed by an
exact closed-form formula as
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SOP Sec
Porsc = Pr(CDF,sc < Cth)

-1 iﬂs (a3m I (aSm Ty Oy Ay Aoy ) — Qs I (aSm — Oy A Qo )}
- P

" +ay, (aem — O ) I (a8m — g Ay XAy )

N i(_]‘)j i stm ﬂ'SP/IRmP (26)

X{ﬁSml (ﬂsm _ﬂ4mﬁ7m’ﬂ4mﬂ7m)_ﬁlmﬂ2ml (ﬁSm _ﬁZmﬂ7m'ﬁ2mﬂ7m )}
+ﬁ1m (ﬂSm _ﬂSm ) I (ﬂSm _ﬁSmﬂ7m 'ﬂGmﬁ7m) ’

i N A’S
where P = 22th ’ (™ Z/’ISR,“ —f_ZJ'SRZt ! o = z ‘,j’RmDi ! O = - !
t=1 i=1

Ase + A, Prn
o = @y Pin o = ]“RmE o = /1RmE + Oy P o = ﬂ'RmE o = ﬁ’RmE + Oy Pri
o2m — , 5, _ Yam— Pam T yYem — 1Yem T '
Ase + A’SRmpth ASRmpth ﬂSRm P Ase Ase + ﬂ'SRmpth
B = Ase B = @y Pr B, = )LRmE B, = A’RWE + @y Py B —a, - ﬂ“RmE
im — 1M2m T 1 /3m T Y MAm T 1 /5m T Y5m T
Asg + O Py Ase + O Py @y, Prn DOy Py Ase
ﬂ'R E T DnPin Pun — P -1 P -1
= o, = A O, T, = + @, =, B, = + ,
Bon A, + o po m = Asp | Q 8 ﬂ“RmP > Q Bin = s /15Rm Q
P+ u 1
Bom = AN 1 (1, 8 n( .
’ (wB)=z s B ) u(B+u)

Proof: See Appendix A.
From Proposition 1, we have the following corollary:

Corollary 1: In the i.n.i.d. networks, the approximate SOP of the DF-SC protocol is given by
3| (AR P a4mﬂspva4mﬂsp) Qo | ( R,P _azm/lsp’aZm/Lsp)

T (aBm - aSm) I (iRmP — Qo Asp g Asp )

by i S //iSR

220 X T e (27)
m=1 j=1 21:...:21:1, m

7<2,<..2j,
2,2y ,,2j#M

,Bsml (ﬂ“RmP - ,B4m/lsp 1ﬂ4mﬂsp ) - lBlm:BZmI (A’RmP - ﬂzmﬁsp J ﬁzmﬂsp)

X
+Bin (Bsn = Pom)| (/IRmP _:Bem/lswﬁemﬂsp)
Proof: At high Q region, i.e., Q >>1, we can rewrite (15) by

M
I:’DSFOSCOO 1- zﬂspﬂ’R P
m=1

+

1 min(l//SRb ’WRDD) (28)

C¥.. ~|=log
S P maX(WSE’WRbE)

and the approximate SOP can be formulated by
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min(ye, W
Pt = PEZZE =Pr| Zlog, b o) | g | (29)
maX(WSE'WRbE)

Then, using the same method presented in Appendix A, we can obtain (27).
From (26) and (27), it is obvious that P25 only depends on the average CSI of all of the links
but the value of Q. This implies that the diversity order of the DF-SC protocol equals zero.

Proposition 2: An exact closed-form expression of the SOP for the DF-MRC protocol in the
i.n.i.d. networks can be calculated as

SOP Sec
PDF MRC — Pr<CDF MRC < Cth )

o, A
=1- ZASPA’R P 1m_ o (0‘4mI (asm _a4ma7m’a4ma7m)_a2ml (aSm = o Qs O gy ))
4m 2m
i S i ZSRm /15 /1R ﬁlmﬁBm (30)
P/'R,P
m=1 j=1 1:...:21:1, a)lm ﬂAm _ﬁZm
3<2,<..2,
2,2y, 2j#M

X(,thml (IBSm = BanPim ’ﬂ4mﬂ7m)_ﬂ2ml (:BSm = BonPim ’ﬂZmﬂ?m))'
Proof: See Appendix B.
Similarly, an approximate SOP of the DF-MRC protocol can be given as in Corollary 2 below:

Corollary 2: At high Q regime, the SOP of the DF-MRC protocol in the i.n.i.d. networks
converges to

SOP,0 Sec
I:)DF—MRC - I:>r(CDF MRC <C th )

=1- zﬂsp R,P aalm_%m (0‘4mI (ﬂ“Rm a4mﬂsma4mﬂsp) 7 (}‘RWP — Qg sp 1 Uy Asp ))
_ S _1)! & A, PP (31)
;;( 1) 21:...:22;:1, Wy PR Bin = Pom

X (ﬁAm I (A“Rmp - :B4mﬂsp ) ﬂAmﬂ'SP ) - ﬂzml (ﬂ’RmP - ﬂzmjsp 'ﬂZm/’)'SP ))

Proof: Similar to that of Corollary 1.

Proposition 3: For the i.n.i.d. networks, the exact expression of SOP for the RF protocol can
be obtained by

P’ =Pr(Car <Cy)

M M M 32
N P N N N S VR

m=1| @7y j=1 11:...:zj:l, a)lmﬂ7m Ol (X’RmE + @y Pin )
y<2y<..7,

2,2y, 2j#M

Proof: See Appendix C.
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Next, P>>" can be approximated at high Q values as in Corollary 3:

Corollary 3: When Q — +o0, we can approximate the SOP of the RF protocol as

Psop,w zl_i a +§:(_1)J’ i /?SRmﬁlm //i“RmE (33)
" ] I =1 we e O | AR et Qo Py

3<7,<..2j,

2,25 00,2 #M

Proof: Similar to that of Corollary 1.
Next, let us consider the i.i.d. networks, i.e, Ay =4g , Agp=4ro+ Agp=4g and

Ar g = Az forall m. In this case, (26), (30) and (32) become

M m+ I - J - I - !
Pé’ggc 1 (_1) 1C'\nﬂ1/,isleP l:ls (7(8 XaX7 754;(7) XX (7(8 XoX11 Xa X7 ):|’ (34)
= 20 (X = 2 )V (o = Xo 0 X 7)
M M m 11 | Xl (Zs _Z4Z7'Z4Z7)
PE?ISIF\)/IRC =1- (_1) Cwu ZSPE’RP 2 ' (35)
m=1 X = Xo | — 2| (18_12/1’7’/%’27(7)
M
psoP :1_2 Asp Ap Are 21 , (36)
ma X7 X8 (Z’RE +N /IRDpth)
where 7= Ase = N Ao O A= Are A= Are + N Ao o, s = ﬁ’
Ase + Mg o4y Ase + MAgg Py, MAsk P MAsg Py Ase
Are + N Agp Py Pn—1 Pn—1
=ZReT IROSM L m and y, = N =
Xe g + Mgy X7 =Asp + Mg Q X3 = Arp + NAgp Q

At high Q values, we can rewrite (34)-(36), respectively by
S0P u mil ~m Xl (;LRP _14/13%)(4/1@)_117(2' (ﬂ’RP — XoAsps XoAsp ):l
PDF-SgO =1- -1 CM p/'rp , (37
;( ) Forle l:"‘)(l(ls_)(s)l(ﬂﬂp_Zeﬂspyle/isp) 37
X4l (Z’RP - ZMSP’ZMSP)
) .

=21 (ﬂ’RP = Xolspr X Asp

ﬂ’REZl (39)

1 Are + NAgp o4y .
Note that the proof of (34)-(39) is skipped because it is similar with that in the i.n.i.d.
networks.

(38)

. < Aam XX
PcigsﬁRc =1- (_1)m CMﬂSPﬂ’RP 7 : j{
m=1 4 A2
M

SOPw _
Pr “ =1

3.3 Non-zero Secrecy Capacity Probability (NzSCP)

Non-zero secrecy capacity probability (NzSCP) is the probability that the secrecy capacity is
larger than O, which is equivalent to the probability that the capacity of the data channel is
higher than that of the eavesdropping channel. Hence, the NzSCP can be formulated by

P =Pr(Cor 21) =1-Pr(Cor’ <1)=1- lim P, (40)

Pin—1

where PR indicates the protocol used, i.e., PR € {DF-SC,DF-MRC,RF}, and P;* is the
asymptotic SOP calculated above.
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From (40), the NzSCP of the considered protocols in the i.n.i.d. networks can be expressed as
e Syl (A p = Gunsp s Oansp ) = Ounom (A p = Fonsp s o)
PDF sc ZASPAR,“P
483 (8o = G )1 (A~ Oonse Gin s )

o j Y ﬂsrz
(Y Y A, (41)
m=1 j=1 y=.=2;=1, (01

2,25, 2j#M

o ‘93m| (j’RmP - g4m/15P ) ‘94m/lsp ) - glm‘92m| (ﬂ’RmP - ‘92m/1sp "C"ZmASP )
e (gam ~ &5, ) I (A’RmP - gSmﬂ’SP v‘gemﬂsp)

. J 0103
Porac = Zﬂspﬂﬂmp 5 ( (Z’R P 4m/13p154mﬂsp)—52m| ()“Rmp — OymAsp 1 OonAsp ))
n=1 4m 2m
M M Y
RIS i SIPI o (42)
m=1 j=1 21:...:21:}: m 4m 2m

><(‘94m ( 54mﬂspa54mﬂsp) o (X'Rmp_gzmﬂspvgzmﬂsp))’

pNzscp :i s +i(_1)1 i Asp, Eum A e (43)
M m=1 . j=1 7=.=2j=13<2,<..2}, Oy, Z’RmE + Oy P ,
+ A
where §,, = Ase Oy = ©am Oy = Py O =M, 5, = —uE
Asg + s, Asg + s, Asr, Z Ase
_ /IRmE + Oy, _ /15E Wy, _ ﬂ’RmE _ A’RmE + Oy, _
6m — 1€1m = 1€om = 1€3m = 1¢4m T ' 5m_55m’
Ase + ﬂsrzm Ase + oy Ase + @y, 2 Dy,
+
and g, = e " P
ﬂSE + wlm
Finally, in the i.i.d. networks, we respectively obtain
PD,\,Fzggp _ i(_ )m+1 cm ﬂval: 3| (ﬂ’RP _¢4/13P’¢4/13P)_¢1¢2| (ﬂ’RP _¢2/13P’¢2/13P ):ll (44)
m=1 ¢1(¢6 _¢5) I (ﬂ’RP _¢GASP’¢GASP)
A < m+ m (X’R ¢ ﬂS ’¢ ﬂs )
Y { A (45)
m=1 - ¢, (/IRP ¢zﬂsp’¢zﬂsp)
M
pNzscP _ /1RE¢1 (46)
" mZ;iRE +Ngo
Whel’e ¢1 — j'SE ¢2 — Nﬂ’RD ¢ _ ¢4 ARE + Nﬂ’RD ¢5 ﬂ“RE and ¢5 ﬂ‘RE + NARD

Ag +Migy 0 A +mig mﬂw M Ase dog + Mg
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3.4 Average Secrecy Capacity (ASC)

Firstly, from expressions of P3* (PR e {DF-SC,DF-MRC,RF}) given by (26), (30), (32),

(34)-(36), we replace p, by avariable x (x>1). Next, differentiating Py with respect to X,

we obtain oP5>" /6x . Then, the average secrecy channel capacity (ASC) for the considered

protocols can be given by an unified expression as follows: (see [26, eq. (33)])
ASC _ Sec) _ 1 o aPpSROP
CPR = E{CPR }— 2|n(2)-[1 |n(X)a—XdX, (47)
Because it is impossible to find an closed-form expression for (47), it is calculated numerically
by computer softwares such as Mathematica [27].

4. Simulation Results

In this section, Monte Carlo simulation results are presented to verify our theoretical
derivations and to compare the secrecy performances of the considered protocols. In
simulation environment, a two-dimensional XY-plane in which positions of the secondary

source (S), the secondary relay (R, ), the secondary destination (D,), the secondary
eavesdropper (E) and the primary user (P) are (0,0), (X.0), (L¥p ), (¥ Ye) and
(X»,Yp), respectively, where me{12,.,M}, ne{1,2,.,N} and 0<x, <1. Therefore,

the link distances can given by: dg =Xy , de =X +Yi , dgp =G+ ,

dp o =\/(me —%p. )2 +Yy o de e =\/(me —Xe )2 +ye and dg, :\/(me — X, )2 +y?

Moreover, in all of simulations, the path-loss exponent is fixed by 3, i.e., n=3.
1.0

0.8

o 06 ; : P
Ia:'\l ' ' '  DF-MRC (Sim)
- : L} + DF-5C  (5Sim)
[ T vttt m RF (Bimy
ol Theory (Exact)
oal P N freery (e
w
| | H l-' H | |
e T
02 N S S SR S B

‘—30 -25 =20 -15  -10 -5 0 5 10
O (dB)

Fig. 2. Secrecy outage probability (SOP) as a function of Q in dB when R, =0.1, M=3, N=2,
{Xa, X, X, } ={0.7,08,09}, {5, Yo, } ={0.102}, {%c,¥e}={L-05} and {x,y,}={052}.
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In Fig. 2, we present the secrecy outage probability (SOP) of the proposed protocols in the
i.n.d. networks as a function of the interference power to noise ratio Q(1,,/N,) in dB. In this
simulation, we set the target secrecy rate, the number of relays and the number of destinations
by 0.1, 3 and 2, respectively. We also assume that three relays are placed at positions (0.7,0) ,

(0.8,0) and (0.9,0), two destinations locate at (1,0.1) and (1,0.2), and the positions of the

eavesdropper and the primary user are (1,-0.5) and (0.5,2), respectively. It is observed from

Fig. 2 that the SOP of the RF protocol is lowest and that of the DF-SC is between that of the RF
and DF-MRC protocol. In addition, the SOP of all the protocols decreases with increasing
value of Q and converges to the asymptotic results at high Q region.

0.8 | | | 1 | | | i
: ' ' ' ! * 7
"""" e R S
| | | | A | |
0.7 - : : : #* ! . # M
; ' * E - : E E
T S L [ [
R 1 A
S Sou S S N S AN R —
: E ; ; E s
L e P
| o i
=1 S B S A
SRR ; ; ; - ; ; P
A R S el A S e beeeeeed
0FF b b M b D« DEMRCGIm
i Rl N i e DF-sC (Sim) __|
E E E E e (Birm)
02k g ! ! ! ! Theory (Exact) -
01k i i i i i i i i
1 2 3 4 5 6 7 8 9 10
N

Fig. 3. Secrecy outage probability (SOP) as a function of N when R, =0.1, M=5, Q=2.5dB,
X =075, yp =0, {X,y¢}={1-05} and {x,,y,}={0.515}.
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T T LI L T 1
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Dol 1 T -
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Fig. 4. Non-zero secrecy capacity probability (NzSCP) as a function of M when N=2, Q=0 dB,
X =08, v, =0, {x,y:}={1-05} and {x,,y,}={0.515}.
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NzSCP

Fig. 5. Non-zero secrecy capacity probability (NzSCP) as a function of x. when M=3, N=3, Q=0 dB,
{le,sz,xR3}={0.5,0.6,0.7}, {yDl,yDz,yDS}={0.1,0.15,0.2}, ye =—0.5 and {xp,yp} ={0.5,1.5}.

ASC

Fig. 6. Average secrecy capacity (ASC) as a function of x, when M=2, N=1, Q=5dB, x, =0.8,
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Yo =0, {X, Y} ={1-05} and {X,,y,}={051}.

Fig. 3 focuses on impact of the number of destinations on the SOP in i.i.d. networks, i.e.,
Xg, =Xz =0.75 and y, =y, =0 . The remaining parameters of this simulations are
respectively fixed by R, =0.1, M=5,Q=2.5dB, {x,y¢}={1-05} and {x,,y,}={0.51.5}.

It is seen that the SOP increases with increasing the number of destinations. Again, we can
observe that the RF protocol provides significant performance gains as compared with the DF

protocols.
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In Fig. 4, we illustrate the probability of non-zero secrecy capacity (NzSCP) as a function of
the number of relays in the i.i.d. networks when N=2, Q=5 dB, x; =08, y,=0,
{Xe,Ye} ={1-0.5} and {x.,y,}={0.51} . As we can see, when the number of relays

increases, the NzSCP significantly increases. It is due to the fact that the achievable rate of the
data links is enhanced with higher number of relays. In Fig. 5, the impact of the
eavesdropper’s positions on the NzSCP performance in i.n.i.d. network is investigated. In
particular, we change the value x. from 0 to 1, while fixing the remaining parameters as

follows: M=3, N=3, Q=0 dB, {X,Xs %, | ={0.5,0.6,0.7}, {¥y Y, ¥p, | ={0.10.15,0.2},

ye =—0.5 and {x,,y,}={0.5,1} . Similar to Fig. 4, the RF scheme obtains the best

performance, while that of the DF-MRC is worst. In addition, we can observe that the
performance of the considered schemes varies with different eavesdropper’s positions, and it
becomes better when the eavesdropper is far from the source and the relays.

Fig. 6 investigates the impact of the relays’ positions on the average secrecy capacity (ASC) in
the i.i.d. networks with M=2, N=1, Q=5 dB, x, =0.8, y, =0, {x.,Y.}={1-0.5} and
{X>,¥s} ={0.5,1} . We can observe that the ASC depends on the position of the relays. In

addition, there exists an optimul relay position at which the ASC is highest.

From Fig. 2-6, it is worth noting that the simulation results (Sim) match very well with the
theoretical results (Theory (Exact)), which validates our derivations.

5. Conclusions

This paper proposed three partial relay selection schemes to enhance secrecy performances of
underlay multi-cast cognitive radio networks, in terms of secrecy outage probability (SOP),
non-zero secrecy capacity probability (NzSCP) and average secrecy capacity (ASC). The
performances of the proposed protocols were evaluated by both simulation and analytical
results. Results presented that the RF protocol always outperforms the DF ones. Moreover, it
was also shown that the secrecy performances can be improved by increasing the number of
relays, reducing the number of destinations and selecting the cooperative relays placed at the
optimal positions.

Appendix A: Proof of Proposition 1
First, the SOP of the DF-SC protocol can be evaluated, based on the law of total probability as

" 1+ min .
Porec = Pr(cgre:,csc < Cth) N zlpr[m b 1+ maX(Z‘/;Rm ://RmD)) ) th}
— SE' ¥ R,E

In (A.1), 'm=Db" is the event that the relay R is the best relay. In addition, the probability of

(A1)

'm=Db" is equivalent to that of "y/g, = _ max (:,//SRi ) and hence, (A.1) can be rewritten by

M
PDSISSC = Z Pr[‘//SRm 2 Oy (A2)

m=1

1+ min (l//SR,“ ,meD) .
1+maX(V/SE’V/RmE) i

P.

m
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where ¢ = i=1,m,ahn)(,izm(WSRi ).
Here, our objective is to calculate the probability P, in (A.2). Moreover, we should note that
Min(yss We,o) @1d Max(wse, s ) are not independent RVs because they include two

common RVs, i.e., 5 and yg . Similar to the method used in [19] and [22], R, can be
expressed under the following form:

Po=] f, P y) T, (X)f, (v)dxay, (A3)
In (A.3), B, (x,y) is the probability conditioned on x =y, and y =y, ,, which is given by

1+Qmin 7 /Xij/m,min/y +00
(s, )<pm = [ Va6 y) fy (D)t (A4)
1+Qmax(yse / X, 7m e 1Y)

IDm (X’ y) = Pr[V/SRm 2 D

where f, (t) is PDF of W¥., with ‘I’Emzmax(&,yRmE] and
Em ) , X y

Yo (% y)= Pr(mm 2 @, min(ysR“ Jmmin ] < pt“Q_1+pmtJ-

X y
Using (20), we can obtain the CDF F,_ (t), then the PDF f,,_(t) can be expressed as
oy, (1)
fu, (1) === = AueXeXP(~AseXt) + A e YOXP( e V1) s
~(seX+ 2, Y )exp(~(AseX + Aa Y ))-
Considering the probability Y, (x,y), it can be given by
Yo (%, Y)=Pr(ys, 200 )= Pr| 71 2¢m,min[7SRm ,ym'm‘”jz P _1+pmt
m m X y Q
= J.OM/LSRm exp(—ﬂSRmu) F, (u)du (A.6)

m P -1
‘U((pm PR exp(—Ase, U)F,, (U )du}(l— F H g * pmtJ yD

By using (21) and (24), we respectively obtain

SOSDYCIED MY WY (a)

gy =.=2j=1, 11<7;<..Z,
2,2p,..,2j#M

F}’m,min [( p“b_l + pthtj yj =1- eXp[—i ARDi (pthQ_l + pthtj YJ (A.8)

Substituting (A.7) and (A.8) into (A.6), and after some careful manipulations, yields
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Ym(X,y)=1+i(—l)j i ASRm —exp(—(ﬂsRmXJrwsz)['DthT_l+Ptht]]

3 =.=2j=1, 31<7,<..Zj, a)lm

2,2y, 2j#M (A9)
M i d Asg,, P —1
—Z(—l) z ——exp _(wlmx+a)2my) Q +ptht !
j=1 =.=2j=1, 11<7;<..zj, ““Im

2,2,.,2j#M

Plugging (A.4), (A.5) and (A.9) together, and with some manipulations, we arrive at

N
P(y)=1+2(-1) > —=
j=1 y=.=2j=1, 7,<7;<..7j, wlm
I ﬂSEX + ﬂ“RmEy
(//i'SE + A, Prn ) X+ @0 PpY  Asg, PuX+ (/IRmE + @y Py ) y o —1
- exp _(;{SRmX+a)2my)—
_ Ase X+ A ey Q
i (ZSE +25Rmpth)x+(ﬂ’RmE +a)2mpth)y ]
M ) M As
—2.(-1)’ 2 =
j=1 =.=2;=1, 3,<z;<..z5, Pim
| A’SEX + lRmEy
(ﬂSE +a)1mpth)x+a)2mpthy wlmpthx'i'(ﬂ'RmE +a)2mpth)y p —1
X exp| —(@p X+ @y ) |.
) AeX+ A Y
| (s +a)lmpth)x+(/1RmE +a)2mpth)y |
(A.10)
Additionally, for further calculation, we can rewrite (A.10) as
M ) M
SIS VI Ve
j=1 3=.=2;=1, Wy,
A3 Y _ @y Y | G (aem _aSm)y _ pth__l
X+a,,y x+052my+ X+ g, Y }exp( (ASRmXerzmy) Q J (A.11)

_i(_l)j i Asr, { By BinPonY " Bin (B _ﬁsm)Y}
j=1 y=.=2;=17<z<.1j, a)lm X+ ﬂ4m y X+ ﬂzm y X+ ﬂsm y

xexp(~(@X+@,Y) (P ~1)/Q).
Substituting (A.11) into (A.3) and after computing the integral with respect to x, we arrive at
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i Asg
Z R

a)lm

STy
R =10 3()
j=1 y=.=1j=1, 31<7,<..2

2,25, 2j#M

gy yeXp(_(asm Oy ) y) E (0‘4m0‘7m Y)
_/ISPAR,“P _“OM —Cn oy yexp(_(am —Oom Qo ) y) E1 (a2ma7m y) dy

+ay, (a6m — Oy ) yexp(_(a8m — Ay ) y) El (aema7m y)

jr

Ban yexp(_(aSm = BB ) y) E (ﬁ4mﬂ7m y

)

_Z(_l)j ) Zi %ng _ﬂlmﬂZm yexp(_(ﬂé}m - ﬂZmﬂ7m ) y) E1 (ﬂzmﬁm y) dy.
: é:zz;ljzim " +ﬂ1m (IBGm _IBSm)yeXp(_(ﬂSm _ﬂﬁmﬂ7m)y)E1 (ﬂemﬂ7m y)
(A.12)

Considering the integral I(,u,,B)=j0+wxexp(—yx)El(,8x)dx , using [22, eq. (37)], we obtain

! (ﬂ,ﬂ)ZI(:wxexp(—ﬂX)El(ﬁx)dxz%{In[ﬂ;ﬂ]_ u( 1

S s
Z_m

21:...:21:1, a)lm
7<3,y<..25,
2,2y, 2j#M

M M .
Combining (A.2), (A.12), (A.13), and with Y |1+ > (-1)’
m=1 j=1

pB+u) |

(26) and finish the proof here.

Appendix B: Proof of Proposition 2
Similar to (A.1)-(A.2), we also obtain

1+ min(‘//SRm ’WR,"D) -
I+yg + VRr,E "

M
PDSISIF\)/IRC = Z Pr[l//SRm 2 P

m=1
Hpy

where,

Hm - IO+OO O+Oo Hm (X' y) f7$P (X) fVRbP (y)dXdy’
with

1+Qmin(;/SR I'X, ¥y min | y)
H (x,y)=Pr >0, m : <
m( y) [WSRW ? 1+Q(]/SE / X+]/RmE / y) P
- jow.[owzm (X’ y)fVSE (u)f}/RmE (V)dUdV’

and

X y Q Xy

zm(x,y>=Pr[w5Rm 2 g in| 75 P | —1+£+1}

(A.13)

=1, we can obtain

(B.1)

(B.2)

(B.3)

(B.4)
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Then, with the same manner as Appendix A, we can calculate Z, (x,y) and the substituting
the obtained result of Z, (x,y) into (B.3), we can obtain (30).

Appendix C: Proof of Proposition 3
Also, the SOP of the RF scheme can be formulated by

N 1+ lye 1+ |
Psgr\)/mc = ZPF Ve 2 @,,,min QySR’“ Vse , Q}’m,m,n TR,P <py
m-1 m 14+Qree I 7p 1+ Q¥p e/ Ve p

(C.1)
J 1+ Qysr, ! 7sp 1+ Q¥ mmin | 7r,p
= Priyese 29, )-Prl 7 2@, ——————=p,, |Pr ' —2>p0 |
mzzl ( i ) [ i 1+ Qrse [ 75 ! 1+Qrr e /7RmP !
J J,
Then, the first probability J, and J, in (C.1) can be calculated respectively by
J = IO Ase €XP(—AgeU, )Io Asp exp(—ﬂspul)(jpthluﬁpmuz g, exp(—ﬂSRnt) F, (t)dt]duldu2
M Y (C.2)
= %Jr NEDY M,
m j=t 4, O
T +00 P -1
J, = Io A e exp(_/anEuz ).[o Arp exp<_/anPul)[1_ FanD ( LU, + U, J]dulduz
© (C.3)

e e
Oy, ;LR"E + @, Py
Plugging (C.1)-(C3) together, we obtain (32) and finish the proof here.
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