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A Study on the Factors for Violation of Information Security
Policy in Financial Companies : Moderating Effects of
Perceived Customer Information Sensitivity

Jeong-Ha Lee™ - Sang-Yong Tom Lee™

Abstract

This paper analyzed factors for employees to violate information security policy in financial companies
based on the theory of reasoned action (TRA), general deterrence theory (GDT), and information security
awareness and moderating effects of perceived sensitivity of customer information. Using the 376 samples
that were collected through both online and offline surveys, statistical tests were performed. We found
that the perceived severity of sanction and information security policy support to information policy violation
attitude and subjective norm but the perceived certainty of sanction and general information security
awareness support to only subjective norm. Also, the moderating effects of perceived sensitivity of customer
information against information policy violation attitude and subjective norm were supported. Academic
implications of this study are expected to be the basis for future research on information security policy
violations of financial companies; Employees’ perceived sanctions and information security policy awareness
have an impact on the subjective norm significantly. Practical implications are that it can provide a guide
to establish information security management strategies for information Security compliance; when
implementing information security awareness training for employees to deter violations by emphasizing
the sensitivity of customer information, a company should make their employees recognize that the customer
information is very sensitive data.

Keywords : Information Security Management, Information Security Compliance, Information Security
Policy, Information Privacy
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A apt and Straub, 2005; Jéreskog and Sérbom, 1989,

SARYH FREYS I BT e A

AEL 20159 3¢ 139 E 4€ 209714 &+ Aol tHChin et al., 2003].

O,
FAEYOR FAAUG, PR DU
Hoz shte] Ao A
tar glont, INTVel o

g =
& Farste] e SARMFe

4. oA

41 Hlole =

iRl
a



A22d A4S

283N HEPokEHol glu] A

mjo
rr

e 235

=
T

SARY S AR HEEE HAF6H7] 9
3 W d#A(Internal consistency), H5EEE
(Convergent validity), E}%E(DlsCHMHant

validity) & #4181 1L,

N AFARAT AFEAS 98 FEAE
9 AW BAE ALgHEon], ARLS 9
) AbgE B2 S SmartPLSelA Ags

= 500071E A3, PLS 7§ ellA] 289
A4S Frer) g8 AHgEE A% R £
Q°9} AukA A= (Goodness of Fit, GoF)&
B 7}st 9 tHHair et al.,, 2012].

42 7|l=&4
2 ATellA AR e SRtk A TS
B9 @2be 2372 AA -SR] 63%E 245t
3 9lom ofzxli= 139902 37%E xHA|skar 9tk
A& 30T (30~3941) Hehe] 1778 2= 47.1%
(E b 7|54 23t
WS T HE=03) | FAH(%)
e ik 237 63.0
o] 139 37.0
20th 31 8.2
a2 30th 177 471
40t 142 37.8
50th 26 6.9
A= 33 8.8
&g EES 2% 785
etz o 43 12.7
1 |k 17 45
1~34d 34 9.0
o 3~5d 35 9.3
o 5~10 87 23.1
o
10~15 92 24.5
15~204d 58 154
201 o] 53 14.2
e &3 107 285
R=lncH )
54} Hy 256 68.1
71 e e & 13 34

2 7 o 1 thg o 40u)(40~494) F

tho] 142 0.2 378%% A5k 20tH(20~29
A7F 311 (8.2%), 50t (50~59A41)7F 267 (6.9%)
TOo R FxHo] drk T2 gFo] 205 o R
B5%E AAste] 7MY Eon o R o
t& o] o] 48(12.7%), L& ] 337 (8.8%)
o2 REygo] yehgth 4748 10~15d9]
92 (242%) 0.2 744 wom 1 T}So R 5~
10 0] 879(23.1%), 15~201d o] 587 (15.4%) &
Fog FxHo vk 9EFS 2567(68.1%)0]
B Abol| FAL8lAL 9o, 1077 (285%)°] &
ol FAbste Ao = eyt

site Reliability, CR)¢} Cronbach’s a 7} 2+ 0.7
ojoli, BE AWMz P (Ave-
rage Variance Extracted, AVE)°] 05 o]0 =&
Aol AZEHAHChin, 1998; Fornell and
Larcker, 1981]. %3t FFEEE 4ES 93
S350 gk a9l HAFS Hrletl o,
SRyl A 7t 3o 8¢l AAjge] 0.7 o4
ol 92l AT ¢ gto] ArigtEol Folaw
0.0501 4 1.965 ¢ o2 fo]8tAl VElst7] wliE
o HIFEHE=7F AFHAHBagozzi and Vi,
1988; Barclay et al., 1995; Fornell and Larcker,
1981; Hair, 2010].

T FAW Abolo] T8k AVE ghol #ARR
ro] ABAG A R 3 ddeldA ol



236 JOURNAL OF INFORMATION TECHNOLOGY APPLICATIONS & MANAGEMENT

g Edota & 4 dtHFornell and Larcker,
1981; Hulland, 1999]. AVE®] Al 3 = 7H4
22 gH0.862)0] AT 7 2 44(0.841)
urh onz wagYyel AFIYTh £,
ARl S AUF TANG o] FHAF
09 olstolmz 249) 7ol THEFAH &
2 YR tHKutner et al,, 2004; Yang et al.
2011; A59, 2012]. 7Rl s WA
4, ATEEA 3 el HEHAY] o
ol ddxkdAdel Advka AFEArH Anderson
and Gerbing, 1988, Bagozzi and Yi, 1988; Fornell
and Larcker, 1981].

-

¢

2 5

rir

=
=

5
VA

=
-
e

—

e

r

(E 5 HHLd 3

ol
2
>,

ME
S~

o,

ol

<

Moo v oo
o N X 2 o

o
1=

T 3
AF(Poltt. o=
£ YERATHWixom an

BEE=
& wol

I+

R

Bl

=
s

S O
==

o

(Structural Equation Modeling, SEM)

o| =% 7k Alol9] zjold] ML wk

[‘

=
uol-

Ho %

o]

£ 4
&
4

WA o g

o
e

o

—

oL

Zu}
=
=

)
e = A

%Atk PLS-SEM2 F&849] ARk
]

o] tHHair et al., 2012]. PLS

2 Qe g A

dlol el 4

N
N )
& oy 08

o,

A

ZEYo] 7HEE ARdAE

=]
i JEAE BHolFE

o
=
o

o
ol
~

X
Mo 2
o

ol

1>

M
o 1o i
B e

)
)
)

lo,

atson, 2001]. &

A9l R® A}
th AAAF R WFS] o3 49
olujaie], o] Jus

Ny

re

%L

i)
X,
il

e

rlr
oo oy X X
2R 2 ok o to 1S o

& B Qe 7
whi 4 e
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PSS1 0.866 0.018 48690

PSS2 0.877 0.018 49530
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(2 2) SEEsel B QolRM Hiy
PCS PSS GISA ISP ATTV SN
PCS2 0.876 0.141 0.137 0.065 -0.133 0.181
PCS4 0.846 0.24 0.020 0.145 -0.168 0.144
PCS3 0.844 0.245 0.018 0.150 -0.150 0.168
PCS1 0.834 0.107 0.167 0.075 -0.121 0.200
PSS3 0.228 0.772 0.173 0.230 -0.064 0.161
PSS4 0.452 0.666 0.180 0.062 -0.245 0.314
PSS2 0.541 0.597 0.144 0.044 -0.123 0.258
PSS1 0.554 0.576 0.087 0.099 -0.237 0.166
GISA2 0.128 0.048 0.817 0.315 -0.081 0.186
GISA1 0.107 0.186 0.810 0.249 -0.046 0.090
GISA3 0.085 0.150 0.780 0.369 -0.077 0.261
ISP1 0.104 0.083 0.279 0.878 -0.107 0.143
ISP3 0.109 0.118 0.277 0.878 -0.085 0.178
ISP2 0.149 0.123 0.341 0.830 -0.125 0.163
ATTV2 -0.176 -0.086 -0.062 -0.108 0.940 -0.108
ATTV1 -0.127 -0.129 -0.086 -0.121 0.929 -0.089
ATTV3 -0.202 -0.098 -0.037 -0.095 0.912 -0.122
SN2 0.278 0.165 0.216 0.100 -0.094 0.842
SN3 0.283 0.209 0.198 0.234 -0.181 0.801
SN1 0.262 0.264 0.179 0.371 -0.165 0.691
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