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Unsupervised Scheme for Reverse Social Engineering Detection in
Online Social Networks

Hayoung Oh'

ABSTRACT

Since automatic social engineering based spam attacks induce for users to click or receive the short message service (SMS),
e-mail, site address and make a relationship with an unknown friend, it is very easy for them to active in online social networks. The
previous spam detection schemes only apply manual filtering of the system managers or labeling classifications regardless of the
features of social networks. In this paper, we propose the spam detection metric after reflecting on a couple of features of social
networks followed by analysis of real social network data set, Twitter spam. In addition, we provide the online social networks based
unsupervised scheme for automated social engineering spam with self organizing map (SOM). Through the performance evaluation, we
show the detection accuracy up to 90% and the possibility of real time training for the spam detection without the manager.
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Fig. 3. Real Time Spam Detection Mechanism
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(1) Initialize the network-
For each node ; set the initial weight vector wy(0) to be random.-
Set the initial neighborhood Ny0) to be large.-
(@) Present the input.
Present x(?}, the input pattern vector x at time ¢ (0<¢<n where # is the number
of iterations defined by the user) to all nodes in the network simultaneously. -
% may be chosen at random or cyclically from the training data set.«
@ Calculate the winning node.
Calculate node ¢ with smallest distance between the weight vector and the
input vector,
x(t) — wet) | =min{ | xt) —wit) Il }o
hence.
c=argmin { | x(t) —wt) Il }o
@ Update the weights-
Update weights for ¢ and nodes within neighborhood Ne(t)«
wit+1) = witth ) fxt-wit) ] if i € Nyt)o
- wi) it © e N
where 4 is ascalar “kernel” function,.
Ox—r, o )

b, (t) = it ) exp(- 200)°

(& Present the next input.
Decrease /i, so that A (t+1) < h (1)
Reduce the neighborhood set so that N#+/) C At ¥, .
Repeat from step 2 choosing a new unique input vector x(t+/) #x(i}, =t +
until all iterations have been made (#=n).-

Table 1. SOM Algorithm
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BMU=arguyy, | (x(n)-w(m) I«
where x(#) is the input vector being presented at time n «
and wy(# ) is the weight vector for all nodes in the network. -
I BMU E the set of normal clusters,-
then x(n)=normal-
else x(n)=abnormal-

Table 2. Spam Detection Algorithm Based on Euclidean Distance
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