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1.A &

A 159 39 S FE 4 3 o] & B
SO g WE] AA % A(15.00)H Wt v
FzIYRAA = A7k A BAAHS] €](15.09)°]
AN =2ATA 2D AN 34 AZe A F
el FEheE AFE A §49 Ystew F
T AHl s E43LE 93 ARES gA«S £,
sttt 2998 ARRSAL D FH9E A
AR ARG FEFY D U3AA 75, © FHF
T oA AHET 7|W 75, Q) FEYPE ARHS
AR $4 5o FAR 1997A GAHoR =
& Aol

T3k KAICT SE9-=7F8 43 A=
A 15.1)S Bl S AFE 9 71EAY

o, M

e

A Sl HAEE 9 Faw9 HeRISIES
st AHRES VEES v E st¢loH, o9
HEo] =AEUIZTYKISA)OIAHE K-FedRAMP 3
&5 A% FEeE BdEEE AT 2 A
WAL A Aldska ATH2][3].

ST Al zo] g Hel #E 7]EoEE YRt
o2 ngedAQd Sk Bt 3] (Cloud Security
Alliance, ©]3} CSA)2] CCM(Clound Contorls Matrix, ©]3}
CCM) & 7tolEgilolu, Hl=r ARe| S5 AH| A
1= A =2 FedRAMP(Fediral Risk and Authorization

Management Program, ©]3} FedRAMP)$} 22 14 &
AF}, ISOIEC  27001:2013°, PCI DSS”, ISO/IEC
270182014" 53 2+ =4 EF Fo| Yk
B S ME FedRAMP, CCM 52 S4o2 F
ST Q1F d3S EBA3la, ISOIEC 27017:20159%
ISO/IEC 27018:2014 ¥ &S 29 A5t U
S HeF AF A= AL et s =3t

A @,

2. Ze}9E Hol o= ¥

ot

2.1 FedRAMP

o] FEHeE AL v AWA R CIO, Vivek
Kundra7} 7] IT 37 3jollA dAsle o4t 289
Nl E ST AT AzE A, 2 ZEA 29
B4 5L AAstaAt 20009 52 o 0 ol
oA FHe= AFE FH AFS Idxsty, vad

y

o o
e e,

2) ARBSHAA ] e =4 TFoE FERRT HY
AzE ZHYNAE ATHY ARES BIAL 7
A Br 8TAY, AT BARHS W) 99 14
N EAZESE FAH AT

3) PCI DSS(Payment Card Industry Data Security Standard) :
7Py A O AR ATk Tt 99 Alg
7te AR g A FRE QA Bushr] 9] A
AA BAE 57\ FEeR AA @ AEdA S2Y
HeE 7)1

4) EHFE Zgjolu o] HF =4 XFCE FYFE @
7AolM] AAPRE T T #H
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(¥ 1) FedRAMP Control

ID Family Low Moderate
AC Access Control 11 18(25)
AT Awareness and Training 4 4(1)
AU Audit and Accountability 10 11(8)
CA Certification, Accrediation and Security Assessment 7(1) 8(7)
™M Configuration Management 8 11(15)
CcP Contingency Planning 6 9(15)
1A Identification and Authentication 7(8) 8(19)
IR Incident Response 7 909)
MA Maintenance 4 6(5)
MP Media Protection 4 7(3)
PE Physical and Environmental Protection 10 16(4)
PL Planning 3 42
PS Personnel Security 8 8(1)
RA Risk Assessment 4 4(6)
SA System and Service Acquisition 6(1) 9(13)
SC System and Communications Pretection 10 20(12)
SI System and Information Integrity 6 12(16)
Totals (Controls and Enhancements) 125 325

Z27J(General Service Administration : GSA)©] SaaS
(Softwaare as a Service) / IaaS(Infrastructure as Service)
zg2o| #3 RFI(Request for Inforamtion)S 33}
A AR E ATHA)

FedRAMP2] A38)& 20121d 62 GSA7} FedRAMP
o] 34 AgE wxeHEA AF AYS HAEHAL
H, BAFES Ao (FEDH 2ol 17/ TA gl
02570 TAFEOR Hof 9lom, NIST 800-53 7|4k
S & AFAAZE FAH ATH5).

2.2 CSA (BSI STAR)
CSAE 2008 129 wlgg] 7|#ozg MY

o} CSAoIAE= 3419 Open Certification Framework

%2 AN Yok

Open Certification Framework

(2! 1) Open Certification Framework(6)

1A= Self-Assessment & CAIQ(Consensus  Assessirents
Initiative Questionnaire, ©]3} CAIQ) v3.0.1[7]% CCM
V301818 o83 A7t zIthe] wAolTh

CAIQE ZF-E ARA AL E2h9-E Al
FANA 84T 4 e AEHelga & 4 9tk
CAIQE CCM®] FA| &3} TaaS, PaaS, SaaSA A
3= End Hol EAE sulo g 3 B3l
H ¢ AT cAIQE & AR sl [#219]
JAeF 2ol “Yes or No"Z HO SHste WAoE

ANASE & 5 9tk

(£ 2) CAIQ V3.0.1(2014.09) oilA|

Control Group

Consensus Assessment Questions

Application &
Interface

Security

Are All requrements and trust levels
for customer’s access defined and
documented?

CCM2 167] =12 (Control Domain), 1337} EA413}
E(Control ID)2.2 FAF o] 9o, CAIQE 167 %
) 13&(Control Group), 1337} CGID(Control Group ID)
2 29570¢] EAIDContorl D)7} AEF4 08 T4
=0} g, CAIQE ceMS BEahy, oldel (#3)
3 2t CAIQSH COME A= tj-g-Ht.
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(% 3) CAIQ & CCM Control

CGID CID CGID CID
Control Group (CAIQ) (CAIQ) (CAIQ) Control Group (CAIQ) (CAIQ) (CAIQ)
/ / / / / /
Control Domain (CCM) Control - Control Domain (CCM) Control -
ID(CCM) ID(CCM)
Application & Interface Security 4 9 Human Resources 1 o
(AIS) (HRS)
Audit Assurance & Compliance 3 13 Identity & Access Management 13 20
(AAQ) (1AM
Business Continuity Management Infrastructure & Virtualization
& Operational Resilience) 11 2 Security 13 33
BR vy
Change CoMn;rI(l)algimCE?ﬁguraUW 5 10 Interoperabﬂ(i]thY) & Portability 5 3
(€9
Data Security & Information . .
I_ifecycletyManagement 7 17 Mobile Security 2 29
e Security In (cli\/[OS)Mana
. i cident ment,
Datacenter Security 9 1 E—Discf)}:/ery & Cloud Forensis 5 3
- e
. U i ment,
Encryption &EEIE% Management 4 14 Transizr};ncy and Accfsntabﬂity 9 2
(STA)
. Threat and Vulnerabili
Governance arzé RIilz)k Management 1 » Management ty 3 10
(TVM)
Total 133 2%

Identification of Some evidence

PERFORMANCE stakeholders is that stakeholders
SCORE CRITERIA limited or non- are identified
existent. There and some
is limited or no communication
communicatior effective

(33 2) STAR

2%HA= 3rd-Party Assessments Based Certificaiton.©-
2 A 1A AHE CAIQE AT HhH
CSA CCME F3&H3H ISO/IEC 27001 7]4ke] #|34+ 3
7ke] MA(STAR <lF)olth STAR UFE 7]&9
I1SO 153 22l 4= H7F 29 (Maturity Model) <
A4tk A4 B3yl 2l Scored| Wit A5E

Relevant stakeholders
rmonitor and measure
processes and how
they need to develop
to meet the strateqgic
objectives

Stakeholders are
actively engaged ir
improving measures
and understand how
changes affect them

Stakeholders
are systernically
identified and
consulted

with effective
communication

oIF M=z HyF 22 (Maturity Model) (9)

g Wkstal s
(1%2)54 2.

3%@Al= Continuous Monitoring-Based CertificationS-
2 FUHF 7\ AF02 &AL A 5F 43
< 7IReR AHA eFAKRNe S5SEA qFE
Al AARE RUEE e FstE = Adolth

Rofahed, H Scori 919

rol

b= QIE{U HEots| (H162 H23)
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2.3 ofi2| Akl

YE 9 FFINE FFHFE A2 AFA Tt
AANE e, g Al HEHtoel 1%
Al'E] (Foundation for Multimedia Communications, FMCC)
£ 2008 ‘ASP-SaaS AH]2= AR I QUF, 20124
laaS-Pass A1H]2x 70 1%, 2012'd "do|E AlE A]
H 2~ AR F7 AFE AlgFdd, olg 3714 A
Hl2 Y Q1F A=E Fe9E Az bd-AlEA

(% 4) d=2| 22RE ASHAL tHEE=(10)(11)

o
7 %3 s
AR AR/ AN S, TAAY,
ALY | FE | AR, ARBA, Nz~

AR = #A, FAEF

7IREA, $EZRIH, YL,
ASPSaaS | M/ ~EE]|A], YES S,

B (AHA), AHl2 AL
7IREA, Auladg(lzal,
TaaS-PaaS | H9H, WEHH, RE(AMH X)),
ARl

BN, REUES ),
dole | RE (A28,

AE | R (A8 2219), TaaS-PaaS

A LA (AR = 8

AH] 2~
kA4l
AR F&

I AR = AR} IR FF REIT
A2 Z2GA] FERE AHIAE 94 T o &

o= g Fgss H2E AA(Cloud First
Policy)’S E3Th 20128 HEH Ho AFA=
Q AZFTHFE(G-Cloud)= Aul29 7|WAs} 74
4 FHY JFdFrEel =t “BlL(Business Impact
Level)” 502 FEETL olo] th3t AAIZ AFgre
obg (E5)S ZTH1L]

(% 5) GCloud BIL &7} (11)

T W &
ISO/IEC 27001 1% 7|HEO.2 o] Fofx|u,
BIL/BIL1 |I5H = AHl2 AlFAet HAR7EA
(PGA) 3oz 24

He

!
M

W &

Mulz AgAE 27001 AFAMe @)
BIL2 |RMADSHI@#e 7HEA)eE o 9IF
2 Hsjd ol 5o BRE FHOE AE
Fm AR ARHF(A) EBE 9 AR
BIL3 | @A HAsk] fstd PGATE A3 &
2 AAE FIFHEAE HD)

BIL4 o1de] 71de AFY FEH9E Aul2

Z TEHo o F.

BIL4

3. ekt A 5 T3
3.1 ISO/IEC 27018:2014

A FE3} 71FAS0)MME ST AHlz A
TAE 913 HlolE RS BA ARS 20149 HA|
FZ(ISOIEC 27018:2014)& A e5t9it).

ISOIEC 27018:2014= Ywtd oz FF ZP-
758 @70 3 ISOIEC 291009] 7} RREY
Aol we} AJEAHRPME Bosly] A3 2AE
T3] A% TA 53X, TA 2 AFE AFs
l=dl, £3] ISOIEC 27018:2014% ISO/EC 2700201
7123 78S 7 HEY S5 Au2 9AF
ko] AH HF 9 FHEY WY A HES &
9= P9 BE 84S 1Esta YrH13].

ISO/IEC 270028} ISO/IEC 270189 &4 T+ &
| zpol= ot o (E6)F 2-2H, ISOIEC 270025
wEHARE B2 7 AR 9 Vel ARE AFet

ek

ST )

(& 6) ISO/IEC 27018:2014 (X ISO/IEC
27002 7|dte] SH| Alde ffet 7ol Rt
7|8t FE)(13)

D Titile

N Remark
s nad 31y 23 9 7]
A k! T
5 JHE 57 B AR Az
6 HRES 2 el 7 AR AT
HEE 18 23 9 )
oM Ho T e o |=SN
A s B 4 A

5) 2T AHlz AFAL 0ER AEMTS S5 BE
Arkeel A9 mE QA ARE AN, 259
A $)& delFE Feel Az
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Clause

Number Titile Remark
ISO 27002 =&
REd FE A A

T =

2 Annex A9 Ao 4

<
10 s} l'?—
=]
=
1=
=

1 EHHL

74 A% AF
74 AH AF
9 Annex A9 Alo] 4

<
12 +PHL sy
R

13 SAIRRL

3 3=z
14 A zE7pdEe | 1SO 27002 F&
15 kR ISO 27002 #&
JH B SAL _ -

6 5 B e 29 42 A

17 A& A 1SO 27002 #&

BEE 7Y 23 AF

18 HAZAA 2 Annex A9 Ao} A+

g

Amnex AdAE ISOIEC 291009 117 QAR R
S wet FFRSIAT B FA FEo] st o]
de] MAFERSAAL dAfso] 7] Wil o

Amnex A W-&& QoFshd (I 2o

(& 7) ISO/IEC 27018:2014 Annex A (13)

lglu?:bfzr Control Remark
284 -
A6 w Eg SO 29100 &4
M, -
A7 EmA %%.“H .
B £ (Public PII 7& ¢h)
7N
A8 Zo @ 150 29100 =&
HZ
AfAbarel g FH, B
A9 Ae) 3 AF BE JAAHR w3/
71(A4 AA)
(Public P 7€ <)
A O, RRIAERRE
FASH= HardCopy ¥4 A,
27 9 dojg] &9, AR
Ho, ¢5gEA ¥ Fus
ARA AHE, dost [, <
_‘ 7 7
A BEEL g W), 1as ASAD A
£, AEA 71E AR, DR,
Ak B, EABAS 7F
7] tlolElo] gt A2
(Public P 7€ <)
AAAE | QA EAH R AAF7e]
ATl Bs | XgF 94X, dlolH Ago
T8 | s Ao
F4 | (Public PI 78 <)

3.2 ISO/IEC 27017:2015

A F23} 71FASo) A e FEE HFE A
Hl 2 AFGQALE 98 Bk BA AU ISOAEC 27017:
20152 2015499 e stgch

ISO/IEC 27017:2015% S2}9-5 AH| 29| ARgo] &
£ F e ARHE FHed Ud AHE AFsi
A=, ISOEC 2700201 4 A AEE tis) F
7b FEE QhhEta glow, FAH R FEpT AN
29 #dE 7 AQE FALEOR I8 =
3 ITU-TS 502 IT Bek 7)€ ths) SYsA Al
A& T ITU-T X.1631 SERIES X: DATA NETWORKS,
OPEN SYSTEM COMMUNICATIONS AND SECURITY
(Cloud computing security - Cloud computing security design)

ISO/IEC 27017-& Ze+$-& An| 2~ AlFgaret Fe+$
2 Muls 1 2R g Ao 2 7 AL Al

l\?u?nuligr Control Remark
2ulg A A8 AR FAe
T 2 | EEY PAES BoFtEF Fo
AL e |op g
(Public PII 78 Sh)
EHe] ol F4 % BHAH F
A2 | ot el g, B 2
°® | (Public PIL 7@ ¢HH)
4 -
A3 A |50 2100 £&
dopg | B T ® EAE A4 V)
A4 225} ol 2 = 917
(Public PII 7@ <hJ)
g, | ZEHTE Al AR A
e |2 A Al Ak A3l
A5 Xi%x 21]%01] daixe AsE Wes
A | EEe 5
“ | (Public P & QH)
gh= ClEUl eSS (H16A H23)

37



tes otk 9l

i

[P

HE #8225

=13
S S

ek
EEl
HA

(¥ 8) ISO/IEC 27017 in implementing controls in ISO/IEC 27002

Clause Number

Control

Remark

5

HEEEAPH

w5y 7E A% 9 78 AR ARE1)
ISO/IEC 27002 Apply(5.1.2)

6

JRESZA

pd 7@ A4 8 7Je 4R AFe1, 613)
ISO/IEC 27002 Apply(6.12, 614, 615, 6.2)

W 9 A% 9 e 48 ABC22)
1SO/IEC 27002 Apply(7.1, 721, 723, 73)

2Ew 7@ A4 9 /e A8 42811812822
ISO/IEC 27002 Apply(8.1.3,814,82.1,82383)

il FE AW 2 Ve AR AF9.12 921, 922,923924941944)
ISO/IEC 27002 Apply(9.1.1,9.2.5,9.2.69.39.42.,9.4.394.5)

10

=2 7@ A7 9 78 AR A0

11

nEE 7E A 8 e 4R AF(127)
ISO/IEC 27002 Apply(11.27%))

12

BEd 7Y A7 9 7)e AR AF(12121213123,1241,1243,1244,126.1)
1SO/IEC 27002 Apply(12.1.1,12.14,12.2,1242,125,12.6.2,12.7)

13 A Bl

F2d 7d AR 2 718 AR AE(13.1.3)
ISO/IEC 27002 Apply(13.1.39])

14 A z~E 7 B ok

BEd 79 A7 9 7e AR A$(14.11,1421,14.29)
1SO/IEC 27002 Apply(14.1.1,142.1,14.2.9])

15 T 28 78 AR 9 78 AR AF(1511,1512,1513)
one ISO/IEC 27002 Apply(15.2)

16

REAT mew 18 A7 9 7)e AR A2(161116121617)

17 a

B
g ISO/IEC 27002 Apply(16.1.1,16.1.2,16.1.7%))
it ISO/IEC 27002 Apply

18 HAEAA

" REd 3d A7 2 7)e A1 A F1811,18121813,18151821)
ISO/IEC 27002 Apply(18.14,182.2,18.23)

3t 9o, 7+ &5¥ME Cloud Service Customer®}
Cloud Service Providerell thgt 7& FlE st Uk
o] 23k ISO/IEC 270179 SAFEE 7]E2] 1S027002
o} FEE Y A 4 Ve AR AFS A
55 et (3E8)3 Zri12).
T3 ST AR 2=9f AHEH Control Set= F7HH
Amex A F3E Cloud Service Customer®t Cloud Serivice
ProviderE T3] 7o|=ElRl& AASkAL SlTh

N

5h

ool

3.3 &

X

ISO/IEC 270173 ISO/IEC 270189141 ISO/IEC 27002
£ 7fte g F7HHQl 78 A 2 Ve HEE A
Fota Aol wah, STl AH3sk Al oigt
EZE AANE FAES Aoz HQth =3 ISOIEC
27017 ET5-E Al AFA D AR SHA A

of 74 A 4 7|k ARE FAE AlFsta gl
ISO/IEC 27018 T8 &1, & JAAH K 5ol A9
EFE ZY9E S A AAsE itk

ZA1Z, NIST9| SP 800-53 Rev 494 % Appendix J
oA Privacy Control CatalogS A3} 9lom, o]
g+ 7t BAdE0] FedRAMP ¥ CSA CCMOll Mapping
ol L4951 91 9om, NISTS SP 800-53 Rev 4
|41} Privacy Controls 870k, 26712 F4= o] )
o1, 7} Privacy Control 7]<2] Controls®} A€t

U9 EHRSAYAA £ FHEIFGA 2H
of thadk =A<l FF9 ISOIEC 270013 HHHZ
EA gk A7 23<1 ISOMEC 27002 7|Hte.2
SATES T ARl S=F AT JJoBE,
ISO/IEC 27017, ISOJIEC 27018< #z3ste] g9t
H4E WY ARRIAYAA T FHA,
W= 9] K-FedRAMP T4J¢] 23}tk
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FedRAMPY CSA CCM& 7]&°2.& 3 BSI STAR ¢!
[e]

o

B3 28 A5 1E SR N3 FaG Aol
A e} ofuiE 9 o)

i/\JEﬂ ISO 27018 L%—% A5shke 5 39 A
Zke] FeHE B AZol ik ti-go] uig- whEA
XY= gloh

=9 580l A= FedRAMP, CSA CCM 2 1SO27002
£ 7|22Z IS0 270187 ISO 270172] W73 ARald
gisl 2oF Aelstyou, 1S027002 tinl F7hHo =
|

AN F=o 1ot AR #40] "eastH, 9
MAREEEH, JREVFH, SeH=ddy 59
AEHoId: FHe 1T F7HA Hlw £40]
a3ttt

= o wet AAE F
71Ael 2T Fyo) Zéi i&azﬂﬂl(ISMS) Ads

oAe] Fefer
oA AlFY A< K—FedRAMPoﬂ EH?& @Hﬂ Hhu}
o]FoZttd Iule] FESE 4o WAy Feke-
T 379 Het Ao dxT Aoz B,
FnEd
[1] FAFA s, ST Aule 2485 S
AERS 4 2015.00.09

[2] FAEA 5, “KICT Fehe-=rF8 &43 A
g3y, 201511 10.

[3] KISA, “Ze9-= Hobsgd AS7|1E /e 9 A
HAE 8997 20150623

[4] KISA, “H] AR ST MulA HARIZA
S(FedRAMP) 417, AR FAAGIRNZY =&
5, 2013.05.22.

[5] FedRAMP, “http://www.fedramp.gov”

[6] CSA, “https://cloudsecurityalliance.org/star”

[7] CSA, “Consensus Assessment Initiative
Questionnaire(CAIQ) V.3.0.17, 2014.12

[8] CSA, “Cloud Control Matrix(CCM) V.3.0.17, 2014.12

[9] CSA, “Auditing the Cloud Controls Matrix Release

27, 2014.05
[10] CSA Korea(BAY), “SeFE HeF #d =9
¥F71% 5, CSA Korea Summit H¥3| 2E

2AF, 2013
[11] ¥9%, “afe] AR 24e 58 d=9 I

FE ASAE 4 2 A, 29-34%, AlFAR
Mgt R R Seh HRE S AR,
2015

[12] ISO/TEC, “ISO/IEC 27017:2015, Information technology
- Security techniques - Code of practice for information
security controls based on ISO/IEC 27002 for cloud
services”, 2015.12

[13] ISO/IEC, “ISO/IEC 27018:2014, Information technology
- Security techniques - Code of practice for protection
of personally identifiable information(PII) in public clouds
acting as PII processors”, 2014.08
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