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[Abstract]

In this paper, we propose a differential fault analysis on SSB having same structure in encryption and decryption proposed in
2011. The target algorithm was designed using advanced encryption standard and has advantage about hardware implementations.
The differential fault analysis is one of side channel attacks, combination of the fault injection attacks with the differential
cryptanalysis. Because SSB is suitable for hardware, it must be secure for the differential fault analysis. However, using proposed
differential fault attack in this paper, we can recover the 128 bit secret key of SSB through only one random byte fault injection

and an exhausted search of 2°. This is the first cryptanalytic result on SSB having same structure in encryption and decryption.
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Fig. 1. Full structure of block cipher SSB.
s[0] | s[4] | s[8] | s[12]
S[1] | S[5] S[9] | S[13]
s[2] | sie] | s[(10] | s[14]
S[3] | s[7] | s[11] | s[1s]

18 2. 16 HIO|E Al
Fig. 2. 16 bytes state.

= 128/192/256 ¥ E WU 7)E ARE-shH, 19 13} o] v
o] Apo]zof| whe} 247} 10/12/14 BREE2 AT &5
=9} A< 2ol A A = THE SubByte 3RS #8310 ¢
o} Ho 7t sdatA kit

7} ghe-=4= 7] 514l $FF (AddRoundKey), H]41 & vlo] E X
3l 3= (SubByteOdd, SubByteEven), H}O]E nl%}
(ExgRow) 2 413 ¥3} $h= (MixColumn)2] ] 7F4] Ui F- &=
2 A U g4 a1 29} o] 16 7)) vl ER 1A
H 4x4 Fuk PHQ) 2H 0| E(state) T = S =1
AT 54 2HO|E 59 i WA vlo|E 71S- S[i] = 27]5k
574 2heE(r)9] Z=HO|E § 9 i WA Hlo|E ks S [i] & 3%
71817 2 gel(i = 0,1,--+,15).

SSBE] - gk vkt 22 sl ARSET:

o AddRoundKey(AR): 7|2=7&ol oJ3f vId7|25H A7d

A ghe= 7]9} ~E|o] E&] nlo] E ¥ XOR $14FO.7 o] F

I Mo XY

=)~
Eins

www.koni.or.kr



J. Adv. Navig. Technol. 19(1):48-52, Feb. 2015

oj7tt.
o SubByteOdd(SBO): &~ &}-2-=0l| 4] 8 H|E G-ukAE o] &
& 1] AF Hho] = A3 Fepoleh, st § I HpAE

o7 ARE-ght
o SubByteEven(SBE):
-3k HAAE o] E %
o7 ARg-girt.
o ExgRow(ER): Z=H|0|E Z}7}o] sje] tgt vlo|E W =3
o]s Wglo 7 oo} Lt}
- 810,4,8,12]—.5(0,4,8,12]
- 8[1,5,9,13]—-55,1,13,9]
- 52,6,10,14]—.5[14,10,6,2]
- 813,7,11,15]-8[11,15,3,7]
o MixColumn(MC): 2~E|0| E Z}z}te] 4-&

B2 GF(2°) Aol A Aakd T4 (1)

e T EolA 8 HIE SHEAE o]

8 grolth. 5 uash St

W3k A)7]+= 4 x4
=)
=

H

S’ [i] 0z1b 0zlc0z14 0x12 Si]
S'li+1]| _ |0zle 02160212 0x14 Sli+1]
S'li+2]|” |0z14 0212021b Oxle| ~ |S[i+2] M
S'li+3]]  10x12 0xz140x1lc 0x1b] |S[i+3]

2 o A= AESel 5 % shel 2
L7 &l el 1Hefel *7}1%@ A o TAL FAE ¥
A 7Y F R, A 34 oF 7 A4S R FH
7IHoltt. =, 54 f1A1el ga’—g— FYskaL o] FUH L FE
el LA Apo] & o] g-sto] HILT|E Hshs w4 olth

A B744] AESel )&k kel 2}
[4]-[8]. ©] Tl A [8]ol1 M AISte 54
-8-3o] AES 128 H]E H|Ql

o
e =
Ho
[
-3
to
=
[rt
N
o
<
Ko
=
>

X e
O
H
c)
=
O
>
oft L
c
o
o,
Hd
S
4 [
o,
2

f
o

B o oo

“Oﬂ 9J3}e] 16 vlo| E = 9121 9] gl uto] Eof 919
3L 2 E Oli—v—(Clphertext*)e A=t ol"l
P} ARE GEES o) gate] At T

LI B E 7S F5 8] 9 S s

oo g
o -1N Hﬂ

jar}
-

ﬁ
]..

N X oo X M
(o}

¥o, it
Sy

w4y @ du 4N o
AN

f
ox o

b ot

ol
-

e 4y

2,
&
A
o,
X7
Z 7
H
ﬁod
)
:}i
Mo
[
N
i

i
3
r
AL

.—@ 2o qo o U

o

JellA Al
x}7} A o]——*

o
aa E
_>|4_’,
e
to
Ju
o
i
o
&
o\,
e
o
i

4 do Jm oofr
o N o,
=2
ol
dot
ol
to
S
N
- r
4
o T
i
2
(e}
-
ol
0w
fr

http://dx.doi.org/10.12673/jant.2015.19.1.48

50

128-bit Plaintext

AddRoundKey

Fault
Injection

I 8 Round ‘ ‘ 8 Round
‘ 9 Round ‘ ‘ 9 Round ‘
‘ 10 Round ‘ ‘ 10 Round I

[ 128bit Ciphertext |  [[128bit Ciphertext™ |

18 3. AESOl| CHSH AHE 2F 34 AlLlR|R
Fig. 3. Scenario of DFA on AES.
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Fig. 4. Differential characteristic of DFA on SSB.
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