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Abstract
Security has become an issue due to the rapid increases in internet traffic data network. Especially P2P
traffic data poses a great challenge to network systems administrators. Preemptive measures are necessary
for network quality of service(QoS) and efficient resource management like blocking suspicious traffic data.
Deep packet inspection(DPI) is the most exact way to detect an intrusion but it may pose a private secu-
rity problem that requires time. We used several machine learning methods to compare the performance
in classifying network traffic data accurately over time. The Random Forest method shows an excellent

performance in both accuracy and time.
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2.1. KD-TREE(K-Dimensional Tree)
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2.2. Random Forests
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Table 3.1. Traffic data size per port

port 21 22 25 80 110 119 143 443 995 BT
size 22445 25000 25000 25000 25000 4556 25000 25000 2919 21279
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2.3. SVM(Support Vector Machine)
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Table 4.1. Precision and Recall of P2P /P80

apy P2P P80
precision recall precision recall
LDA 0.897+0.006 0.755+0.009 0.752+0.012 0.895+0.008
QDA 0.732+0.078 0.910+0.074 0.939+0.085 0.805+0.045
Naive Bayes 0.061+0.350 0.510+0.198 0.950+0.004 0.543+0.139
KNN 0.931+0.458 0.985+0.230 0.988+0.017 0.944+0.218
KD-Tree 0.931+0.031 0.985+0.003 0.988+0.002 0.944+0.025
Random Forests 0.947+0.023 0.993+0.004 0.994+0.003 0.957+0.019
SVM 0.916+0.038 0.972+0.011 0.977+0.009 0.932+0.031
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Table 4.2. Results of average F-measures

W /e p21 p22 p25 P8O pll0  pll9  pl43  p4d3  p995
LDA 0.680  0.739  0.761  0.830 0.761  0.000 0.749  0.825  0.597
QDA 0.797  0.849  0.853  0.879  0.919  0.857 0.937  0.775  0.982
Naive Bayes 0.777  0.837  0.855  0.694 0.837 0.546 0914  0.752  0.974
KNN 0.093  0.991  0.998  0.985  0.998  0.983  0.999  0.992  0.992
KD-Tree 0.993 0991  0.998  0.985  0.998  0.983  0.999  0.992  0.992
Random Forests ~ 0.998  0.994  0.998  0.991  0.999  0.988  0.996  0.998  0.998
SVM 0.095  0.994  0.999  0.978  0.997  0.98  0.999  0.995  0.996

Min Q1 Q2 Qs  Max
i i p2p-1 —1460 12 18 161 62520
M p21-1 | —1411 -89  —59  —43 320
é . p25-1 —480 -99 —-99 —98 42
g § p80-1 —1460 286 377 509 1460
e e e e e p143-1 —291 —268 —149 —112 47
T P p443-1 | —1460 0 67 67 1460
Figure 4.1. The first packets of P2P and normal ports
,5_’ 4
2 i B | :
- T
—i— i —5
= — + '} ———
e e T
3 -4 8
@ ° 8
3 8
i T T T T T T T T T
p21_1 p22_1 p25_1 pBO_1 pi10_1 p119_1 pl143_1 p443_1 pOU5_1

Figure 4.2. Size distributions of the first packet of normal ports

Table 4.3. Average classification time per methods and CV

vy LDA QDA NB KNN KD RF SVM

AF(CV) | 1.0(0.05)  1.1(0.11)  2.2(0.09)  3.0(0.23)  1.8(0.02)  1.6(0.12)  40.1(0.38)

P80 A1 g

429t} S 259 42 Teld KNN, KD, RF, SVME lasiiy S4Ee
S4T HREASS B

precision®} recall ¥ olUz} RE AAZEE9 F-measured| = RF7} 713
F3 9om SVMe vjsf 258} wh2 A5 A-Fs) Fct.
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Table 4.4. Accuracy of multiple classification of several classification algorithms

LDA QDA NB KNN KD RF
A= 0.513+0.001 0.609+0.001 0.558+0.001 0.987+0.001 0.989+0.001 0.994+0.001
AIZHZE) 18.6 18.9 100.5 527.2 75.6 56.3

Table 4.5. Results of multiple classification of KD, KNN, and RF
A& = (KD / KNN / RF)

TE

recall precision
P2p 0.985 / 0.986 / 0.992 0.986 / 0.986 / 0.994
P21 0.972 / 0.974 / 0.989 0.975 / 0.974 / 0.988
P22 0.994 / 0.994 / 0.997 0.992 / 0.992 / 0.997
P25 0.992 / 0.992 / 0.995 0.988 / 0.987 / 0.995
P80 0.987 / 0.986 / 0.992 0.985 / 0.986 / 0.992
P110 0.987 / 0.986 / 0.992 0.990 / 0.990 / 0.995
P119 0.975 / 0.974 / 0.992 0.974 / 0.974 / 0.990
P143 0.996 / 0.995 / 0.998 0.996 / 0.996 / 0.998
P443 0.993 / 0.993 / 0.998 0.993 / 0.993 / 0.997
P995 0.995 / 0.998 / 1.000 0.992 / 0.992 / 0.993
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