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A Vulnerability Analysis for Armored Fighting Vehicle based on
SES/MB Framework using Importance of Component

Hun-Ki Kim - Hun-Gyu Hwang - Jang-Se Lee*

In this paper, we proposed a methodology of vulnerability analysis for armored fighting vehicle based on
modeling and simulation. The SES/MB framework serves hierarchical representation of the structure for a complex
systems and is easy to conduct modeling for the armored fighting vehicle which consists of various components.
When the armored fighting vehicle is hit by the shots from threat, the vulnerability of the armored fighting vehicle
is decreased by damaged or penetrated level of armors and components. The penetration is determined by the result
of comparing a penetration energy through penetration analysis equation and defence ability of armor and
components. And the defence ability is determined in accordance with type and defined property of normal
component and armor component, all components have a weighted values for the degree of importance. We
developed a simulation program for verification proposed methodology. Thus, the program analyzes vulnerability for
armored fighting vehicle SES/MB framework using importance.

Key words : Vulnerability Analysis, Survivability Analysis, Importance, SES/MB Framework

2 o

1 eBole A% AAd 3 AL A B2 el HAE e way W Aol ZHS 48 FHoby
Ha vl o) Hsk Y-85 thEct SES/MB(System Entity Structure/ Model Base) ZH| Y3+ Ex16t A 28”9 125 A%
402 Y 4 Slom), chi FEOR 9 S RSP $opick X2l Fge Wit Sigel o4 32
E u, A7 9 B0 SRl TET AL JlEew BT 4 9los] B oFE BE AN F9) IR

3 HE9 YT 5 gt o] et A U e A SEn) ron Bae Ao
ol ufet 2T, BE FEES AT AMISY] 99 7HEAE KT AR Hepge HAs]
et Algzeloll 2ol SlEel ofs) SR E 2 kg QS 1B ZawE o stof 43 ot
AL A o] AN Hshe 7152 Aelstel 71 w3 vl uet Hope HAfai,

&4 B4, 9%, SES/MB ZH Y=

4 ol
"
i
=)
2
igmi
sL

N ox do Hr
P e

2
=
18
o
Shs
:l_>|:
oZ

.M E

HE A AHLS 2dlal o o= st gl

* o] e Al Ta A2 714 st AlE ) (F AIREE S HEE B el S
Ard o x| Quto} ¢ T1E| g8 (7 FH . UD150013ID). e, A2k Al 52 YJulahd, AR MR Bl ¥

Received: 2 November 2015, Revised: 20 November 2015, 7 2o Az, Ay, 23 So| glmo|t A= 3t
Accepted: 27 November 2015 HoA AE AAHL Qi A& =2E 4= 9lu, ZE}
* T - — - =
Conresponding Author: Jang:Se Lee W e 5] Sluie] ofs) WFo] Hul Qo] Lash
E-mail: jslee@kmou.ac.kr Lo ApAIE 2 o Mo HE AA
Division of IT Engineering, Korea Maritime and Ocean lee AT = ok ofRiRt Tl 7R A Al
University o] Hekdo| Ha1, FHFAAL & AT AR Atz

HMe4d mMas 20153 122 @D



oN
rok
N~
olok
ol
41
o
02
=

olofct. wehH W% AlsHo] Sl ol 54
ek e u, SIS Aol i) FHerde 2
A3lo] o2 WAl BHeke T o] HIEA] %Rg],qﬁ].
AT A2"0] FobdS Bkl WHeR AR AR
B e RofeS Akl L 2% 5 fEe
23 7k A ol A o) Wl Ad Al o
B ARt B3 SRS Blel 7K B Wl
Ak of) 71) Aefo] wEe), A4 47 1 gERko A
o] ulze] vl e wlgo] St 2] 74 W Aol
o Azio] Agel 2tk e Ajto] 1 Ale 4
S5t Aol okt T Bk ues) ek ojo}
Lo BAe Fualm wrk 5EHR RS s3] 9
B upoR, S ol 2us) 9 gl AMES,
Modeling and Simulation) 71§12 =5t 48k#0] ]
= A&sHAY AlEdeld 22 Adste] AE Al
go] Fopde EAeke A7 S| o] FolX|aL Qlrk
2 =i AR LR F HEA A 54 5
el MRS Ardste], mds @ AlEdold 71vE A8
Tk AApe] Flopd A WRlo] et 8-S thEr Zeigler
7} A|Qket SES/MB(System Entity Structure/Model Base)
T o] BXSE A A-HIS] LRE HAKORE FHT
4 qlon, ookt REoR P4 A4S mdd 9 A
gejo)allo] golsitt. Hxj] e WA} 91
ghol olsf T A US ul, % ol —4*5174‘% o
g AL 720w BAS 4 glon IE ofHL
Sl o) Slste] e AT 4 U
A Hme ATl we} AXE, W AL
E Y HE AOR B A4 BE 55 9
T S0l vt AT, BE YES FAEE A
7] $1% 7RIS TRk Ao Mope B 91
ARt Aol R A= el ofel WEE
HFEdu OH% U2 FEFY FA=E 7Nk z slof A
Ak, i FEe] ARelA Hiehs 71E

= golsto] 7158 T3f 71l w2k FordE AR

¢

ol
Nl

4
O:

]
S~

HE 2SS4, A, 354 5 4E 8
oA St BAE YRS Sk HUS 2% ALY
o 3, A, okdE, 2 A7) 1e)m vy St
o] A A%l Eo 319 % 9 5, A, o

E /)BE N0 8], BEE 5 AU 9 2%

€D s=2AIS0|M8E| ==X

et 5, AL 1 ole] AR 28 T Bk Al
3 § 0] L A7) ol ek oleh 2L ofe]
E4E BPY| okl Aot
SO AEAL AR A2Ho]
#2 BistAu Aol ARst 7R
A RS B0 Saad - St e
2 gojad)!l A} el o) F4se] Fo 2E
o] shEEE Bl 7]o] Hejahely] o] ¢ 4ol

gAY ‘”E} T8 FE ol AL AR st
<t Zagt 34, 015 ‘:4 L Tlee sk A
e AUt dlE 5o, AR Y A 54
el F2IF v _EPI‘ 71dFoI 71 o] SO 5t
off e =71 g7l A 3 FEo] A3 EolAl
Al e B3 FRHIES FA0A| sk of FE 5 7
SE0] BEE AR AR T TS =Tt
AR Z5HA| Hof ol 4= gl Hrk

A% AEAS A1) 1ol A% Aol Fiory
B BHoR G /| 714S nfRig Beo] gy
1 9lom, o]} s} ;HE A AH O] A2 BHAL
Q&) 32y L s =2 WL sk A A7t Q)
"l Open CASCADE Z1ej9] efo]Hejelg o]g3to]
AZE 3ado g mdgshal, HAEAAE FoRA BA
Z2RHQl GSSolA AREl= B dlidAe 285t
dx; 2ee] W oS desigith o] 2RI o)A
£ FAGAINE TR0 R FHIsE W AT HlojElE
ARESLe], 7120 ATt Hiu] AFES Eoli EeHe
T e oAl Akl ARtk E=L [6,7]9
Ao dARdgg 9 Ax|zety} 72-& 31 zl—xHEﬂg
VA HES o, 7 shlel A ofig o33
< weage et dages o5 ouu
RS ARl AR T B A% 71 gl
2 Agelglon] dno FRE U, A% 562 4
gakick weke] o) 1E AT gl 9A TS
ulaak, iz waby W qlsbdo) uteh i kg of
_\f_% k=S ].0111:]. Eﬁ} ﬂ;d_,] X—IE ﬂﬁoﬂ/\—] _r]zﬂ zﬂ—;(%
TAE FIH0] T 2E) HratEE Yol
o1 SI19F ol W HoE SHks Herd 2}
& AR ARIH Sl (81914 Alstet e
7]HEo. 2 o] 340 the: S o)Ll
_F,%J _r]ol:/ﬂ e} ]/?l' E X—I.Q.o].oc] HOI:
AT7E Sapstoch

12
O_L,
u{h\
J_

i

ox, O v

o oft 12 |
[ :PE o 1|
"

o
rE

Of

].

g2

r o o
rlr rbl

Mr
1%

ofs
ol



0!

4

o

1o
i
FO
H1
i
flL..
|'0|I

b SES/MB Z|Q3 7Igh T} FoMY 2N

3. SES/MB =g|ga U =S

3.1 SES/MB Z|U¥3
SES/MB Zg|¢a= A|AHe] B3l 4l B2(decom-
position), A3} coupling) 5-2] TAo]l 141?_ A4 o]
okl 724 A4 2R VMO, ARY B m zgl
A2glof A AAIE golsHA she Aol 9ler| SESe}
MB= FAElo] Algold mels o2 ¥ SESE
G7te] TAE FH6L] Slel Bl FEjE 3= Entity
7}2] IAR= Decomposition(Aspect), Specialization, Multiple
2 Uehiick Entity 55 S320 A8E 4 Qe B
g = ALY Y ks on|gitt Entity =Cis
Eolo] 319] wsoh AAE7] Slah A 7] mE F Skt
= Melslorlt}. 519] w7t AL Entity iEQJ 749
& 739, Decomposition(Aspect) ‘=2 F237 319 =
7} ol THYSE ololizA el wad
A2 guel o 2o A4 |)om masih 49
Entity h;__l He dl 2522 Rl =Tt Specialization
R BT A el o) ofE 2 A o
T oS Uehie, ¥ 2] 4141 )eR maw,
123 F2e) 27} R e Makg 3 5 gl
T24 ui= Multiple Entity2}al F20 A £9] $24
(IHhez wdsta, H= Aeg 4= Q= 499 45
S} gl TARIC SESE olof 2 T REL
Ea Al2Ele] AH) 122 T 4 Qlrk SESE thed}
e 218 uEr) SES+ Entity= A|ZFSA] Entity 2 &
Uolal, Selat o159 Entity7h @i21e) A% F24)
o }—ZH?“ o Uk E3L Entity©] S/d& E3Sk= Attribute
o Bl 2 AT g ThHokict

3.2 3k

FRmd, A2US ol 0 F SRk WA AL
ol Aok BIF% Eapoll”, 4] Foby 240
A B4 B £4o] WA Ao vl Yrg
Uehdck 4 () FREE YRR 4o, ofF Hg
il b B At B (1120
AFolAE Al WA BYE Tefslo] HES
o, 4515 S el A, o
RE COJFRE UERE BUVECR fune
Aolalolet. U A3 e 7152 A e 1
o) EJol, 2t 7152 A3} HANA HAHE o] 1
2 715418 Ik hit olefe] gl A W
FUT AZAH A g o) =pn), pEES 2

o] 4EAE 7T,

=1 we

i=0

S7|A, IC : BEe] FR% o
C: el 7157
i o] AT

4, SES/MB Z U3 7|dto| Fx} HH

eow T4 BEE A0
G % 4B 2 AAHoR Hil hio Faw
9lom], SESMB Zeel9l=t 714 A g3
A, AR e FEER TAEAT,
2k R 2 Y 8 FES Aol
O B S AUt B, AR mas Lyl
A WAE Befs] 913l Fig. 13} 2ol

N

!
¢

Stn oke Bomb

Intercom Antenna
Discharger

Caterpillar Turret Armor

)
L [ 1
{
[ I ()
Idler Wheel Foad Wheel Retumn Roller Sprocket Wheel

Cannon Fire Control System  Sight Fuel Tank Engine

Periscope Projectile  Hatch Transmission

Fig. 1. AFV model and selected components (side and top view)
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Table 1. Calculated importances of components
Function Category/Component Importance
Cannon 0.126
Fire Control System 0.042
Sight 0.042
Attack .
Projectile 1 0.0238
Projectile Projectile 2 0.0231
Projectile 3 0.0231
Front Armor 0.04235
Rear Armor 0.01155
Body Armor
. Left Armor 0.01155
Side Armor|—
Right Armor 0.01155
Front Armor 0.05445
Defense
Rear Armor 0.01485
Turret Armor
. Left Armor 0.01485
Side Armor [—
Right Armor | 0.01485
Smoke Bomb|Smoke Bomb Discharger 1 0.022
Discharger |Smoke Bomb Discharger 2 0.022
. Transmission 0.042
Power Train -
Engine 0.042
Fuel Tank 1 0.03
Fuel Tank
Fuel Tank 2 0.03
R Roll Return Roller 1 0.002419
em“(’L) O Return Roller 2 0.001882
Return Roller 3 0.002419
R Roll Return Roller 1 0.002419
emr(“R) O Return Roller 2 0.001882
Return Roller 3 0.002419
Idler Wheel (L) 0.01056
Idler Wheel (R) 0.01056
Road Wheel 1 0.001229
Road Wheel 2 0.001459
Movement
Road Wheel Road Wheel 3 0.001152
L) Road Wheel 4 0.001152
Road Wheel 5 0.001459
Road Wheel 6 0.001229
Road Wheel 1 0.001229
Road Wheel 2 0.001459
Road Wheel Road Wheel 3 0.001152
®R) Road Wheel 4 0.001152
Road Wheel 5 0.001459
Road Wheel 6 0.001229
Sprocket Wheel (L) 0.0144
Sprocket Wheel (R) 0.0144
Caterpillar (L) 0.00864
Caterpillar (R) 0.00864
c Ant Antenna 1 0.018
. enna
Comm. Om.m Antenna 2 0.018
Device
Intercom 0.084
Periscope 0.077
. Hatch 1 0.02079
Detection
Hatch Hatch 2 0.02079
Hatch 3 0.02142
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Table 3. Simulation result

Name Thickness Type(property) Name Type | Penetration | Damage rate(%)
Turret Left Armor 150 AT AA - Steel) Turret Left Armor | At 0] 100
Intercom 25 BEU4E : 1.1) Intercom H= 0] 100
Turret Right Armor 150 AT AA - Steel) Turret Right Armor| A} X 48

| 66 BEENEEIISEE

=X



T REO| F2TE U85 SES/MB HUKT 7|8t WA FoHY 24 |

T 90.01485°0|H, QlEjA’ 0] Q1w <0.084°¢1 AL Journal, Vol. 107, No. 4, pp. 191-203.
oF 42 9l o7]9] 4] (2)2 2831, <(0.01485 x 1) + 2. Bt 437), oA (2012), T AlLE AR 24
(0.084 x 1) + (0.01485 x 0.48) = 0.1060°0] H=2, 5 oS I BES R AR TS

51 013 a1 <3R5 = o , A8}+35]=5%], Vol. 16, No. 12, pp. 2581-2588.
A b B N A et 2 190, Al H 24 3 7
A= 10.06%2] Fopds 7Hldh & 4 gl 4. AT, A7), oA, olRF, WA (2013), “HE A)
25 B3 AR B4E 9% TF s Z2a3e) A
7.4 B 9, 20139 % FEEARE | SRtk BE
A, pp.1997-1998.

HE A AE O] HobS Bl 98] QFES A= 5. &1 olAkS, oA, BHEA (2015), “AT AlAH A=
Azgel] 3 AR A PHE g U R AR AR AT A e
o] 4QET, obaA HelEl BAll mhe), ool 7o AL oz’ P REAs = EA], Vol. 19, No. 1,

el v v = e pp. 244-250.
FARE FES] 35 dijte g wds 9 AlEgelAd 6. BT, oA, o4, urdz o] (2013), “HE A]
7S AR AlL"of =Sl AR A" F 3t 2E0] 27} B o2 ma e A, sl BE IS
E ARt HYAS BNtk d+E skoth =23, Vol. 17, No. 1, pp. 255-261.

E =Roji= SES/MB ZF|d9IE o]83to] a} 7. 324, A7), oA, oldF, o] 29, olsiH (2013),
o] HI o A=A o R YPE] = B “1b Aol ot AT ALY Hopd 24 2RI
o] aAFoE WBlsle Fok o] Bao] 7KsThe A2 A, 20139 % FtabEly )8t SEehetd] =
_ _ 2. pp. 1999-2000.

Sioich AR HeHE AA HiolHE sk Aol &7 N @F:wppo]%% SIS (2011), Horald 7ube] 34 2
o7 ol ek o ARl 7]EolA Bt &4 oA ;}ol m;} o] Tt 504;1 etz Alas]wrr)
1o [e] o H A S S . =" o Hs
2 Y] H4S AYste] WE e 4APgsielon, Vol. 48, No. 5, pp.404-413.
AL Ao A ARBl= 7T FE0] SR8} wef HlEeS 9. Zeigler, B.P. (1990), “Object-oriented Simulation with
7IRke &, Hxke] HeMdE BB & =ol A gt Hierarchical, Modular Models: Intelligent Agents and
3l Z|okA] B HFHO A2} 0]9]9] T2 HE A|AHlY| Endomorphic systems”, Academic Press.
AES}; 2= 9l ofg] HAE AJAHQ] 2|okAS H A5 10. Zeigler, B.P. (1984), “Multifacetted Modeling and Discrete
o5} Bhabel AJAEIL LGS0 folshn 1 7]Hke: o} Event Simulation”, Academic Press.
sk, 11. 3341, _tﬂ'%'—?ﬂ ;tl}'%‘oa], O]Xo]"ﬂ]_, T4 (2014), “HEE
I o W WA S AlFshs AAE e Al
A, Seabd AR Yol gakslx], Vol. 38, No. 4, pp.
A = 456-462.
12. 32+, A7), )AL, oAl (2014), “HF AAH Y=

o] =t et HEY Ve EStATAE 4 BAE SR 38 REY FaE 4K 71y A,
o] Aljoz x|uto} ALE]| ) S(AleRH S UD150013ID) 2014 A13] vi=gnEs d A=A, pp. 145-146.

13. B35, oJAE, F3F oAl (2015), “HEY] FRE=S

283 3 A B g AEY B4 AL Y

References A B E A8} =5 ], Vol. 19, No. 5, pp. 1269-1276.
14. 4#17], 31, A, oAl (2015), “Ha}F Fopd &4

1. Michael O. Said (1995), “Theory and practice of total
ship survivability for ship design”, Naval Engineers

< 913 DEVS 7|t Alggo]A op7|elA] AP, 20154
= ARl |atte] FRelEthe] =, pp. 601-602.

K24 mM4s 20151 128



oM
ral

ofok

Hoh
=
=}
02
=

2 ¢

-

2015

2012 A=ajobfet ITE sk

7| (hunki8161 O@gmail.com)

FEARZEAT T}

HEL B LR DL Emm oA}

Taol : BEY g AlEdold, EERL = AT

=

2011

1997
1999
2003

HENED I

rsloosta IT3ER AFEARTAT T34t
shrsfooista diskel A gEht BehAL

2011~77 Aajokdfet dekel AFegsts} sy

ol : BAY 9 AlEEold, AR 24, siFHEAILT, FREe

0| & M| (jslee@kmou.ac.kr)

gt AEe Tt FEA)
gt Aae Tt Tt
[l ki B = Bkl i el o= LN

2004~ 974 Eejopiola IR o

Thlstol « HFEESE AeAlLd, Ry 9 AlEdold

=X





