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AMI Penetration Test Plan

Version 1.0

Primary Author:
Justin Searle, Utilisec

Contributers:
Galen Rasche, EPRI
Andrew Wright, N-Dimension Solutions
Scott Dinnage, N-Dimension Solutions

Reviewers:

NESCOR Team 3 Members and Volunteers
Annabelle Lee, EPRI

Introduction

This security test plan template was created by the National Electric Sector
Cybersecurity Organization Resource (NESCOR) to provide guidance io electric utilities
on how to perform penetration tests on AMI systems. Penetration testing is one of

the many different types of assessments utilities can perform to assess their overall
security posture. While NESCOR recommends that utilities engage in all other forms
of security assessment, NESCOR created this document to help utilities plan and
organize their AMI penetration testing efforts. For a list of other types of Smart Grid
security assessments, please see NESCOR's whitepaper titled *Guide to Smart Grid
Assessments." For a list of other NESCOR Penetration Test Plan documents that cover
other systems such as Wide-Area Monitoring, Protection, and Control (WAMPAC),
Home Area Network (HAN), or Distribution Management, please see NESCOR'S
website or contact one of the persons listed above.

The objective of the NESCOR project is to establish an organization that has

the knowledge and capacity to enhance the effort of the National Electric Sector
Cybersecurity Organization (NESCO) by providing technical assessments of power
system and cybersecurity standards fo meet power system security requirements;
provide recommendations for threats and vulnerabilities, and participate in testing
emerging security technologies in labs and pilot projects.

Certain commercial entities, equipment, or materials may be identified in this document
in order to describe an experimental procedure or concept adequately. Such
identification is not intended to Imply recommendation or endorsement by NESCOR, nor
is it intended to imply that the entities, materials, or equipment are necessarily the best
available for the purpose.
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