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A Framework of User Authentication for Financial
Transaction based Multi-Biometrics in Mobile
Environments
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Abstract

Biometric technology has been proposed as a new means to replace conventional PIN or password
because it is hard to be lost and has the low possibility of illegal use. However, unlike a PIN, password,
and personal information there is no way to modify the exposure if it is exposed and used illegally.
Therefore, the existing single modality with single biometrics is critical when it expose. However in this
paper, we use a multi-modality and multi-biometrics to authenticate between users and TTP or between
users and financial institutions. Thereby, we propose a more reliable method and compared this paper with

existed methods about security and performance in this paper.
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Fig. 1. Mobile Device using Biometrics
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Table. 1. Authentication Model of Mobile Biometrics
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