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Abstract : There exists required safety integrity level (SIL) to assure safety in accordance with international standards for every
electrical / electronics / control equipment or systems with safety related functions. The SIL is allocated from lowest level (level 0) to
highest level (level 4). In order to guarantee certain safety level that is internationally acceptable, application of methodology for SIL
allocation and demonstration based on related international standards is required. However, application standard differs from every
industry in domestic or international for application on mythology for allocation and demonstration of SIL. Application or assessment is
not easy since absence on clear criteria or common definition . This research studied not only fundamental concept of SIL required to
guarantee safety in accordance with international standards for safety related equipment and system, but different types of methodologies
for SIL allocation. Specifically, SIL allocation for Platform Screen Door system of railway is studied applying methodology of severity
of accidents and risk graph among different methodologies for SIL allocation.

Key Words : consequence severity, risk graph, safety integrity level, railway, platform screen door, safety integrity allocation,
tolerable hazard rate
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Table 1. THR and SIL table

Tolerable hazard rate THR . .
per hour and per function Safety integrity level
10° < THR < 10® 4
10* < THR < 107 3
107 < THR < 10° 2
10° < THR < 10° 1
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Table 2, International standards for related industries field

Standard No. Description Industry

Functional safety of electrical / Electronic

IEC61508 |/ Programmable electronic safety - related Electrlcal /
Electronic
system
EC61511 Functional safety - Safety instrumented Process

systems for the process industry sector

Specification and demonstration of
IEC62278  |reliability, availability, maintainability and| Railway
safety (RAMS)

Communications, signalling and processing
IEC62279  |[systems - Software for railway control and| Railway
protection systems

Communication, signalling and processing
IEC62425 |[systems - Safety related electronic systems| Railway
for signalling

Functional safety of safety-related
IEC62061 electrical, Electronic and programmable | Machinery
electronic control systems

Automotive

15026262 industry

Road vehicles - Functional safety
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Table 3. Safety integrity level allocation method

No Method

1 | ALARP(As Low As Reasonably Practicable) allocation method

2 Quantitative allocation method

3 | Risk graph based allocation method

4 | Allocation method by layer of protection analysis

5 | Consequence severity based allocation method
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Table 4. Severity level & THR allocation criteria

Cat. Severity level THR SIL level
c6 Disastrous 10°h SIL4
cs Catastrophic 10%h SIL4
C4 Critical 107/ SIL3
C3 Major 10%h SIL2
2 Minor 10%h SIL1
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Table 5. Risk graph parameter categories & criteria

Category Quantitative description Qualitative description
Ca Death < 0.01 Minor
Cs 0.01 < Death < 0.1 Major

¢ Cc 0.1 < Death <5 Critical
Cp 5 < Death Catastrophic

. Fa Occupied/oEfxE(r)rslzd < 10% Rare to more frequent
Fs Occupied > 10% Frequent to continuous

ln ] e [Pt o e den
Pg N/A Hardly possible
Wi < 0.1 per year Slight

W | W, |Between 1 and 0.1 per year Occasional
W3 > 0.1 per year Frequent
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Table 6, Risk matrix
Cosequence |Disruption to <10 mins >10 mins | >20 mins | >2 hours | >8 hours >1 da
(Service) | line services <20 mins | <2 hours | <8 hours | <I day Y
Application: Specific railway line Fatality 0 0 0 1 2-10 >10
(including KTX, EC & existing line) Consequence | Major Injury 0 0 >1
(Service) | Minor Injury 0 >]
Ranking Cl 2 C3 C4 C5 C6
Qualitative Descriptive | Numeric | Ranking Negligible minor major Critical Catasctrophl Dlsasstrou
Has occu;Ted freqyently at More than 100 100 F6 Very likely B A A A A A
specific locations times per year
Has occurred frequently in the 10 to 100 times| 10 to Fs Frequent B B A A A A
railway line per year 100 q
Likelihood Has occurred once or Once ©10 1y yg | Ry Probable B B B A A A
twice in the railway line times per year
Has occurred many times in the |Once every 1 to| 1 to .
industry, but not in the railway line 10 year 1/10 F3 Occasional ¢ 12 £ £ 5 5
Has occurred once or Once every 10 | 1/10 to
twice in the industry to 100 year 1/100 2 Remote € € 12 12 12 A
Unheard of in the industry ;;:Srsy ﬂ;gg ;):;:S <1/100 F1 Improbable © C C B B B
Table 7. Hazard analysis sheet(1/2)
Subsystem e
&Equipment SUbS}./Stem& Function Hazard Hazard Cause Mode Effect / Sev. | Freq.| Risk Mitigation measure / Remark
D Equipment ID Consequence Safety requirements
* Emergency door and manual
open device should be designed
Mechanic that the doors opening are
* In worst case, . . S
In emergency al '/ multiple available in emergency situation
L . Physical - * Faults of door should be checked
situation, Fail to make | . . fatalities are .
Emergency . failure of . by regular function test
Provide room for possible due to S .
door and emergenc assencer | CETEeNCy failure of * In the situation of fail to open
1-2-1 manual d sency SH 03 passenger. door  |Emergency . C6| F3 | A emergency door, the emergency
. oor opening evacuation n evacuation from
opening . tool such as emergency hammer
. manually by emergency track side to - ]
equipment .S Manual f should be furnished in order to
passenger situation platform in break o
from track side open emergency reak glass .
device situation * Operation and maintenance
failure procedure should be defined to
prevent possible accident due to
the hazard
« In worst case * It is assumed
. g that there is
multiple emergenc
Provide all Failure of fatalities are doorgo er)llin
passenger Fail to manual open / possible due to * Open / Close button should be caui ml:e nt J
Crew and |door opening / control and Cplose failure of applied in accordance with \&?hiclil can be
1-3-1 platform Closing SH 05 | bypass of button for Emergency | evacuation from| C6 | F3 | A | related standards or regulation controlled b
control panel | manually by passenger | o ver track side to * Periodic maintenance activity assenger iny
crew in train or door P s platform in should be conducted P ger
. door case of failure
station emergency of crew and
situation by fire
) ) platform
n train
control panel
Provide all . . necessi
passenger Fail to manual Fézll:ne /Of I;asw::nogr fallinty’ * Open / Close button should be
Crew and |door opening / control and (l;lose n d(xrg stani applied in accordance with
1-3-2 platform Closing SH 06 | bypass of button for Normal or sgr)lmer has C4 | F4 | A | related standards or regulation
control panel| manually by passenger passenger * Periodic maintenance activity
L passenger been stucked in
crew in train or door d door ol should be conducted
station oor oor close status
* It is assumed
that platform
* Infrared ray sensor should be sareen door can
Lo . be manually
Passenger door applied in accordance with d
. ' d lated standards or regulation| ©PEMCC OF
. . Failure of cant open an felate g closed by crew
Detection of Fail to detect| . passenger can't * Position sensor should be
Position recise recise infrared alight form train designed to be redundanc and platform
1-3-3 pre SH_07 pres ray sensor| Normal & . Cl| F4| B en Y control panel,
sensor stopping of stopping of . due to failure of structure .
. . for precise . . . . . also there is
train train stoppin precise stopping Operation and maintenance emergenc
PPIng detection. It dose procedure should be defined to doorgo er}llin
not affect safety prevent possible accident due to r opening
equipment
the hazard .
which can be
controlled by
passenger
168 Journal of the KOSOS, Val. 30, No. 6, 2015
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Table 8. Hazard analysis sheet(2/2)
Subsystem Subsystem& Hazard Mitigation measure /
&Equipment E 4 Function Hazard Cause Mode | Effect / Consequence | Sev. | Freq.| Risk S ; Remark
D quipment ID Safety requirements

*In case of failure of control
module, fault detection design
should be applied to able that

Provide Fail to * In case of necessity, the crew of station and train
. . o recognize the faults.
automatic automatic . Passenger falling in
Total assenger control for Failure of door open status. o * Control module must have
1-3-5 integrated P & SH_09 control | Normal P ’ C4| F4| A certification for environment test
door opening / — |open / Close of| passenger has been } . .
panel . B module . and railway signalling product
Closing using passenger stucked in door close .
. ) qualification.
information door status. ; .

* Operation and maintenance
procedure should be defined to
prevent possible accident due to
the hazard.

Fail to
Measurement . .
. measure of Train can't stop at . .
of distance : ) o Laser sensor should be applied
b distance . precise position, but It . .
etween between Failure of dose not affect safet in accordance with related
1-3-6 Laser sensor |  precise SH_10 : laser Normal Yici|F4| B standards or regulation.
. precise because of manual S . ..
stopping stopnin: sensor oneration by driver in * Periodic maintenance activity
position and opping P Y should be conducted.
. position and train.
train .
train
* Train door detection sensor
should be applied in accordance
* Due to wrong train with related standards or
door status regulation.
information from * Train door detection sensor
Detection of Fail to detect|Failure of train door detection should be designed to be
2 open / Close open / Close | detection sensor, Passenger is redundancy structure.
139 Door sensor status of train SH_I2 status of train |sensor for Normal bumped into Cal P A, In case of failure of train door
door. door train door passenger door in detection sensor, fault detection
train door open design should be applied.
status, or passenger * Operation and maintenance
has been stucked. procedure should be defined to
prevent possible accident due to
the hazard.
* In the passenger door
open status, if there
is failure of door * In case of failure of door control
control module, . . .
Control assencer falling to unit, fault detection design
opening and ]tarack s s should be applied to able that
closing of ’ the crew of station and train
* Wrong motor control ;
passenger recognize the faults.
could happen due to .
door, . . *Door control unit must have
. Fail to control software error. in PP .
. reception of . certification for environment test
Individual ower, signal opening and Failure of WOISE case, passenger and railway signalling product
1-1-2 | door control | POVCT: SI8MH gpy 07 | closing of Normal | falling to track. C4| F4| A farway signatiing p
anel (DCU) control of assenger beu * Wrong reception and qualification.
p manual p 8 & recep * Software and cable in door
door calculation of . .
control panel, . . control unit should ensure quality
. obstacle information
signal control could happen. In and safety.
of total worst cas 5 ' * Operation and maintenance
integrated . procedure should be defined to
passenger falling to . .
control panel . .o prevent possible accident due to
track or jamming in
> the hazard.
gap between train
door and passenger
door.

3.3 oFEA 221 7|

Fig. 39 SIL &
o4 Tl 7%
GERERL

S 239

fu NIOL

A
o)

)
2
S~

Apgs 747

717] $1%
Lol A&
gorstelrt. ol g Sol, A
I &2 g 9l &

HH=E AAI

hI-IOI
S o
Iy 4
o

=

>

Aatel et HEad
Aolslr] $iste] A7) 3249 $

Fo] 95 g0l

el
EE
2t

s
24 Fol

A7 517

7152 obdAl QAR
A B 7lee
AEad

%_ “SH_O3

b *l 238 wolo] Aojel FAF P

fu

rol

& “Hlg Al %ﬂX} Et

F=RokE 83| X], M30T X 6=, 2015

]2t 1’41311*1&

QFAEHA HimAl7]7] 8t % Au] 7]570] QT
o, “SH 07 gx}9] Az A} AR Alujre] 7o
L «Z7i2 ol A o] dx} ALY AAFe] oFA3E AHXA] 7]
570l QFETh E3 “SH 09 570 % A5 A
Eﬂ x1]o1 “341”94 Hﬂ‘ﬁo J_} o4 sﬂ/\qt o]-;qz\g FE

[‘

A% 7HJ%I Aol 7 A uraﬂ
ek Az oz, Solx Ayt ol

T} Table 8of|A AJHE Z+7+o] .,4 Q0]S Htog
x%_JE] /\71—;<L /\3_31501 A]/\Eq]_J ?_]';fj/\é J—,&% 7]%

169



SIE - olg

Table 9, Safety related functions for platform screen door system

ID Safety Function Ref. Haz. ID
Provide safe platform screen door opening / Closing operation by manual control of passenger in emergency situation to
SF_01 . SH_03
- evacuate from track/train to platform -
SF 02 Provide safe platform screen door opening / Closing operation by manual control of crew in train or station in emergency SH 05
- situation _
SF 03 | Provide safe platform screen door opening / Closing operation by manual control of crew in train or station in normal situation SH_06
SF 04 | Provide safe detection of precise train stopping SH_07
Provide safe platform screen door opening / Closing operation by automatic control based on status information for train
SF_05 . . . . . SH_09
- opening / Closing status and precise train stopping -
SF 06 | Provide safe detection of distance between precise stopping position and train SH_10
SF 07 | Provide safe detection of train door opening / Closing status SH_ 12
SF 08 Provide safe automatic individual door control for platform screen door opening / Closing operation by opening / Closing SH 02
- command and power -

< off9] Table 99} At

3.4 A1} Mzheol 7|uhst oRd REM 47 gt 2}
Table 7, 89] ¢|d Q2 &
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Table 10. Severity based THR&SIL allocation for each hazard

A 7ol Hit A= 7 ol A4

o, ak Aol 718}o] Table 904 Aol Zkzte)

2~
a

Ref.ID Hazard Effect / Consequence Estimated Severity |Allocated THR | Allocated SIL
SH 03 Fail to make room for passenger | In worst case, multiple fatalities are possible due to failure Disastrous 10%h 4
- evacuation in emergency situation | of evacuation from track side to platform in emergency situation C6
Fail to manual control and bypass In worst case, multiple fatalities are possible due to failure Disastrous
SH_05 VPSS | of evacuation from track side to platform in emergency situation 10°h 4
- of passenger door b . . C6
y fire in train
Fail to manual control and bypass | In case of necessity, Passenger falling in door open status, Critical el
SH_06 ) 107/h 3
- of passenger door or passenger has been stucked in door close status C4
Fail to detect precise stopping of | Passenger door can't open and passenger can't alight form Negligible
SH_07 . . . . . . N/A 0
train train due to failure of precise stopping detection Cl
SH 09 Fail to automatic control for open | In case of necessity, Passenger falling in door open status, Critical 107 3
- / close of passenger door or passenger has been stucked in door close status C4
Fail to measure of distance between | Train can't stop at precise position, but It dose not affect Negligible
SH_10 . . " ; . A . N/A 0
- precise stopping position and train | safety because of manual operation by driver in train Cl
Fail to detect open / close status Due to wrong train door status 1nf0rmagon from train door Critical 4
SH 12 . detection sensor, Passenger is bumped into passenger door 10"/h 3
of train door . . C4
in train door open status, or passenger has been stucked
* In the passenger door open status, if there is failure of
. . . |door control module, passenger falling to track i
SH_02 Fail to control opening and closing | °, Wrong reception and calculation of obstacle information Critical 107/h 3
- of passenger door . C4
could happen. In worst case, passenger falling to track or
jamming in gap between train door and passenger door
170 Joumnal of the KOSOS, Voal. 30, No. 6, 2015
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Table 11, Conseguence severity based SIL allocation results for safety related function
ID Safety function SIL Allocation result
Provide safe platform screen door opening / Closing operation by manual control of passenger in emergency situation
SF 01 . SIL4
- to evacuate from track / Train to platform
Provide safe platform screen door opening / Closing operation by manual control of crew in train or station in
SF 02 L . SIL4
- emergency situation to evacuate from track / Train to platform
Provide safe platform screen door opening / Closing operation by manual control of crew in train or station in normal
SF_03 - . SIL3
- situation to evacuate from track / Train to platform
SF 04 | Provide safe detection of precise train stopping SILO
Provide safe platform screen door opening / Closing operation by automatic control based on status information for train
SF_05 . . . : . SIL3
- opening / Closing status and precise train stopping
SF 06 | Provide safe detection of distance between precise stopping position and train SILO
SF 07 | Provide safe detection of train door opening / Closing status SIL3
Provide safe automatic individual door control for platform screen door opening / Closing operation by opening /
SF_08 . SIL3
- Closing command and power
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Table 12, Risk graph based risk parameter&SIL allocation for each hazard

Comses | Ty, | Tk o | et | e

hazardous zone (F) |hazardous event (P)| occurrence (W)

SH_03 | Fail to make room for passenger evacuation in emergency situation Cp Fs Ps W, 3
SH 05 | Fail to manual control and bypass of passenger door Cp Fg Pa W, 2

SH 06 | Fail to manual control and bypass of passenger door Cs Fg Pg W, 2
SH_07 | Fail to detect precise stopping of train Ca Fs Ps W3 0
SH 09 | Fail to automatic control for open / Close of passenger door Cs Fg Pg W; 3
SH. 10 zrell(iil g)air;leasure of distance between precise stopping position Ca Fy Py W, 0
SH_12 | Fail to detect open / Close status of train door. Cs Fs Ps W3 3
SH 02 | Fail to control opening and closing of passenger door Cs Fg Pg W; 3
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Table 13, Risk graph based SIL allocation results for safety related function
ID Safety function SIL Allocation result
Provide safe platform screen door opening / Closing operation by manual control of passenger in emergency situation
SF 01 . SIL3
to evacuate from track / Train to platform
SF 02 Provide safe platform screen door opening / Closing operation by manual control of crew in train or station in SIL2
- emergency situation
SF 03 Provide safe platform screen door opening / Closing operation by manual control of crew in train or station in normal SIL2
- situation
SF 04 | Provide safe detection of precise train stopping SILO
Provide safe platform screen door opening / Closing operation by automatic control based on status information for train
SF 05 ; ; opening ! SIL3
opening / Closing status and precise train stopping
SF 06 | Provide safe detection of distance between precise stopping position and train SILO
SF_07 | Provide safe detection of train door opening / Closing status SIL3
Provide safe automatic individual door control for platform screen door opening / Closing operation by opening /
SF_08 . SIL3
- Closing command and power
Table 14, Comparison of THR&SIL allocation result
, THR SIL
Function
D Consequence se_verity Risk graph based Difference Consequence se_verity Risk graph based Difference
based allocation allocation based allocation allocation
SF 01 10°h 107/h 10%h 4 3 1
SF 02 10°h 10 10%h 4 2 2
SF 03 107/h 10%h 10*h 3 2 1
SF_04 N/A N/A - 0 0 -
SF 05 107/h 107/h - 3 3 -
SF_06 N/A N/A - 0 0 -
SF 07 107/h 107/h - 3 3 -
SF 08 107/ 107/ - 3 3 -
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Fig. 6. Platform screen door system configuration,
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