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ABSTRACT

The conventional dynamic routing methods in Software Defined Networks (SDN) set the optimal routing path based on the minimum
link cost, and thereby fransmits the incoming or outgoing flows fo the ferminal. However, in this case, flows can bypass the middlebox
that is responsible for security service and thus, thus the network can face a threat. That is, while determining the best route for each
flow, it is necessary to consider a dynamic service chaining, which routes a flow via a security middiebox. Therefore, int this paper,
we propose a new dynamic routing method that considers the dynamic flow routing method combined with the security service
functions over the SDN.
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(Figure 1) Routing Comparison of Dynamic Routing based on Link Cost and Dynamic
Routing based on Link Cost and Service Chaining
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(Figure 2) Network Topology For Dynamic
Service Chaining
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topo: topology

* src source

* dst destination

* prevPath: previous path

* snlist: service node list

* sc_num: service chain number

* sc_paths: service chain paths

o alertList: alert list of flows for path reconfiguration
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. FindAllPath(topo,src,before now,dst,prevPath,hop, limit,1
en):

. if hop > limit: break

. if prevPath is None and now is not dst: break

. if prevPath exists:

m_path <- prevPath

m_path.add(now)

. if now == dst:

append global.path[src][dst] and break

10. for i in range(1, topo[0].length):

11. if topolnowl[i] != Inf and i != before:

12. alen = len + topolnow][i]

13. FindAllPath(topo,now,i,dst,path,hop+1,limit,alen)

2
3
4
5.
6. else:
7
8
9

(YTeIE 1) BUR-SHR|e| BE A= B

(Algorithm 1) Source-Destination Path Search
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. GetServiceChainPath(vscp, sc_num, topo, snlist):
. sub_topo = topo
. for 1 in range(len(vscp)):

searchlist[i] = getAllServiceNode(vscplil, snlist)

1

2

3

4

5. for 1 in range(len(vscp) - 1):

6 for src in searchlistlil:

7 for dst in searchlist[i+1]:
8. sub_topolsrc]ldst] = path_length(src, dst)
9. global.sc_path[sc_num] =

10. dfs_chain_path_search(sub_topo)

(&2|F 2) VSCPo|| Cist 2& A= EtM
(Algorithm 2) Patch Search for VSCP

. FlowAllocation(flowInfo):

sc_paths = getServiceChainPath(flowInfo)
idx = hash(flowInfo)

selected_path = sc_paths|rr_vallidx]]
rr_vallidx] += 1
__install_path(selected_path)

o Uls W e

(¥U2|E 3) E27 42 gL

(Algorithm 3) Flow Patch Allocation

1. SearchOverheadPath(trafficInfo):

2. while all switch status data update:

3. if link bandwidth > allocated bandwidth:
flows = getFlow(link)

call flowReconfiguration(alertList)

4.
5. alertList.insert(flows)
6
o

(LTRIE 4) BT3t 2= GA
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»E, 29 29x) Be] ABRE 9 Hore AREle] A (Algorithm 4) Overloaded Path Search
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(Table 4) System Specification for Experiment

Elements Specification
CPU Intel 542100
RAM 8GB
DISK 120 GB SSD
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