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2.5 Netfilter Framework
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2.7 Google App Engine

Fehrs Al2"e 7P A< Google App
Engine(©]3}, GAE)& Platform as a Service®] U
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4.2 7is 7AFE

B = ZEOe IF30E U Vs
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¥ 1. ZEad 75 74
Tab. 1. Construction of Program Function
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L7 Switch A"z 7|9k 1ok V)%
PSER T a9 a2 584 e s
Cloud Database H2l Bkl e

elX a7iE 2
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4.3.3 Tr7]—r

B =M AAEkeE BRe I3A VRZ 74

=), YMEAZHZ, o ], ute]ai, Static
RulesZ WHH YEL AL Ping of Death 59
HESZ 7|8k A&, dolg izl 3 AEA
Hlolg it FAIES EFE HolH S, nholy

2E Yulold s, ER l% }, 2=gho]gof, of=9go,
agleoldle] 5o 9% 2 v APGL, Static
Rulest= A2} /‘”éi THEE dE 59, “8000
H ¥EO wE g A 22 AU 7t e
o] ¥ Ht}
4,34 AA7|F
IPv4 Header Format
Offsets Octet 0 1 2 3
Octet Bit 0123 456 7 8 91011 1213141516 17 1819 20 21 22 23 24 25 26 27 28 29 30 31
(] 0 Version HL DscP ECN Total Length
4 32 Identification Flags Fragment Offset

3 64 Time To Live Protocol Header Checksum

12 9% Source IP Address
16 128 Destination IP Address
2 160 Options (i IHL > 5)

3 3. IPv4 &Y o|u]A]
Fig. 3. IPv4 Header Image

a9 39 IPv4 3y ouRE Ve g Adwsith

(1) YIEY= #A
HEY I JFL 9 IPv4d FEW Protocol G

8bit7} 00] obd 2 so] glow] 7 YEg= )
A9 WAL T & 29} 2Tk

i 2. A UES= 719 g4
Tab. 2. Type of Each Network Packet

Protocol
Number

1 Internet Control Message Protocol ICMP
2 Internet Group Management Protocol|  IGMP

Protocol Name Abbreviation

6 Transmission Control Protocol TCP
17 User Datagram Protocol UDP
41 IPv6 encapsulation ENCAP
89 Open Shortest Path First OSPF

132 |Stream Control Transmission Protocol| SCTP

Wepy Ay rees
grlos BHa A,

HH7E ok M ES=

(2) ©lol8 IA(ASCII FH))
tlole A& nlojgxv} Eghe eyl
oz dhe AT HH ol dRkERl HiRle

3} 2o,

A:H
tlo
=

*

test.pcap - Wireshark EEX

File Edit View Go Capture Analyze Skatistics Help
DEee [ cpEx%aBe«so»7F L (BEE A
[ iter: [ v Expression... YauClar ¥ apoly

No.. | Tme Seurce. Destination Pratacal | Info
o wicsuson i e

31 1.266628  192.168.0.1 192.168.0.2 TP 1025 »

32 1.266819  192,168.0.2 192,168.0.1 TP 5000 >

33 1.267850  102.168.0.1 192.168.0.2
1.274

e [ACK
> 3197 [FIN,

40 1.282181  192.168.0.1 =" E 3
>

. 60 bytes captured) -

2d:75:9a (00:09:5b:2d:75:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)

rc: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2)

ontrol Protocol, Src Port: http (80), Dst Port: 3187 (3137), Seq: 20, Ack: 190, Len: O

http (50)

+ 3197 (3197)

20 (relative

00000 OB &4 20 £d 02 00 09
010 0025 00 0490 00 40 98 To Te
020 00 02 GO 74 00 0 g
075 50 03 03 ca o5 08 09 90 00 30

308 00 4% 00 .
8 00 01 O a8
B 0 11

[Firowedgement number (Ecp. a0, 4 bytes [F: 1201 12010

a9 4. GRHEQL A
Fig. 4. General Packet

IutA Q] B AEV} HEEE 3IL [Py 3|t 9
Transmission Control Protocolel] g&A)&]o] 4=t}
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(3) HoT8 AA(xed) Hel)
Ak ASCIT Blo]E] sjzse Tk wlolu?] )
olE) AL of olrAHY HojHIc,

Kismet-20101226-14-34-18-1.pcapdump - Wireshark

Fle Edit View Go Capture Analyze Statistics Telephony Tools Help

B GEZxCcu eV TE[E

Filter: ‘wlan.addr== 90:21:55:0f:cf:a0 && ip.addr == 12. IZQZ‘E‘ Expression... H@ Apply

No.. ‘Time ‘Source ‘F i ‘Protocol ‘Info “
13435 36/.010Z14  192.106.24.15  12.129.242.38 1P 42565 > 6/80 [ALK] SEq=

13436 387.619295
13437 387.619981

12.129.242.38
192.168.2.15

192.168.2.15 TCP
12.129.242.38  TCP

8780 > 42888 [PSH, ACK]
42888 > 8780 [ACK] Seq=!

13441 387.206983
13443 387.283378
13445 387.298805

192.168.2.15
12.129.242.38
12.129.242.38

12.129.242.38 TCP
192.168.2.15 TCP
192.168.2.15 TCP

42888 > 8780 [PSH, ACK]
8780 > 42888 [ACK] Seq=
8780 > 42888 [ACK] Seq=|,

b Checksum: 0x42d® [validation disabled]
- [SEQ/ACK analysis]
v Data (1218 bytes)
Data: 830000000200000003726571030000000100000004696C76. ..

66 60 80 60 5d 60 c8 00
60 00 60 06 01 60 80 89 ...
64 65 72 61 00 60 60 01
63 060 60 @0 60 6O 00 0O ...
04c0 60 60 80 60 66 60 60 04 .

n_74 A9 Ad A5 A7 AR AA A1 2d 74 d7 4a 73 AR AR AA

Aada
'}mme (1322 bytes) | Decrypted WEP data (1258 bytes) ‘
(O Data (data), 1210 bytes £ Packets: 20430 Displayed: 75... &

a9 5. whelde] wloly 3
Fig. 5. Bynary Data Packet

o480
0490
0420
04b0

07 060 60 60 60 86 B0 6O
00 00 05 2f 6e 65 77 73
04 00 00 00 06 68 65 61
00 00 00 84 6e 65 77 73
06 61 6c 65 72 74 73 03

profile: Default 4‘

il dlelej7}t ol
Hol Sojeth oRE VFEoR
742 7l wlolE sz AL

A7k M WA
3 Holuielghe
Z8) g}

(4) Static Rules(iptable 7]% IP, portE 71528
& 773)

Static Rules® AFEA} W] &2 ojmHlx FAE
fJal AlFHe 7152 iptable?] 71EF 7]5E A
Q&b Pv4 3le] W E3HEo)l= Source IP, Port
& Destination IP, Portoll sl AALES $=3¥slar 7
& o]t

W3k Static Rulese 523 7158 X3
=t IDS(HA =A Al2w) 3 IPS(HY ®
EDollA s "AlskaL A&H o g WSk ]
4 EYFel il sF24 s b1 flste &l
ol R KR v o A B o s e

=

Source IPE

A|A et

62

4.4 HERA JIs

441 QoS 715

B = 29RE g AAE vE
o] HAolr}. webr, 299 75 FoHT ¢
oA FAske o] Fadd 299 71sF 7t
A 2023 AL QoS(Quailty of Service) =, AJH]
290] Aolt}. duh} &wo] A} glo] An|AS
ol&& g Tt WiE A=t & & U=l o]
Quste A4 23, ATSE AT 4= 35 ¢
v 5
E9A % Els Chent7} HEST LS S-3HA
Fe FE AWz AL 12 % 3
a7} 9ot Linux Kernel 2.2 o)A}ollA x| Lsl=
Traffic ControlS ©]83] ¥ =Fol|A QoSE AH
T&3bH, A Target Device?] Kernel 2.6°%
QoSE FaAat7]ell vl A st

S

OE

5

4.4.2 Traffic Control +3&2&%

TCP/UDP
v
i INPUT ; OUTPUT
Packet in—p Demuliplexing Forwarding Queving — Packet out

Traffic Control
1Y 6. EdY AEE 7E2=
Fig. 6. Traffic Control Structure

143 A4 918 247 e AR A
B =Y HFA Eie 7Rt AR
e A AF a4t e 3417‘4 Apgolm ol&
T AES QNS Shss Fasok
011— E0] HXE 7RIS 3Pl F 54 HX] C:\Windows
\&} 7Z-& o7 28 SourcelPolA A&EHoE E
o}E 7AF ERolEn Z2 ~ujoldo]d] A HF
d 7ol EouE AREAA dE]AY AFsF
o= AdelE Bart ok olegt HES vt
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5. 7=

5.1 CPU & Linux Kernel Structure

CPU

Video £
Suoport Output ~ Graphis  Audio  Nework Storage  USB E‘St‘m: E
PO Control i °

TP oy
e Disk
use PS3PF
=
8 B Device | Support 5
o Video Nerwork SLSXSAT §
suppot Output F
Control E— 3
use 2
& ]
Graphic Audio GbE Storge omer In::(s:l}“:‘d
Dver Drver Driver Driver System ue
BUS
R 6 e <3
Virtualization 83
=3
A

. [ AT ]

SPUs Output | | Craphics = 2'
Davice

o “ :

)

Drawing by @Daeseung Park

a9 7. CPU & Linux 78 7%
Fig. 7. CPU & Linux Kernel Structure

5.2 TCP/IP Structure

4 Application
3 Transport
2 Internet
1 Network
Interface

TCP/IP 4 Layer Model

19 8. TCP/IP B2
Fig. 8. TCP/IP Model

5.3 Netfilter Structure

[PTABLESEEE CONNATRACKING

NETEIETER

19 9. Netfilter 7+%
Fig. 9. Netfilter Structure

6. AILE 78
6.1 7{2 25 78

719 BES Linux Co EHE ARSI BE
FEoA LukERl Cdojoks b AlAs 75
7HAAL Atk

e 3719 dgE Ad B 18 A U5 F
Zafoksle alltielch.

#include <linux/module.h>
#include <linux/kernel.h>
#include <linux/init.h>

=5 74" vgolt

#define DRIVER_AUTHOR "DRIVER_AUTHOR"
#define DRIVER_DESC "Kernel Module"

B9 A2k Eolt}, #E
2o dF EES AAE 3P, init_modulestart
7t AEN, BES AQJXE S, cleanup_

modulefinish <=7} 4 . 203t He e 3}

02(:4"
)
°

1) #F31531(3) The Linux Documentation Projectol] 71&%.
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BolN ARER wEo| ojuy WHoRE A
A e mERFAde] wasked), o
AREo2 ddsorsiy.

static int __init init_modulestart(void)

{
printk(KERN_INFO "Hello, world 4\n");
return 0;

}

static void __exit cleanup_modulefinish(void)

{
printk(KERN_INFO "Goodbye, world 4\n");

module_init(init_modulestart);

module_exit(cleanup_modulefinish);

the BEe Ad mEe o golilag GPL,
GPLv2 0] gled), of= #AY RES AMEEH= o)
o] HFARATL oW gloldlas AEWEA
gk Aol

MODULE_LICENSE("GPL");

ok Al 29 WBe mEe] WEAS} A Teln
AYSE el %, 44Y & e 8

AT 48 Fh

MODULE_AUTHOR(DRIVER_AUTHOR);
MODULE_DESCRIPTION(DRIVER_DESC);
MODULE_SUPPORTED_DEVICE("testdevice");

6.2 Netfilter 781

Netfilter= Sk A3t A, gFlo] Bl &
2 Aold] 79 BE-S Yol gjFlo] Berfs RE AL

1“;

E 4 A 5= Frameworke]th. Netfilter= TH2
T ag Ads B3l AHEE 4 Stk

#include <linux/netfilter.h>

#include <linux/netfilter_ipv4.h>

o2& Netfilters® AY 2E= Hook 7] ¢35
dZF9] main =, Hook® 70| o} =2 &
g oo Ak RE FlolelE sk buff FEA
£ Atk

unsigned long inet_aton(const char*);
unsigned int main_hook(unsigned int hooknum,
struct sk_buff *skb,

const struct net_device *in,

const struct net_device *out,

int (*okfn)(struct sk_buff))

sk_buff 72A<] dlo|EE o]&3f T 1101137}
pE|ofol sh= dlo]E NF_DROPS HHgs}a
= WEE dlolEd NF_ACCEPTE wHls] rﬂ
olf] 555 8T 4 Utk

return NF_DROP;
return NF_ACCEPT;

6.3 M= S I0CTL &

BEAE AMgA ool gkt ZeAls)
S @ F gk F AP BEe A4 WY
Aoltk. WSl C9lo] BAolehd m2a)

7t Bl Inter—process Communication 7]5<
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7Ad ZgoAe 79 2E ARle 7P =gt
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A AAY dAel B Fau ks 5 U dn.
o5 A< §4 I0CTLo2t gk

o @5 I0CTL 92, buf W] slojElE
Wotg} ofolu} XEZS xf&%ﬂ o TE3h= 9%
& I

ssize_t drop_ioctl(struct file *filp, const char
xbuf, size_t count, loff_t *fpos)

{
struct denystructure* pmsg = (struct
denystructures)buf;
if(pmsg—>cmd == ADD_IP)
{
char *addr = pmsg—>addr;
addip(addr);
}
else if(pmsg—>cmd == ADD_PORT)
{
printk(KERN_ALERT "ADD
PORT CALL");

long port = pmsg—>port;

printk(KERN_ALERT "ADD
PORT CALL %Id", port);
addport(port);
}

return 0;

6.4 JHA=2l0H 5

S AWF AH 10CTL FAL 9% 7=

Zlon] 52L& device_create FFE T3) o] FoIA|H,
gulols AR E 5E8h= alloc_chrdev_region, class_
create, cdev_init, cdev_add $<7}F 2] AME-Hk

int _ERR_;

_ERR_ = alloc_chrdev_region(&stDev, 0, 1,
DEVICE_NAME);

if(_ERR_ < 0)

{

}

stClass = class_create(THIS_MODULE,
DEVICE_NAME);

cdev_init(&stCDev, &fops);

_ERR_ = cdev_add(&stCDev, stDev, 1);

if(CERR_ < 0)
{
}

device_create( stClass, NULL, stDev, NULL,
DEVICE_NAME );

6.5 FH mUA|IAE X0 CIE{mI0[A
VFS(Virtual File System) 8

7d Gellre AHAE Goe] A zEl A
e @ Rl ole SHEES TS e,
AFES BE Jles AHEAl A2A Zhes,
et Hmelel A4 A2} TR Ad ZEl
Y eHERY 342 e oA Hct ul
0] FAAZH GA2e] Hsirts
VESEh= 71&S ARSSioR dt ViSE 7IE w9
AZEE v el SdAARE Teal T
gl AN Ad 2E F& =glour} AHEA
o] 7FedtES siFe 98 s etk

R
)
i
}-1:1
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T e VESE ol&sl sdAzEe] H,
do] &8 9o 2= ASZA, get fs, set_fs
© 718 CAY 9 9EY F5ola, visread F
=7} @l Alo|ch

f1le read 9] WERS intF2]o]A|gk, datavi7l

ol s FoFA Ha, oF oA

ol o

O]% %5]1 B

HolEE 71HZ 4= A ok
int file_read(struct filex file, unsigned long long
offset, unsigned char* data, unsigned int size) {
mm_segment_t oldfs;

int ret;

oldfs = get_fs();
set_fs(get_ds());

ret = vis_read(file, data, size, &offset);

set_fs(oldfs);
return ret;

}

s 4+ VFSE 53l 3Ys e 3ol
datami7HE gLl 24 Hoh

int file_write(struct file* file, unsigned long long
offset, unsigned char* data, unsigned int size) {

mm_segment_t oldfs;

int ret;

oldfs = get_fs();
set_fs(get_ds());

ret = vfs_write(file, data, size, &offset);

set_fs(oldfs);
return ret;

}

66

6.6 sk_buffE 2A5H Protocol 27| 78

SkA] g3t Netfilter] sk buffoll= 2= 37 o]
Ej7} @4 ok o]wl, ipholl+= Internet Protocol®] H]¢]

EE Yo tephdroll= TCP HI©]EE, udphdroll=
UDP dlolHE goiFA €t

83 oS WHE 53 saddroll Source IPE,
daddrell Destination IPE,
destl Destination PortE
71solA o]-&atAl Hrt

source®l|] Source PortZ

YolFA B ol e

struct iphdr #iph = ip_hdr(skb);

saddr = iph—>saddr;

daddr = iph—>daddr;

struct tcphdr *tcph = (struct tcphdr#)((char#)
iph + sizeof(struct iphdr));

struct udphdr *udph = (struct udphdr*)((chars)
iph + sizeof(struct iphdr));

source = htons(tcph —>source);

dest = htons(tcph —>dest);

6.7 283E M= Of=S2IFH0M

3 712 o] BQ3 AL, MF=E ofPA
o]2~g} & Ao} o]t} AFE 5 24T HEAY

4= Aok AR 2 2eiAYoj3e
S Ao E B, A& 5 gl A3 EXE0| At
sfEE|AIA AT A 22 ofEEAo)d AT
Zhals 3he 0|7k, /E 3, Held 3 55 9l
JE T8 e, R E HARES
fr8aHA 2203 e HHo|th

obef A2e wtde] oF 10248l EES 7449} dbol)
AAsle fEgAolA oz wAe] o 1024410 Ex
APatYglA] ohdx, al%* APz A=
A8 5td1A] ARE Zt3 gl

o] oo <EH 1> E‘?i, o] o] 7]

=0 o}
o= =




S2PE HO[EH|0|AE 0|t 78 7|8 1= HZIEET YHCI= Ho[Eo] &

ek Jpe

ATUAE 848 a9 ARE dolEmolxs) o
BH5olAA B,

if(fp = fopen("/home/david/Downloads/file.exe",
"rb"))
{
if(fp2 = fopen("/home/david/Desktop/dev
2/database.db", "wh"))
{
str = malloc(buff_size+5);
fgets(str, buff_size, p);
fputs(str, fp2);
fputs(",", fp2);

fclose(fp);
free(str);
}
}
7. Zu}

7.1 Google App Engine

711 729 59 Z2AE

PROJECT NAME PROJECT ID

linux filtering linuxfiltering

7.1.2 Google App Engine Request Log

Summary

Count/sec

0.015

0.01

0.005 ‘

Oct 19
[®] Total requests: 0.0167

Oct 21
Total errors: O

a3 10. 7= %] Request Log
Fig. 10. Google App Engine Request Log
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7.1.3 Google App Engine ¥ &%)

VERSION ~ SIZE RUNTIME INSTANCES DEPLOYED

1 (default) 3.7KB php 0 4 days ago

7.2 Kernel Module Install

7.2.1 Kernel Module Install Command

~/Desktop/dev2$ sudo insmod drop.ko

7.2.2 Kernel Module System Log

: [37466
: [37466
: [37466
: [37466
: [37466

.094420] Module Install Complete
.094426] VFS I/0 Test

.094446] DATA:.class,
.094446]
.152419] VFS I/0 Test Complete

7.3 DY Cf2=E

7.3.1 HoJgH|o]re FEEH A=$7)HE A3
23 2 AR A RAAE P 3

U9 K
Name: [ova.exd)
Type: DOS/Windows executable (application/x-ms-dos-executable)
Size: 0 bytes

the-2C Flov 717} Obytese! RS & 4= Stk
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ZA} Q=T

(HAIOIE)
| 78 AtolHtist mjgar
“NZ= 57 B o]Equlo SEp
7}V, kR 4 (http://iges.kheu.ac.kr/board/li
st.jsp?m=50026 &SITE_GRP=IGCS).

[3] http://www.tldp.org/LDP/lkmpg/2.6/html/( The
Linux Documentation Project Official Site).

[4] http://en.wikipedia.org/wiki/Loadable_ker
nel_module (Wikipedia US, Information of Kernel
Module).

[5] https://www.kernel.org/( The Linux Kernel Archives).
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Development of Kernel based High Speed Packet Filtering
Imbedded Gateway and Firewall Using Cloud Database

Daeseung Park® « Soomin Kim* - Hanseob Yoo™ « Songchul Moon**

ABSTRACT

This paper develop curnel based high speed packet filtering imbedded gateway and firewall using
cloud database. This study develop equipment include of predict function through bigdata analysis using
cloud system. This equipment include intrusion prevention for network attack, and include system
security function of L7 switch based contents. This study can improve security level of little company
and general family. This study can pioneer a new market. This study can develop high perfomance
switch and replacement of existing security equipment. This study proposed new next generation

algorithm for constuction of high performance system from low specifications.

Keywords: High Speed Packet Filteringsmart, Cloud Database, Security Level, High Perfomance
Switch, Gateway, Firewall.

* Namseoul University, Department of Computer Science, undergraduate
#% Corresponding Author, Namseoul University, Department of Computer Science, Professor, moon@nsu.ac.kr
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