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Design and Implementation of a Processor Monitor and Fault Injection
System for Next Generation Spacecraft Computer Board
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ABSTRACT . .

In order to verify normal operation of satellite OBC(On Board Computer), it is essential that processor monitoring and
debugging. So we are using the GRMON of Aeroflex Gaisler. It provides a lot of features for debugging of LEON processor
but we can't use that features on the NGSCB(Next Generation Spacecraft Computer Board) except a few things. So the
cost-effectiveness is very low. And for hardware fault injection, we are using a method of modify satellite flight software,
because we can't modify GRMON. This method can not guarantee normal operation of the satellite flight software. So in
this paper we were developed the processor monitoring and fault injection tool for NGSCB.
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2! 1, NGSCB Block Diagram
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2. AT697F DSU (Debug Support Unit)
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12! 2. DSU Block Diagram and Command Protocol
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X 1. DSU Memory Map

Address Register
0x90000000 DSU control register
0x90000004 Trace buffer control register
0x90000008 Time tag counter

0x90000010-0x9000001C
0x90010000-0x9001FFFC
0x90020000-0x9003FFFC
0x90080000-0x900FFFEFC

AHB registers
Trace buffer
IU/FPU register file
IU special purpose register

0x90080000 Y register
0x90080004 PSR register
0x90080008 WIN register
0x9008000C TBR register
0x90080010, 0x90080014 PC, nPC register
0x90080018 FSR register
0x9008001C DSU trap register
0x90080040 ASRI16
0x90080060-0x9008007C ASR24-ASR31

0x90100000-0x9017FFFC
0x90180000-0x901FFFFC

Instruction cache tags & data
Data cache tags & data
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3. GRMON
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12! 3. GRMON overview

4. LUA Script Language
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1. DSU Communicator

Host UARTE o] 83} Target®] AHBUARTS} 12 5
™ DSU Communication Protocol& ©]-83}e] Zoj| 64 word
R =Z oy FAlo] Ths et

2. Logger

LEONMON start optionll Al —log <filename>< o]-&3
744 file pointerg ©]-&-sto] AREA7}F XA g <filename><

user consoled] &HE+= ZE &S A3}

3. Monitor Manager

Monitor Managers= LEONMON®] 314 o 7 g 73] 2
& Al start options ©]-&sto] Al=gle] FHjE Aol
AHBUARTE &3] DSU® 9445 AlkEste] 4ol ghas
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System Initialization 1 I
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_ T :
Get Command from shell I I
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21 5. LEONMON Initialization

LEONMON Al2®] %7]8= LEON2FT Z2AAME
Debug Mode® A27d3sldA Al=ste}, 1 & SRAMS] 47

i
ol
ol
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T2 $8] memory controller registerE 3,
EDAC(Error Detection And Correction) 7152 &4 3}3}17]
213 SRAM 995 002 %713} sie), wxe 7|87t ¢
25W DSUY registerE 028 %7]3} 8}11, cache?] 25
2-S W#)8l7] 9180 instruction/data cacheZ disabledtt}.
I % CPUS ##49 Y, PSR, WIM, TBR, PC, nPC, FSR,
FP, SP, Fail registerg A3}, & InterruptE z7]8kgk
t}. mpx]9ko 2 Peripheral?] Timer, APBUART, GPIOE A
ggto. =M LEONMON Al=gl %27]317} Faeth 2713}
7t S5¥ Fole AREARSE HEs Yol s HH
< 8, 'quit’ B ‘exit’ HHE S Y=3hH LEONMON
z2age] TRyt

3.2 Start Options

LEONMON A8 Al AR&2= i 29] options ©]-8-31]
AN2z=elS e 4= Qi) Targetol tigh A4 o2 NGSCB
AT697F¢] AHBUART®| A4% 79 '-ngsch’ & ©]-&3t
a1, FPGA9] AHBUART®| 4243 79 ‘~ngsch_fpga' & ©]
St} o= s o4 Targetell sl 43t 5= 9l
= optiong Azed Aoty FEE Host 2 Target?
UARTE AAE = oM, '-log' & °]&3hH LEONMON
AN AREA7E Ade BRE ARE SdR2 A

H 2. LEONMON Start Options

Options Description
-ngsch TargetS NGSCBZ A #
-ngscb_fpga Target2 NGSCB FPGA=Z A

Host UART comport A%

Host UART baudrate 47
(Default: 115200bps)

—auart Target APBUART baudrate 44
<baudrate> (Default: 115200bps)

User Consoled] &85 & EE Y&
<filename>°ll A%

—uart <comport>

-baud <baudrate>

o

)

i

-log <filename>

3.3 DSU Connection

DSU Connectiong 913l start optionol| A 283+ gk-& o]
43} Host UARTE AA3%F & Targete] AHBUARTS}
AZAE A3t} DSUE HlolE] Aol <] falling edge 2to]&
AArele] baudrateE A5 o2 AR 71%5S AFahd,
Host UARTE ©]-83}9] 0x564tS 7 ¥ #5381 Target9]
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4, LEONMON Command Processing

4.1 LEONMON Command Parser
LEONMON®] %7|3l7t Addez dasW  user
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console®l] 'leonmon>’ prompt”’} &
commandg ©|&3te] Al~ES 8T

LEONMON Command Parser= Monitor Manager = 4-
B AEihe commandE #415ke] A asi, a3t duE
user consoledl] %23ty LEONMON Command Parser=
command *#]& $]3] Monitor Managerg %E3te] DSU
Communicator, Instruction Disassembler, Execution File
Loader, LoggerE 3 %3t}

H 3. LEONMON Commands
Command Description
help LEONMON command list &
info sys AMBA Bus®l <14% Device X &9
info reg System Register A H &2
info drv ESA, Gaisler Device A X =¥
wmem Memory Write
mem Memory Read
load 2273 Load
run Load® Z=z13) 23
st Instruction =} 43}
stop, cont ZZAA A Tk, Z2AA A& AN
dis Instruction disassemble
wash SRAM memory %713}
reg 1U register AR &4
float FPU register AR &2
report, check | ZRAA FHAR &9
lua Lua Shell 23
quit, exit LEONMON ZZ1% F3&

4.2 Instruction Disassembler

Instruction Disassembler+= st, dis, reg, report, check
commandelA] Monitor ManagerS %3 &%ty Z+
command®ll 4] 32bit9] instructionS H&sHH SPARC V8
Instruction Seto.® ¥33Fe]  [address,

instruction set] %492 user consolel 3}

hex wvalue,

4.3 Execution File Loader

Execution File Loader= load commandE 2Aashd
Monitor ManagerE 3l =& th. A LEONMONe]A
A sk A3 ad-S ELFS} aout F4olH, 3} &2jo] A
g3t 7-g-ol®k DSUE ©]-&3te] 64 word 9= tHEess
a3ttt SRAMel the2 =7t A2 o2 ¢ ¥ PCo
Entry Point address& A73slo] A3 FH& &=,

5. LUA Command Processing

5.1 LUA Command Parser
LEONMONe®] A3 LUAE vh232.2 LUAE W=3}

101

o] glo]lBeig]S A3 F LEONMON} &H7] W =alo] A}
g-o] 7}53}c} LUA Scriptell ] LEONMON $H5 3 %3}
7] €38 LUA shell 23 A] lua_register() APIE ©]-&3}%]
LUA 7Pd#2le] LEONMON APIE SE3&foF 3t
LEONMON-=2 CZ A=l on LUAS] F41& 913 LUA
StackS ARE3ICE LUA StackS LUACNA Alg-3sl= LUA
Stack & APIE ©]&3}o] A7} 7453tk LEONMON
shelloll 4] Jua commandE 31 user consoleol] ‘lua>’

prompt’} =35 ™ X 49 commandS ©]-&3}o] A|~ES

83 4 vt LUA Command Parseri= Monitor
Manager2 -] AEite LUA commandS #415to] 23]

3 scriptE 2=3817] 98] LUA Script LoaderE %3}
a1, ARgAp Al gk ARE user consoled] &= gh)

H 4, LUA Commands

Command Description
help LUA command list &%
load LUA Script load
unload LUA Script unload

run LUA Script 43}

shell LEONMON command 3.
quit, exit LUA shell 5

5.2 LUA Script Loader

LUA Script Loader:= script fileS LUA 7P 2lo]
load/unload3dl= <& =383t} LUA Script files load &
7% lual_loadfile) APIE ©]&3to] YL loadsH,
lua_pcall()S ©]-&3}o] script®] global variables A4 3}]
AVE27}F g lo] 75 = A A3 seriptS unload st 7

% lua_close()Z 3%3}9] Lua state variable2 closedtt}.
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LEONMON Command A1¥ ZA¥= 28 73 2on
GRMON H|2/8}3S ) 2+ Command”} A4 0.2 428

de Fskit
FFIA A A H2 A LZES 0] 7 ]lo]
pS|

d

Alglo] E7Fs @9 Single Bit EDAC Errors oA = A9
gt} WA g AZE )9} ARG S wHET] 9
3] NGSCBol A VxWorksE 283t & taskF B = 22| 9
AHALZE S APtk LEONMONS ©]-8-3k
NGSCB¢] SRAMS %73} &}, VxWorksES SRAMol| =
3} 5 A8t} Hostoll 4+ TornadoZ VxWorksel <14
sto] Ro] SIEAAZES S R E dlo] A3t
Fo] AdFEAAZEY ol= SRAM 9ol tis)] Scrubbing
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* MINGW32:~/loonmon/01. LEONMON _[o[x
1. |

mon> help div
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7 MINGW32: ~/leonmon/01. LEONMON |- o x|
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00000004 000
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: 59: KB
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MINGW3Z2: ~/leonmon/01, LEONMON
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R
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e
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7. LEONMON

7F @3S Ao VxWorksoll 129 ISRe] A@t)
ISRl A += InterruptZ Disabled} il Single Bit EDAC Error
CorrectionS 33}, Cache® 213+ I[ISREAZS & d3}l7]
18l Data CacheE FlushdHt}.

C

LEONMON TORNADO v

vxworks £ E10] 2E 5|
TornadoZ 0| 2510] target ‘

&sr{ (Interrupt Service Routine)

LEONMON A[Zf Interrupt Disable

I

AT697F Fail address register2
21915}0] EDAC Errorz} 2Ha ot

connection A%k

v
TornadoE 0|&3}0] FSW =g
+
FSW Al%

v

wash commandZ 0|-83}0]

4} F2E OB = Y Fa0)
SRAM 7| i = T AR
It Read/Write 3-8l
S i
v
FSW (Flight Software)
load commandZ 0|-25}0] = SABE 2= '
wworks RAM 0|0 X/ 2 EDAC Error 48 A| X2l EDAC oz} datt 32 4l
SRAMO|| = QIBHISR 55 Fail Status Register =2
-
v ‘ Interrupt Clear & Enable L

run command
vaworks Al

tof Flush Data Cache &

0|83
@ Interrupt Enable

L ¥
Background
SRAM scrubbing Al%t

%! 6 Execute Simulated FSW on NGSCB

NGSCBollA 29| A A~ZE o]e] Adfo] AT
W LUA Scriptg o838t 184S Fddch dA
LEONMON A lug commandZ ©]-&8+e] LUA ShellS 2

&) A7 3L, load command® LUA Script& Z=sit} 227}
A4S =W run commandg ©]-8314 scriptE APt} A8
A= Single Bit EDAC ErrorE ©HAA7|HE FA2HEH
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