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Abstract

Cyber threats on the Internet are tremendously increasing and their techniques are also
evolving constantly. Intrusion Detection System (IDS) is one of the powerful solutions for
detecting and analyzing the cyber attacks in realtime. Most organizations deploy it into their
networks and operate it for security monitoring and response service. However, IDS has a fatal
problem in that it raises a large number of alerts and most of them are false positives. In order
to cope with this problem, many approaches have been proposed for the purpose of automatically
identifying whether the IDS alerts are caused by real attacks or not. In this paper, we present
an alert verification method based on correlation analysis between vulnerability inspection results
for real systems that should be protected and the IDS alerts. In addition, we carry out practical
experiments to demonstrate the effectiveness of the proposed verification method using two types
of real data, i.e., the IDS alerts and the vulnerability inspection results.
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