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A Protection Technique for Kernel Functions under the Windows
Operating System
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ABSTRACT

Recently the Microsoftf Windows OS(operating system) is widely used for the infernet banking, games etc. The kernel functions
provided by the Windows OS can perform memory accesses, keyboard input/output inspection, and graphics output of any processes.
Thus, many hacking programs utilizes those for memory hacking, keyboard hacking, and making illegal automation tools for game
programs. Existing protection mechanisms make decisions for existence of hacking programs by inspecting some kernel data structures
and the inifial parts of kemel functions. In this paper, we point out drawbacks of existing methods and propose a new solufion. Our
method can remedy those by modifying the system service dispatcher code. If the dispatcher code is ufilized by a hacking program,
existing protection methods cannot detfect illegal operations. Thus, we suggest that protection methods should investigate the
modification of the dispatcher code as well as kernel data structures and the initial parts of kernel functions.

= keyword : kernel function hooking, system protfection
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Native
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Kernel

(T 1) AL MU|A M2 7=
(Figure 1) System service processing structure
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(Figure 5) An example of the target code for
substituting instructions with a jump instruction
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